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From the Desk of the Head of the ICT Authority 

I am proud to present the strategic plan of the ICT Authority for the 

years 2016-2018. This document is the result of the efforts of the 

task force that worked in cooperation with members of the 

Authority's management. The purpose of the strategic plan is to 

define the vision, mission, values, main objectives and tasks that 

the Authority plans to promote and execute in coming years, as 

part of the effort to take the government into the digital era. 

Information technologies in the digital world enable the 

government to provide citizens with advanced services, become 

more efficient, reduce government and national spending, and 

improve transparency in its decisions and activities. The 

consolidation and implementation of a national ICT strategy 

across all ministries will help the government to promote these 

capabilities. 

The Government of Israel's Resolution No. 2097 dated October 

10, 2014, about the "Expansion of the Government's ICT 

Operations, Advancement of Innovation in the Public Sector, and 

Promotion of the 'Digital Israel' National Enterprise," stipulated 

that the ICT Authority will guide the ministries' IT Divisions and 

units, promote IT governance, implement methodologies and 

standards, and will act to develop infrastructures, systems and 

services that will make the government more efficient while 

making national services and information more accessible to the 

public. The Resolution also determines that the Authority will strive 

to protect national infrastructures and ICT systems, and develop 

IT-related human capital. 

The strategic plan of the government's ICT Authority derives from 

Resolution 2097 and the authority's roles, as stipulated in it. The 

Authority will promote an innovative, professional and high-quality 

eGovernment to achieve the strategic objectives of the government 

and all its units. The strategic plan presented in this document is 

based on the willingness and need to closely cooperate with the 

ministries' IT Divisions as a precondition for promoting the 

Authority's vision and objectives. This cooperation will be 

implemented through joint professional and administrative forums, 

advisory committees, supervision strategic projects and other 

mechanisms, which will drive the collaboration and create a national 

integrative and controlled ICT picture across all ministries.  

I would like to thank the following people for their contribution 

and inputs in the preparation of this document: 

 Mr. Yossi Katribas, Senior Deputy Director General, Prime 

Minister Office (PMO) 

 Mr. Moshe Dayan, Civil Service Commissioner, Civil Service 

Commission 

 Dr. Adv. Guy Rotkoff, Former Director of the Ministry of Justice 

 Mr. Avi Berger, Former Director General, Ministry of 

Communications 

 Dr. Yair Schindel, CEO, Digital Israel 

 Mrs. Shai-Lee Spigelman, VP Planning and External 

Relations, Digital Israel 

 Mr. Doron Samish, Head of Government Affairs Unit, Budget 

Division, Ministry of Finance 

 Mrs. Ruti Raveh, Senior Division and National Projects 

Manager, Office of the Deputy Director General, Prime 

Minister Office 

 Members of the CIOs Council: Shira Lev Ami (Ministry of 

Health), Riva Shirazi (National Water Authority), Shimon 

Zamir (Ministry of Foreign Relations), Yeshaia Beniamin 

(Automated Processing Services, Tax Authority), Ravid 

Shmueli (Israel Lands Authority), Dan Ben Simon 

(Enforcement and Collection Authority) 

 Active CIOs Forum 

 Gartner, Inc. - this document was translated into English 

and sent to several Gartner analysts to obtain their insights 

and comments based on their knowledge of the ICT 

strategy of other governments worldwide 

 

In closing, I would like to thank the members of the task 

force of the ICT Authority, who consolidated and wrote the 

strategic plan: 

 Mr. Raz Heyferman, Team Leader, Operations and 

Execution Division Manager 

 Adv. Maya Adulamy, Coordination and Control Manager 

 Mr. Ophir Ben Avi, eGov Manager 

 Adv. Ravit Koren Zilberfarb, Senior Manager, HQ 

 Mrs. Keren Katsir-Stiebel, Marketing & PR Manager, 

External Relations, Spokesperson 

 Dr. Nachman Oron, Strategic Consultant 

 

Yair Frank 

Head of the ICT Authority 

Prime Minister Office 

  

 

 

ICT Authority 
 

The strategic plan of the government's ICT Authority derives from the Government of Israel's Resolution 2097 

and the Authority's roles included in it. The Authority will promote innovative, professional and high-quality 

national ICT operations, and will act to achieve the strategic objectives of the government and its units. 

 

From the Desk of    

  the Head of the        

         ICT Authority 
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Executive               1 

Summary 

 

The digital era drives government and business institutions in Israel and around the world to increase the use of information systems and 

to adopt advanced digital technologies. This phenomenon, called 'digital transformation', has several effects on organizations:  

on their strategic and business model, on their organizational structure, on employees and customers, on citizens and business partners. 

 
The ICT Authority advances and develops digital services in government ministries and units, with the aim of providing citizens with more accessible, innovative and up to date government services, reducing 

the direct and indirect costs of these services and the need for citizens to visit government ministries for operations, and ensuring that the protection of privacy and information security become an integral 

part of the design and planning of new government services. 

The vision of the ICT Authority is "a single, citizen-centric government, that places the citizen at the center that works acts transparently and effectively, advances innovation and puts technology at the 

disposal of the public". The citizen-centric concept of 'the citizen at the center' looks at government services from the point of view of the citizen, with the aim purpose of simplifying its interfaces with the 

various national bodies. 

The purpose of the ICT Authority, as stipulated in the government's Resolution 2099 dated October 10, 2014, is to serve as a center of knowledge and professional advice for IT services, make information 

system more efficient, promote technological innovation among ministries and units, put at their disposal advanced technologies to improve services to the public and minimize bureaucracy, and promote 

an open government policy. 

The ICT Authority will promote and implement organizational and personal values among its employees and among the employees of all government IT Divisions. 

 

The following are the personal values that will be promoted by the Authority: 

■  Professionalism and Excellence - the Authority will promote the professionalism and excellence of its human capital as it understands that quality service to citizens and the development of 

innovative digital services require a very high degree of professionalism and excellence. 

■  Do First, Talk Later - the Authority believes in organizational cultures that put emphasis on executing tasks first, while at the same time achieving objectives and complying with schedules.  The 

Authority will focus on the development of organizational platforms and services, tools, work processes and IT governance mechanisms, consolidating and implementing managerial methodologies, as 

well as measurement and control mechanisms. 

■  Together - the IT Whole - the Authority will implement an organizational structure that highlights the importance of cooperation and teamwork, and will create the foundation of an integrative 

government-wide IT operation that intelligently shares digital assets, knowledge and experience, and which is based on organizational integrated work methodologies. 

■  Service Orientation - the Authority believes that service orientation is extremely important, and will implement this approach among its own employees, as well as among the employees of IT Divisions 

and of other government units that provide service to the public. 
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The Authority's activities will be based on several core objectives: 

■  Digital First - government services will be developed assigning clear priority to the development of easy to use and effective digital services. Any new service will be developed as a digital service first, 

and only thereafter, and based on the need, it will be developed over other channels.  The Authority will aspire to develop quality, integrated and end-to-end digital services that provide excellent user 

experience. These services will be developed not only by focusing on the user interface but also by reengineering business processes. 

■  High-Quality Citizen Service - the Authority will promote citizen-centric services in all government units that provide services to the public. As an organizational body, the ICT Authority will attempt to 

make a true change in the provision of services and organizational culture. The Authority will adopt a service-oriented concept that empowers the citizen and continuously aims at  

improving satisfaction. The Authority will strive to provide rapid service and shorten response times in nondigital channels, will define service standards and Service Level Agreements (SLAs),  

will measure the level of service over the various channels, will create a service knowledge community, and will establish a quality government service center for the nation's citizens. 

■  Information as an Asset - the Authority will strive to manage government data as an asset, with the goal of converting it into a reliable, updated and available data-driven decision-making source of 

information.  The Authority will map the main government information repositories (metadata). It will promote the sharing of information between government units over a convenient technology 

platform that supports the transfer of data between units without having to duplicate repositories. The infrastructure for transferring information between ministries will be the basis for the development 

of integrated digital services and providing personal information to the units only once (ask only once). 

■  IT Governance - the ICT Authority will promote governance among all IT Divisions, and will ensure they use innovative methods and tools to manage their work plans, budgets and projects, the 

lifecycle of their IT systems, IT risks, resources and information sharing. In addition to the core objectives, the Authority will promote several supporting objectives that will help attain the core 

objectives, which will serve as a critical infrastructure for their implementation. 

■  Shared Components - the Authority will promote the development of shared components and will strive to improve the effectiveness and sharing of components and information between units (built to 

share). 

■  Cyber Defense - the Authority will work through the units towards cyber defense, promoting information security and cyber defense through guidelines, controls and enforcement.  The Authority will 

also establish a national Security Operations Center (SOC) to manage cyber threats. 

■  Digital Leadership and Excellence - human capital is one of the most important resources for the realization of the Authority's vision, since development and change are carried out primarily by 

people. The Authority will initiate activities, infrastructures, platforms and projects for the development of human capital. The Authority will hire and nurture quality individuals who are at the forefront of 

technology, innovation and creativity. It will also strive to convert IT centers into a source of professional pride among their employees. 

■  International Activities - the Authority believes that it is extremely important to reinforce professional ties with international government IT units in democratic countries around the world. The Authority 

will promote the international position of the Government of Israel among international bodies that measure and survey eGovernance service levels. 
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Introduction           2 

Background 

Establishment of the ICT Authority 

Main Partners 

 

Background 

Digital technologies have taken over our life and changed our lifestyle as citizens, customers and individuals. They changed how we do business, consume content (books, music, movies, etc.), study, 

acquire knowledge and work. Digital technologies have changed how we establish relationships and interact with other people and institutions. We are always connected to digital devices, always 

available, regardless of location or time, and are present in social networks, which further help us manage our relationships and transfer information. 

A huge amount of data from everywhere in the world is at our fingertips on screen. The Digital Density, which is the number of smart devices connected to the Internet, is constantly on the rise. There is 

also a constant increase in the number of computers, smartphones, digital watches and bracelets, cars, television sets, robots, cameras and sensors connected to the network, all of which are in turn 

connected to a giant network of things, people and processes - the Internet of Everything (IoE). Everything we do today has a digital dimension.  Researchers established that the development of digital 

technologies and their impact represent a revolution much more powerful than the industrial revolution, calling it the Second Machine Age.  

Digital technologies are in use everywhere - governments and organizations are in a constant process of adopting digital technologies to improve their business performance. This process is called Digital 

Transformation.  The journey of nations and organizations to becoming digital is long, critical and challenging. Digital transformation affects every organization and its core elements - business model, 

strategy, interested parties (customers, citizens, employees, business partners), as well as its organizational culture. This change demands managerial and technological skills of the highest level, which 

are collectively known as Digital Leadership. 

 

Despite the discussion about digital transformation and its significance, there is still some uncertainty about all the effects of this process, which are broader than the deployment of optical fiber and 

increased bandwidth at the disposal of citizens and businesses. In terms of the government sector, a true transformation of all government activities means a change of all business processes and how the 

units operate, the adoption of new patterns of thought, a change in the focus and priorities and in the use of innovation at all times to improve business processes. Digital transformation is an opportunity 

to redefine the organization of the government towards the 'one government' concept, aimed at providing quality, user-friendly and advanced services to citizens and business alike. 

 

Establishment of the ICT Authority 

The digital era led the Government of Israel to use digital technologies more and more. For decades now, government units (ministries, related units, government authorities and corporations) are 

continuously going through a process of digital transformation.  A large number of internal business processes in the government are executed over digital technologies, as well as a growing portion of 

government services to citizens. Over the years, the use of digital technologies increased among government units – many complex IT systems were developed and numerous technological 

infrastructures were deployed, all of which require thousands of IT professionals. However, these digital activities focused on the needs of the ministry or organizational unit, without looking at the 

organizational business aspect across ministries. 

As of the second half of the 1990s of the 20th century, the government promoted organizational systems and infrastructures across ministries through the Accountant General Department, Ministry of 

Finance. This led to the development of an ERP system for managing government resources (Merkava ERP project), and a platform for making services more available via the Internet (the Tehila project, 

which later became eGov). At the same time, the Main Committee for IT Affairs acted as a tenders’ committee for the Accountant General and approved IT projects, taking into consideration organizational 

processes across ministries beyond the individual considerations of each unit. 

 Introduction 
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With the recognition of the importance of digital technologies, the Committee for the Evaluation of the Establishment of a Government IT Operation was created, and a government Chief Information 

Officer (CIO) was appointed. 

After evaluating the needs of the government in terms of information technology and organizational structure, the Committee recommended to establish a new entity, the Government IT Headquarters 

(Government IT) in the Ministry of Finance. The unit was created with the aim of improving and strengthening the government's IT capabilities, led by a central body that would outline the strategy and 

promote organizational tools. The unit had the objectives of promoting and making government IT more efficient, and fostering collaboration between the government sector and other public entities 

(government Resolution 3058 dated March 27, 2011). That same resolution made the Authority responsible for developing and maintaining organizational systems and infrastructures (Merkava ERP and 

eGov). 

In 2014, the government decided to expand the operation of the ICT Authority (Resolution 2097 dated October 10, 2014), and to move it from the Ministry of Finance to the PMO, except for the Merkava 

ERP project. It also changed its name to ICT Authority (Resolution No. 2099 dated October 10, 2014). 

The objectives and roles of the authority were redefined. It was determined that eGov would be used as a “center of knowledge and professional consulting in IT, working to improve IT and promote 

technological innovation among ministries and units, and putting at their disposal advanced technologies to improve the government's service to the public, reducing the bureaucratic burden and 

promoting an open-government policy". In 2015, Resolution No. 2495 dated April 28, 2015 approved the appointment of Yair Frank as Head of the ICT Authority. 

 

Main Partners 

The ICT Authority works in cooperation with the following main entities: IT Divisions at the ministries, Cyber HQ and Authority, HQ for the Coordination of the National Israel Digital Enterprise, Unit of 

Biometric Applications, Ministry of Finance (Planning Division, Accountant General), Ministry of Justice (The Israeli Law, Information and Technology Authority, ILITA, Consulting and Legislation), and the 

Civil Service Commission. 
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Structure                3 

Vision 

Mission 

Values 

Objectives 

International Operations 

 

 

By nature, strategic plans in general, and in particular those that deal with constantly changing innovative digital technologies, are subject 

to changes. The ICT Authority will update this document from time to time so that it accurately reflects the Authority's strategy for years to 

come. 

 

Building Blocks 

This section presents the building blocks of the ICT Authority's strategy: 

 

■  Vision - a future landscape that the Authority aims and strives to reach in cooperation with the IT Divisions of government units and 

other partners. This is the Authority's 'northern star'. The realization of the vision will create a significant change in the government's 

environment. 

■  Mission - the role of the Authority as defined in Resolution 2097. 

■  Values - the set of characteristics and behaviors that the ICT Authority aspires to implement among its employees, and among all the 

employees of the IT Divisions of all government units. Values are classified into two categories: individual values (employees) and 

organizational values (at the level of all government units). 

■  Objectives - the set of interim achievements that enable the Authority to attain its vision. Reaching the objectives is essential for 

realizing the vision. Objectives have been classified into two categories: core objectives and supporting objectives. 

1. Core Objectives - significant achievements required to realize the vision. 

2. Supporting Objectives - objectives that are essential for achieving the core objectives, which in turn realize the vision. 

■  International Activities - the Authority believes that it is extremely important to establish relationships and collaborations with 

international bodies, including organizations that conduct comparative eGov surveys and provide online services to the public. 

This section briefly describes the list of organizations the Authority has relations with.  

■  Sources - this section provides the sources of relevant government resolutions and a collection of strategic plans of similar 

organizations around the world.  It also includes an assessment of the socioeconomic strategy presented to the government of Israel 

in June 2015. 

The following is a graphic representation of the elements 

of the strategic plan outlined in this document: 

 

Structure 

This document outlines the strategy of 

the ICT Authority and defines its vision, 

mission, values, objectives and tasks for 

the years 2016 to 2018. 
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Vision                     4 

 

 

 

Building Blocks 

This section presents the building blocks of the ICT Authority's strategy: vision, mission and values. These elements constitute the conceptual 

infrastructure of the Authority's strategy, depicted in the following diagram as the overall strategy.  The basic elements of the strategy are described 

thereafter. 

 

Vision - Objectives 

The vision describes the five main objectives that the ICT Authority strives to achieve. 

 

A. Citizen-Centric Government 

IT divisions established over the years in government units were created to serve their information needs and provide a response to the services they provide to citizens. The government comprises many 

different units, which provide a variety of services and deal with regulation and other issues. The units were 'ministry-centric', that is, from the perspective of the ministry that provided the service.  This is a 

decentralized organizational structure in which responsibility is distributed among several units, with clear boundaries of roles and responsibilities. As a natural result, government services to citizens were 

provided based on this concept, and according to the roles and responsibilities of each unit, not according to an integrative approach that takes into consideration the needs of all citizens from the 

government. 1 

The Authority will take a different, citizen-centric approach that will also simplify the interfaces with the various government units.  This approach looks at government services from the citizen to the 

government (outside in), as opposed to the current approach of looking at government services from the government out (inside out). 

 

The government's digital services offer several salient advantages: 

■  Autonomy from the Government's Organizational Structure - digital services support organizational business processes and enable to provide services to citizens irrespective of that structure and 

roles and responsibilities of each unit. 

■  Lower Distances Bring the Periphery Closer to the Center - digital services can shorten distances and bring the periphery closer to the center. They support a wide range of devices (desktop, 

laptop, mobile phones, tablets, self-service kiosks), anywhere and anytime, obviating the need to travel and saving valuable time.  

■  Narrow Social Gaps - digital services can reduce social gaps by becoming accessible to the entire population. For example, it is possible to deploy self-service kiosks in the orthodox and Arab sectors 

with limited access to the Internet, enabling them to easily obtain government services. 

                                                           
1Citizen - citizen or business that receives services from the government. 

 Vision 

This document outlines the strategy of 

the ICT Authority and defines its vision, 

mission, values, objectives and tasks for 

the years 2016 to 2018. 
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B. Acts Transparently 

The ICT Authority will promote transparency and openness and will operate based on the open-government principles the Government of Israel is bound to by its membership in the Open Government 

Partnership (OGP). The Authority will coordinate the activities with this international forum. As part of the implementation of the open-government approach, the Authority will improve the transparency of 

the government and its processes, will make information and government data repositories more accessible to the public, and will increase the participation of the public in decision-making processes. 

Digital technologies are an important enabling infrastructure that drives the open-government concept. Among others, they enable to create effective platforms for sharing and exposing up-to-date 

government information that becomes accessible, reliable and useful. 

 

C. Efficiency 

The efficiency of IT Divisions in government units is an important objective of the Authority. To this end, it will operate in several tracks: 

■  IT Governance - the Authority will implement governance processes, as well as current, advanced and organizational standards and methodologies that support an efficient management of IT Divisions. 

■  Shared Services - the Authority will develop and reuse shared components and platforms, thus helping to establish an efficient and advanced IT infrastructure. These infrastructures, platforms and IT 

systems will be at the disposal of the IT Divisions and will help reduce development and maintenance costs. They will improve flexibility and response times, enabling the IT Divisions to focus on the 

issues in which their business contribution is more significant and give the highest added value to their units. 

■  Improved Information Quality - the Authority will improve the quality of government information, providing decision makers with advanced analysis tools. 
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■  Information Flow Between Units - the Authority will ensure that information between units flows quickly and efficiently, which will save duplication of information management efforts and will increase 

its reliability and accuracy. 

■  Improved Integration Level - the Authority will improve the integration between IT systems and databases, and will develop innovative, flexible digital business processes across units. 

■  Human Resources Professionalism and Excellence - the Authority will promote the professionalism and excellence of human resources in the IT Divisions, which will contribute, among others, to a 

more effective management of information resources. 

■  Improved Procurement Processes - the Authority will work in cooperation with the Accountant General's Procurement Manager and with the Israel Digital National Coordination Headquarters to 

promote and improve procurement processes and adapt them to strategic IT objectives. Procurement is an important element in the ability of the IT Divisions of the government’s units to develop 

systems and provide services. Therefore, it is essential to have in place effective procurement processes of innovative technologies, solutions and services adapted to current technological 

developments. 

 

D. Promoting innovation 

Innovation means making valuable changes and improvements in government units.  The Authority will promote innovation, as it recognizes its importance, understands that digital technologies have 

become an inexhaustible source of innovation, and that they have great potential and socioeconomic value for both citizens and the units.  

 

The Authority will promote innovation in several ways: 

■  Creating and encouraging awareness to the importance of innovation in the development of government services. 

■  Participating in joint works teams with additional bodies (procurement managers, Digital Israel, and more), to consolidate an IT procurement policy that includes acquisitions from startups (innovation 

procurement). 

■  Establishing an innovation center that will serve as a junction between the needs of the government units and the innovative solutions available in the business sector.  

■  Participating in the creation of a network of digital leaders together with Digital Israel, a network of senior managers that understand the importance of innovation and consistently work to implement it 

in all units. 

 

E. Mobilizing Technologies for Citizen Services 
Digital technologies are the infrastructure that enables to improve government services for citizens and government units alike. The Authority will mobilize these innovative technologies for the benefit of 

the public, and will promote quality and efficiency in the work of government units. The Authority will promote advanced and innovative services and business processes of the same quality of those 

provided by the private sector in Israel and worldwide. 

 Vision 
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Mission                   4.1 

The ICT Authority will serve as a hub of knowledge 

and professional consulting for IT services, will 

make information system more efficient, will 

promote technological innovation among 

ministries and units, will put at their disposal 

advanced technologies to improve services to the 

public and reduce bureaucracy, and will promote 

an open-government policy. 
 

 

 

The mission of the ICT Authority is defined in government's Resolution No. 2097, as follows: "The mission of the Authority is unique and manifests the required integration between a government 

organizational-wide institution and the many IT divisions in governmental units, vertical groups that serve their ministries. The integration between the organization-wide and vertical perspectives creates 

ideal conditions to promote IT at both the organizational and local levels". 

 

As an organization-wide body, the Authority will engage in the following activities: 

Create an organizational center of knowledge for the entire government, which will be a professional consultant for its units in all IT-related matters. 

Make IT systems more efficient by establishing a methodology and creating a synergy between government units. 

Put services and technology platforms at the disposal of the IT Divisions, and encourage the development and use of shared building blocks. 

Promote an organizational policy of innovation, service improvement, lower bureaucratic burden and open-government values. 

  

 Mission 
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Values                     4.2 

 Cross-Organizational Values 

Open Government | Innovation 

 Personal Values 

Professionalism and Excellence | Do First, Talk Later | 

Together, the IT Whole | Service Orientation 

 

Values have been divided into two categories: cross-organizational values and personal values. 
 

Cross-Organizational Values 

1.   Open Government - this is an extremely important value, and the Authority is committed to consolidating the activities and coordinating the work of HQ bodies to apply this value. The Authority will 

implement the open-government principles determined by the OGP (which the Government of Israel joined in 2012 and has more than 60 members): transparency, information accessibility, 

participation of the public in decision-making processes, and accountability. The Authority will increase the use of technology platforms as the infrastructure for promoting these values. 

Open-government values are the infrastructure for an innovative and developing democracy that nurtures freedom of expression. The right to democratic sharing increases the public’s trust in the 

government. 

Public participation allows a direct contact between voters and public officials and government systems, and helps make intelligent decisions while taking into consideration the expectations of citizens  

and mobilizing them to participate in decision-making processes.  Access to government information and public sharing procedures have the potential of improving services to citizens. 

2.    Innovation - the Authority will implement innovation, making changes and improvements that are valuable for citizens and the government's units.  The Authority will mobilize government units to drive  

advanced digital services for citizens, training its employees and the employees of the IT Divisions to adopt and exercise an innovative way of thinking. 

 

Personal Values 

The Authority will implant the following personal values in IT and service divisions: 

1.   Professionalism and Excellence - the Authority will promote the professionalism and excellence of its human capital as it understands that quality service to citizens and the development of  

innovative digital services require a very high degree of these important traits. 

2.    Do First, Talk Later - the Authority believes in organizational cultures that put emphasis on execution of tasks first, while at the same time achieving objectives and complying with schedules.  The  

Authority will focus on developing organizational platforms and services, tools, work processes and IT governance mechanisms, consolidated managerial methodologies, as well as measurement and  

control mechanisms. These will support the activities of the IT and service divisions in government units, helping them reach their objectives and commitments. 

3.   Together, the IT Whole - as a unique cross-governmental unit, the Authority will implement an organizational culture that emphasizes the importance of sharing and teamwork. The Authority will  

create the foundation of an integrative government-wide IT operation that intelligently uses shared digital assets, which is based on organization-wide, unified work methodologies and shares  

knowledge and experience. The Authority believes in the concept according to which the IT whole is bigger than all its parts. This leads to the tight cooperation between the Authority and its partners.  

The Authority will promote this value at all levels - within and among the Authority's employees, between the Authority and the IT Divisions, between the Authority and its many partners in the 

government and outside, between the IT Divisions, and between the IT Divisions and its customers - government ministries and the public. 

 

 

 Values 
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4.    Service Orientation - the Authority believes that service orientation is extremely important, and will implement this approach among its employees, IT Divisions' employees and all employees in  

government units that provide service to the public. 

 

The Authority will promote service-orientation in several ways: 

■  Services provided to citizens through government units. 

■  Services provided by IT Divisions to their customers (other units' employees, external bodies, etc.) 

■  Services provided by the ICT Authority to the government units. 

■  Increasing the awareness to quality service and service orientation among IT employees and service providers. 

■  Developing service-level measurements. 

■  Defining an SLA with service recipients (government and citizens). 
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Core Objectives     5 

Digital First 

High-Quality Citizen Services 

Information as an Asset 

Open Government 

IT Governance 

 

 

The objectives clearly define the issues that the ICT Authority will focus on and promote. The objectives were defined, among 

others, to help the Authority and IT Divisions in their decision-making processes and establish priorities between tasks. 
 

Any task initiated by the Authority and any guideline published will be evaluated in light of compliance with these objectives. The objectives are divided into two groups: core objectives and supporting 

objectives. 

 

Core Objectives are those that directly and clearly support the realization of the ICT Authority's vision.  The Authority will instill these core objectives in all IT Divisions in government units. 

 

5.1.1  Digital First 

5.1.2  High-Quality Citizen Services 

5.1.3  Information as an Asset 

5.1.4  Open Government 

5.1.5  IT Governance 

 

  

 Objectives  
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5.1.1  Digital First 

The ICT Authority will make sure that government services are developed giving clear priority to the 

development of easy-to-use and effective digital services. This objective means that any new government 

service will be first developed as a digital service, and only then on other channels (help center, offices 

opened to the public) based on the need. 
 

Additional channels will serve citizens that prefer nondigital services, populations with difficulties, or those who do not operate digital channels. The Digital First 

objective includes digital online services that are so convenient, simple and of high quality, that they will lead citizens to prefer them over other channels. 

Decision-makers in government units will also choose to promote digital services for their business processes. Additional service channels will be developed if 

required, and based on the needs of service recipients. Digital services will be made accessible on different devices, including PCs, mobile phones, self-service kiosks, etc. 

The Authority will speed up the process of turning government services to digital services. At the same time, it will reevaluate existing digital services to make them citizen-centric and of high quality. It will 

convert existing digital services into new quality services, and will also promote nondigital channels (call centers, offices open to the public) and the development of service awareness and service quality 

measures. 

The development of digital services in ministries and units will enable the government to provide more accessible, innovative and up-to-date services to citizens, reduce direct and indirect service costs, 

and minimize the need for face-to-face meetings between citizens and government offices. All this will be achieved while preserving the right of privacy and maintaining information security as an integral 

part of the design of new services. 

Digital first is a high stage in the process of the units' digital maturity.  It is an objective that aspires to develop quality, integrated and end-to-end digital services that provide an excellent user experience. 

To realize this core objective and enable citizens to prefer digital services over others, a quality user experience must be provided in terms of both look and feel (user interface) and ease of use. It is also 

necessary to reengineer some business processes, especially complex processes across ministries. The design of business processes is a key challenge that requires the close cooperation between the 

Authority and the government's units, IT Divisions, ministries, Digital Israel headquarters and others. This process includes the development of new infrastructures for core services, as well as the redesign 

of backoffice processes and the user interface. 

To reach the Digital First objective, an infrastructure is required to validate the identity of the citizens in real time and share validated personal information between units. In the framework of the national 

identification policy consolidated by the Biometric Application Commissioner, Prime Minister Office, the Authority will promote the development of a unified identification platform that will enable citizens to 

identify themselves easily in order to receive services, without having to remember dozens of passwords. The Authority will also promote a 'privacy by design' concept from the first stages of the design of 

the services. 

 

Digital Services Design Principles 
 

In its Digital First approach, the Authority will adopt and promote several guiding service-design principles: 

 

■  Multi, Omni and Cross-Channel - different citizens request government services over different channels, both digital and nondigital. Digital services will be developed in a manner that it will be 

possible to obtain them (based on the need and relevance), on the web, personal computer, mobile device (smartphone or tablet), self-service using Interactive Voice Service (IVR), self-service kiosks 

placed in different sites nationwide, and more. The Authority will aspire to develop services that can be provided over different devices with different operating systems (responsive design). As much as 

possible, the services will be developed with the principle of omnichannel in mind (continuity between service channels). Government services will be personalized (based on personal information and  

addressing the personal needs of citizens), and proactive (the authorities will initiate the contact with the citizen to provide the service). For example, if a driver's license is about to expire, the citizen 

will be notified that they must renew it. 
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■  One Stop Shop - some government services are based on business processes that cross several units.  The Authority will attempt to develop organization-wide services over a single interface (digital 

or nondigital). In other words, the service will be supported by several government units, and there will be transparency about the status of the service from beginning to end (service delivery 

completion). The focus will be on the citizen that receives the service, not on the government unit that provides it. Emphasis will be put on the citizen's ability to make all transactions using a single 

interface in a single location, digitally, in a self-service kiosk or face to face.  Services will be developed taking into consideration the link between a service and the characteristics of the population 

receiving it.  

 

■  Design Thinking - government services will be designed using design-thinking principles. They will be developed from the point of view of the recipient and with the user-needs-first in mind, taking into 

consideration the unique characteristics of populations like pensioners, people with disabilities, speakers of different languages, minorities, etc. Design thinking is based on the participation of the 

service recipient in the design and specification of processes, and on an ongoing assessment of their needs and requirements. The service will be consolidated and designed using surveys, round 

tables, and focus groups on an ongoing basis. The objective will be to adopt innovation and flexibility in technological and design changes, and make design thinking part of the DNA of the designers. 

  

The development of digital services 

in ministries and units will enable 

the government to provide more 

accessible, innovative and up-to-

date services to citizens, reduce 

direct and indirect service costs, 

and minimize the need for  

face-to-face meetings between 

citizens and government offices. 
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5.1.2  High-Quality Citizen Services 

The government provides a variety of services to the public via different channels - offices open to the public, call 

centers and digital channels. Citizens expect quality, fast and convenient service in all these channels. The ICT 

Authority will promote the provision of high-quality citizen service, becoming a hub of knowledge in this area. 

 

The Authority will promote High-Quality Citizen Services as follows: 

■ Improving Service Awareness - government services are provided over different channels, some digital, some not, and some which integrate both. The Authority  

   will promote and improve service awareness among government units.  As a cross-organizational body, the ICT Authority will strive to truly change service 

awareness and the organizational culture of those providing service to citizens. The Authority will adopt a service-oriented approach that empowers citizens and continuously aims at improving their 

satisfaction. It will provide rapid service and short response times over nondigital channels. 

■  Service Policy - the Authority will implement a service policy that treats the service recipients as 'customers' and places them at the center, while adapting these services to different populations and 

needs. 

■  SLA Standards - the authority will define and publish binding SLA standards for government units. These standards will refer to service availability and accessibility, publication of services, requests 

management, as well as to the skills and qualification of service providers. 

■  Ongoing Measurements - the Authority will measure all service channels in government units routinely.  

■  Publication of Measurement Results - the Authority will publish the results of the measurements to service managers and citizens. This will enhance transparency and encourage service providers to 

improve quality. 

■  Central Government Call Center - the Authority will establish a central government call center that will 

enable citizens to call a single 'first responder' to obtain information about services. The central call center 

will enable citizens to find the government unit that provides the service they need, obtain information and 

documents required, and to visit the website or other service channel to receive the service. 

■  Increase Public Awareness of Government Services - the Authority will increase the awareness of 

citizens and service consumers to the variety of services provided on the different channels. This will 

enable to quickly find the required service and receive it without having to know in advance the unit that 

provides it. 

■  Knowledge Community on Service Matters - the Authority will create a service community of service 

professionals, and will encourage using the government's knowledge portal as a tool for sharing and 

distributing service-related knowledge and information.  

■  Promoting and Positioning Professionalism - in the understanding that professionalism in service 

ensures better service to the public and change management, the Authority will make service a 

profession. To make service a profession, the Authority will define roles and employee profiles for hiring 

service personnel, and will also provide initial ongoing training. The Authority will establish a customer-service group in each of the government units that provides service to the public. The customer-

service group will manage the service channels, working with government offices to lead an ongoing improvement of the quality of service and implement innovation. 

As a cross-organizational body, the ICT 

Authority will strive to truly change service 

awareness and the organizational culture 

of those providing service to citizens. 

The Authority will implement a service 

policy that treats service recipients as 

customers, and places the customer at the 

center, while adapting these service to 

different populations and needs. 
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5.1.3  Information as an Asset 

The Authority will manage structured government data as an asset: promoting the mapping of the main 

government repositories (metadata), following clear guidelines for sharing information between units on 

an easy-to-use technology platform that does not require duplication, and making datasets accessible to 

the public (subject to protection of privacy of information guidelines). 

 

 

 

■  Information as an Asset is an important layer in the open-government concept. Promoting this objective will help increase the government’s transparency and accountability. 

■  The infrastructure for transferring information between ministries is the foundation for developing end-to-end, integrated digital services, without having to redeliver information to the various units (ask 

only once). The goal is to convert government information into a reliable, up-do-date and available source of data for investigation, analysis and support of data-driven decision-making processes. 

■  Making datasets from government repositories available will help promote innovation, will develop the economy and will encourage the development of applications based on government information 

that are valuable to the public. The Authority will make as many repositories as possible accessible. To benefit from the data in these databases, the Authority will establish an advanced technology 

platform to manage accessed information. This platform, data.gov.il, will dynamically retrieve ‘live’ data from the IT systems of ministries and units and will maintain it up to date. The Authority will also 

encourage cross-sector cooperation and use of the government data that will be made available (hackathons, competitions, etc.). 

■  The Authority will appoint an official who will provide guidance in terms of access to government data repositories. That person will be responsible for mapping the repositories (including the ‘umbrella’ 

repositories), and for promoting the transfer of information between units. They will also expand several databases and datasets that are accessed via data.gov.il, in cooperation with relevant 

government headquarter personnel and the Cyber Defense Unit, ITC Authority. 

 

 

 

 

 

 

Access to datasets from government      

    repositories will help promote  

   innovation, will develop the economy  

    and will encourage the development of applications based on 

government information that are valuable to the public. 
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5.1.4   Open Government 

The ICT Authority believes in the importance of an open-government policy, and will apply the open-government 

principles defined by the OGP, which Israel joined in 2012. 
 

The purpose of the OGP is to encourage governments to enhance transparency and empower citizens, reinforce public control over the government’s performance, 

and increase the accountability of elected officials and government bodies towards the citizens. 

 

In the implementation of this objective, the ICT Authority will promote: 

■  Transparency – making important information accessible to the public based on the approach according to which government information is a public resource that citizens must be allowed to access. It 

will also make personal government services accessible while reinforcing the principles of freedom of information and transparency in the public sector. 

■  Sharing the main planning and execution process with the public to contribute to decision-making process, which will improve the government’s policy and reinforce the public’s trust in government 

systems. 

■   Accountability – increasing public control over government performance, enabling the public to use its right to judge and supervise the performance of its elected officials and ministries. 

■   Innovative Technologies – development of technological tools that will enhance the flow of government information and the dialog between the government and the public. 

  

The government’s Resolution 2097 dated October 10, 2014, entrusted the ICT Authority with the task 

of consolidating open-Government activities and coordinating the work of headquarter bodies, that 

is, the eGovernment Unit, the Freedom of Information Unit in the Ministry of Justice, the Government 

and Society Division, PMO, and the Unit for the Improvement of Government Services to the Public, 

ICT Authority. The Authority will also coordinate the open-government activities in the international 

and national arenas, working with relevant units and ministries to empower open government and 

related activities in IT matters. The Authority will also work with Israel’s Open Government Forum, 

which gathers representative from government, civilian institutions, academy, and additional entities 

that have an interest in open-government issues. 

Open Government 

The ICT Authority will enhance government transparency 

and public participation, reinforce public control of the 

government’s performance, and enhance the accountability 

of elected officials and government bodies. The Authority 

will also implement innovative technologies. 
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5.1.5  IT Governance 

IT governance means advancing the government’s IT Divisions so that their activities are adapted to 

and serve the ministries’ goals and the government’s objectives. 

 

The ITC Authority will promote IT governance among all governmental IT Divisions. The Authority will drive the use of innovative methods and tools to manage 

work programs, budgets and projects, the lifecycle of IT systems, risks, resources and data sharing. It will advance bidirectional governance processes that will 

enable IT Divisions’ manager to be partners with a voice in the design of the organizational policy, methodologies and tools that the Authority promotes.  The 

Authority will develop tools, communities and forums to share information about IT governance, become acquainted with work plans, and expand the cooperation 

between the IT Divisions in governmental units. 

Accordingly, standards, methodologies and tools will be implemented in ministries and units, professional binding guidelines will be published and applied, and steering and advisory committees will be 

established for IT-related matters. 

The Authority will increase the synergy between IT entities in the government, driving to manage and share information and to consolidate a government-wide picture of all work plans, budgets, risks and 

resources. 

Government Supporting Structure 

Digital technologies are becoming more and more crucial in the crystallization of the government’s business objectives, which requires the development and use of advanced IT governance structures.  

One of the main roles of the ITC Authority is to consolidate, manage and implement IT governance mechanism that will ensure that the activities of IT Divisions comply with the objectives of the units and 

are executed with a high level of professionalism. IT governance mechanisms will provide the Authority with an organization-wide view of work plans, budgets, risks and resources. To exercise its 

responsibility and authority, the ICT Authority operates an IT governance mechanism that will enable to steer the activities of the government’s IT units from an organizational-wide perspective. 

 

IT Governance Mechanisms: 

1. Guidelines of the Head of the ICT Authority 

The government’s resolutions authorized the Head of the ICT Authority to define IT standards and assist in their implementation, publish binding professional guidelines in the area of the Authority’s 

responsibilities, and turn the Authority into an entity that provides professional direction. The ICT Authority realizes these roles and responsibilities by publishing and implementing these guidelines, and 

making sure they are applied. 

The purpose of the guidelines is to encourage effective IT governance aimed at promoting and making the government’s IT services more effective, both at the level of the individual ministry and in the 

government as a whole. The guidelines will include methods and tools that will help ensure that investments provide the government with the optimum cost-benefit ratio in accordance with its objectives, 

and remains cost-effective in the long run. Activities will be managed according to requirements, quality, costs, compliance with schedules and risk management factors. They will be measurable and will 

comply with regulations. There will be a common language between all parties involved in management, and a process for drawing conclusions, preserving government knowledge and transferring it 

between ministries. 
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2. Ministry directors and IT Division managers must consult with the Head of the ICT Authority – work plans 

Resolution 2097 instructs the directors and IT Division managers in ministries and units to consult with the Head of the ICT Authority and operate taking his opinion into consideration, before approving the 

annual work plan and budget of the IT Division, before submitting requests for significant additional budget, and before approving complex and high-risk IT projects. 

The resolution determines that the ICT Authority must monitor and control all major IT ministerial projects. To this end, the Authority monitors IT work plans. This process will include providing a 

professional opinion to a ministry; exposing, helping and sharing knowledge between directors; detecting complex, high-risk projects; arranging to provide support and determine the level of involvement of 

the Authority; obtaining an organization-wide perspective of the different activities to spot risks and duplication of efforts; detecting potential collaborations and synergies between ministries; and applying 

and collecting of data about the implementation of the guidelines of the Head of the ICT Authority. 

In partnership with the IT managers, the Authority will draw conclusions from the process of consolidating and monitoring the work plans of the ministries and will implement changes year over year. 

 

3. Opinion of the Head of the ICT Authority for agreements and exemption from tender processes 

In accordance with Regulations 7.2.2, Tenders Committee and 7.2.7, Exemptions Committee, IT 

Divisions managers and procurement committees of ministries and units request and receive the 

professional opinion of the Head of the ICT Authority in the following cases: agreements for IT projects 

that exceed NIS 2.5 million; exemption from issuing a tender submitted to the Exemption Committee in 

the Accountant General’s office. 

 

4. ICT Committee 

The ICT Committee helps the Head of the ICT Authority to perform his duties in respect of providing 

consulting services and consolidating professional opinions, and monitoring activities where required. 

This includes annual and multiannual work plans; organization-wide IT projects; significant ministerial IT 

projects; complex, high-risk IT projects; IT projects and activities that integrate innovative technologies; 

and substantial requests for additional budget for IT purposes in the ministries. The committee comprises 

 managers from the IT Divisions of ministries and units, managers from the ICT Authority, and representatives from other government-wide entities. 

5. Professional advisory committees 

The Head of the ICT Authority established advisory committees to address matters that are under the Authority’s responsibility, including online services, the new gov.il site, cloud computing and the 

government network. The committees are responsible for outlining priorities in the consolidation of work plans and monitoring their execution; consolidating work processes and interfaces between the 

various bodies engaged in a topic; supervising the required integration; removing obstacles; and aiding in learning processes and drawing conclusions. 

The committee comprises managers from the IT Divisions of the ministries and units, managers from the ICT Authority, and other relevant managers from government-wide bodies. 

 

6. Membership in ministries’ steering committees 

Resolution 2097 instructs the directors of the government’s ministries and units to evaluate the establishment of an IT steering committee, which will work to implement IT and technology systems, to 

achieve the objectives of the ministry and improve its core business processes. This will be carried out in cooperation with the IT Division and monitored on an ongoing basis.  The committees will be the 

most senior authority in the ministry to decide on core IT issues, such as approving multiannual and annual work plans and budgets of the IT Division; approving priorities and distribution of resources; 

supervising execution of the work plans; and control over the management of IT activities. The committee will be headed by the Director General or Deputy Director General of the ministry, and a 

representative of the ICT Authority will be an observer in its meetings. 

 

IT Governance 

The Authority will increase the synergy between IT entities in the 

government, driving to manage and share information and to consolidate 

a government-wide picture of all work plans, budgets, risks and resources. 
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7. Representation in evaluation committees for core roles 

In accordance with the guidelines of the Civil Service Commission, a representative of the ICT Authority will 

participate in the committees that conduct evaluations for the selection of candidates for core roles in the 

government’s IT Divisions: IT Division Managers, Infrastructure Managers, Application Managers and Information 

Security Managers. The involvement of the Authority in these selection processes will ensure that proper 

professional standards are maintained in compliance with organizational-wide criteria defined by the Authority. 

 

8. CIOs council 

Alongside the Head of the ICT Authority there is a council of CIOs consisting of managers from the IT Divisions, 

which acts as an advisory board.  The council operates as a think tank and brainstorming forum from a desire to 

share and provide advice on a variety of issues handled by the Authority. The council discusses issues that the 

Head of the ICT Authority Guidelines defines to be strategic and essential, including the government’s IT policy 

and strategy, guidelines, cooperation with the IT Divisions, the government’s IT community, and organization-wide 

headquarters and external bodies. 

 

9. CIOs forums 

Resolution 2097 stipulates that the ICT Authority will become a center of knowledge and professional consulting 

for IT matters. As such, the Authority holds seminars for a forum of IT Division managers, during which they 

discuss professional issues and engage in enriching activities; present and discuss the plans and activities of the 

ICT Authority; present ministerial activities that interest the entire forum; talk about innovative technologies; and 

discuss matters relating to management and technology. 

 

10. Knowledge communities and professional forums 

The ICT Authority initiates, establishes and guides professional knowledge communities and forums in 

professional and managerial issues that are shared by a large number of government bodies, for example CRM, 

information security, open code and IT procurement. Periodic meetings are held to establish the foundations of 

dialog and information sharing. Knowledge tools and repositories include training, success stories, conclusions, 

case studies, examples, templates and benchmarks for the various activities. 
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Supporting Objectives    5.2 

Shared Components 

Cyber Defense 

Digital Leadership and Excellence 

 

 

 

 

 

5.2.1 Shared Components  

The ICT Authority will convert similar components and services that are used by the IT Divisions of 

government units into shared components.  At the same time, the Authority will develop shared 

technology components, applications, platforms and infrastructures that can be used across all IT 

Divisions (develop once, use by many).  

 

This supporting objective will help reduce development and maintenance costs, improve processes, and enhance the level of integration between IT systems in government units. It will enable more rapid 

development of business processes and digital services, standardization stemming from the use of shared building blocks, consolidation of infrastructures and technologies, and will facilitate information, 

processes and applications sharing among government units. 

 

Over the years, several organization-wide systems and infrastructures were deployed, which are shared by most government units. These include Merkava (a government ERP system that handles 

processes such as procurement, inventory, budget and real estate for all units), and eGov (which provides all government ministries with hosting services, Internet services, browsing, information security, 

development environments for Internet and mobile sites, and a set of organization-wide applications like a payments server, a forms server, Sa’ar, Tamar and others). 

 

The Authority will develop and maintain the integration between unique components and services that will be developed by the units’ IT Divisions, and between shared organizational-wide components and 

services (build to share). This will enable IT Divisions to focus on the development of core applications that are unique to each ministry, using a large collection of shared components and services. 
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The Authority will continue to promote and expand the 2-tier architecture approach: 

■  Agency Core IT Layer – each government unit has unique IT requirements, business processes and digital services. A 

response to their needs will be provided through dedicated IT systems that will be developed and maintained by the IT Divisions 

themselves. These are the core systems of each government unit. 

■ Shared Building Blocks – collection of shared components, platforms and building blocks that will be developed, 

maintained and operated centrally by the ICT Authority for the benefit of the IT Divisions in the development of their own 

dedicated IT systems. Depending on the need and case, the Authority will attempt to convert components and services 

developed by the IT Divisions into organization-wide components (for example, Tamar, the system that manages work plans, 

which was developed by the Ministry of Economy and became a government-wide system). 

 

The 2-tier architecture shown above is the implementation of the government-as-a-platform approach, which encourages IT 

Divisions to use shared, organization-wide platforms and building blocks that integrate into their dedicated ministry systems. 

This guiding principle is based on the build-to-share approach, according to which shared components are built to enable 

government units to benefit from both worlds: specialization and focus on core processes and applications while reusing 

shared components. The following diagram illustrates several categories of  

 

Shared Components: 

■  Customer Channels – the government provides services to the public via the government units over a variety of channels, 

some digital, some requiring face-to-face meetings. Digital channels will be based on core components, including a single 

government website (the new gov.il site); a call center that will provide a first response and will help citizens find the service 

they need and contact them to that unit; self-service kiosks deployed in numerous locations across the country (ministries’ 

offices, malls, marketing chains, etc.); SMS text messages that will be sent to citizens according to specific events; government 

email service, chat, and more. 

 

■  Central Government Website (new gov.il) – a new gov.il platform has been established, which is the main portal into 

government services. The new platform displays services with a unified look and feel (as opposed to the old one, which 

directed visitors to different ministerial websites). This is one of the most significant implementations of the citizen-centric 

principle. 

■  Shared Platforms – the ICT Authority will continue to maintain and develop existing cross-agency platforms like the payments server, forms server, self-service kiosks, and development platforms for 

Internet websites (Gov-X), and will promote the establishment of future cross-agency platforms based on emerging needs. 

■  Cross-Agency Applications – the Authority will continue to develop cross-agency applications, the digital services that interface with several government units.  These applications are developed in 

cooperation with the IT Divisions and other external bodies, with the purpose of providing integrative and easy-to-use digital services. Examples of these applications are Maslul (a system that monitors 

the status of import licenses and certificates), and the eLicense (a system for making online request for construction permits, which also monitors the status of these permits among local authorities, 

approving entities and requestors). 
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■  Shared Applications – these are internal cross-agency IT systems that manage and serve government units. This layer includes applications like Merkava (which is under the responsibility of the  

      Accountant General, Ministry of Finance, and provides information to all ministries and units), Sa’ar (document management system), and Tamar (work plans’ management system). The Authority plans  

      to expand this layer and develop additional applications. 

 

■  Managed Data Services – platforms and applications aimed at enabling easy sharing and flow of data between government units. This layer includes the junction of services that enables the  

     efficient and secured transfer of data in real time between units, and the platform for sharing datasets from government databases with the public and business sector (data.gov). 

■  Shared Technology Infrastructures – these are infrastructures that improve the integration between systems and make them more efficient. This layer includes the infrastructure for hosting  

     web servers, browsing and email, safes for transferring secured data between the government units and other bodies, the government’s intranet, the B2G network for connecting the units with the  

     business sector, the private government cloud, and more. 

 

 

 

 

 

 

  
Shared components  

Cost reduction • Improved development and maintenance processes 

• Increased flexibility and improved integration between IT Divisions • 

Rapid development of business processes and digital services • 

Standardization and consolidation of infrastructures and technologies 

• Easier information sharing • Processes and applications between 

government units •   
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5.2.2   Cyber Defense 
 

According to this objective, information security, protection of privacy and cyber defense (cyber, 

information security and privacy by design) will be implemented throughout the lifecycle of digital 

systems. 

 

 

In parallel to the digital transformation in government services and business processes, the level 

of threats and danger of penetration into IT systems, identity and information theft, data 

scrambling, sensitive data leakage and other threats have also increased. 

 

In the digital era, the normal operation of ministries and government units is affected by the level 

of confidentiality, integrity, availability and survivability of data, IT systems that process and store 

it, and communications. The latter, including ancillary equipment and means, are an essential 

and crucial asset of the ministries, which must be protected as any other valuable asset. 

 

Protecting data assets will help reduce the risk of damage to these government assets, thus 

minimizing the risk to their normal operation. 

The Authority will work via the government’s Cyber Defense Unit to 

 

implement a government-wide view of cyber defense and ensure that the ministries are committed to 

protecting government data. The Authority will promote compliance with information security 

standards, set guidelines for the implementation of cyber defense, narrow the gaps between existing 

and desired security levels, and will increase the awareness of managers and employees of the 

ministries to the importance of cyber defense. 

The Cyber Defense Unit, which is guided by national entities in the area of cyber defense, will in turn 

guide all government units. To this end, it will consolidate a framework for the main processes 

related to cyber defense, and will create an infrastructure for comprehensive guidelines and 

procedures, control, and enforcement.  The Unit will also establish a national governmental Security 

Control Center (SOC) for cyber threats. 

 

 

 

The Authority will work via the government’s 

Cyber Defense Unit to implement a government-

wide view of cyber defense and ensure that the 

ministries are committed to protecting 

government data. The Unit will establish a 

national government Security Control Center 

(SOC) for cyber threats• Processes and 

applications between government units.   
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5.2.3   Digital Leadership and Excellence 
 

Every change and development is made by people. The Authority believes that human capital is one of 

the most important resources for the realization of its vision. 

 

The ICT Authority will initiate activities, infrastructures and projects for the development of 

human assets, and will nurture and attract professionals, quality human resources that are the 

forefront of technology, innovation and creativity. The Authority will attempt to create a situation 

in which service in the IT Divisions is considered a source of pride and professionalism. It will 

develop training and promotion tracks that will ensure that IT knowledge and skills in the 

government reflect to the rate of technological developments. The Authority's activities for the 

development of human capital and Digital Leadership and Excellence will focus on the 

following main topics: 

■ Professionalism and Excellence - develop infrastructures that ensure the professionalism 

and excellence of existing human capital, attract excellent IT employees, ensure the 

necessary skills, and reduce the gap between the business sector and the public in IT-

related matters.  This will be carried out from a belief that skilled professional human capital 

is crucial for the development of solutions and the provision of advanced digital services 

over advanced technology infrastructures. The Authority will design long-term promotion 

and career-advancement tracks for key IT roles in the government; will build a platform for 

the accreditation of existing human capital; will improve hiring processes; will develop tools 

to hire excellent human resources for the government; and will improve the business skills 

of senior IT managers 

 

■ Development of Models for Hiring IT Personnel - the Authority will adapt the hiring processes of 

employees and service providers in IT departments to the needs of the government (best sourcing). 

The Authority will work with the Civil Service Commission, the Procurement Manager in charge of 

tenders for IT services, and the Supervisor of Wages at the Ministry of Finance to create an optimum 

internal mix for IT Divisions, which will integrate flexible project-based employees alongside permanent 

employees. This mix will enable to adapt the government's IT units to future and varying needs. 

■ Digital Leadership Development - the ICT Authority will work together with Digital Israel to 

develop and promote digital leadership among managers, decision makers and opinion leaders in the 

government sector.  The development of digital skills and internalization of the digital transformation 

among these populations will increase the use of digital means to attain the ministries' objectives.  The 

Authority will therefore implement a business project orientation among the management of the IT 

Divisions, so that they can bridge between the business and technological bodies and spearhead 

digital solutions.  The Authority will also work in cooperation with the Civil Service Commission to fortify 

the position of the IT Division manager in government ministry as senior member, leader and 

professional authority in matters related to IT and digital technologies. 

 

 The Authority will attempt to create a situation in which service in the 

IT Divisions is considered a source of pride and professionalism. 

It will develop training and promotion tracks that will ensure that IT 

knowledge and skills in the government reflect to the rate of 

technological developments. 
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International Activities         6 

Position of Israel in the international arena and cooperation with international 

government IT organizations 
 

 

The Authority believes that it is extremely important to reinforce professional ties with international government IT units in democratic countries around the world. The Authority will promote the 

international position of the Government of Israel among international bodies that measure and survey eGovernance service levels. The following is a short list of international organizations the Authority 

collaborates with: 

 

6.1 Information Technology in Government Administration (ICA) 

The purpose of ICA is to promote the sharing of information and ideas about the management of government IT units, and to use IT technologies to improve the governmental service to the public.  

ICA realizes its objectives by maintaining communications among senior members, work groups that discuss issues that emerge, and holding an international annual conference in the member 

countries.  The Government of Israel, one of the founding members, has been an active member of ICA for 50 years. Representatives of the Government of Israel at ICA are active members who are 

elected for senior management positions and are involved in international activities. 

 

6.2 Open Government Partnership (OPG)  

The OPG is led by national and international government and civil organizations. The objective of the OPG is to promote the four principles of open government: transparency, information sharing, 

accountability and implementation of innovative technologies. 

OPG was established in 2011 and has today members from 64 nations and civil organizations. The Government of Israel joined the partnership in 2012. Israel submitted two work plans (in 2012 and 

2015). The Authority coordinates the activities of additional government units: The Freedom of Information Unit, Ministry of Justice; the Government and Society Division, PMO; and the Israeli Knesset.  

 

6.3 UN E-Government Development Index (EGDI) 

The UN's IT Divisions conduct an international survey, the E-Government Development Index (EGDI). The survey is published once every two years and provides a picture of the state of e-gov 

development in UN member countries. EDGI measures the preparedness and ability of a country to use ICT technologies to provide public services. The index includes three equal categories: Online 

Service Index (OSI), Telecommunication Infrastructure Index (TII) and Human Capital Index (HCI). In the 2014 report, Israel ranked 13 among 198 members that were measured in the online index. In the 

participation of the public in IT governance processes, Israel ranked 12. 
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6.4 Organization for Economic Cooperation and Development (OECD) 

In 2010, Israel joined the OECD, which adheres to the principles of liberal democracy and free market. The OECD is a platform to discuss policy, compare performance, find solutions for difficulties, and 

consolidate common codes, actions and standards for national economic and social policy.  Member countries can contribute significantly to setting the organization's policy and defining common actions. 

The OECD conducts surveys and publishes a report that studies the effects of ICT technologies on the economy and society. The report covers key areas that are essential for an effective international 

measurement: Investment in smart infrastructure, empowering society, unleashing creativity and innovation, and delivering growth and jobs. The report shows the relative level of different countries in 

various indexes that are included in the above four focus areas. The ICT Authority is a member of the e-Leaders forum, which is involved with e-Government matters.  

 

6.5 Network of the Most Digitally Advanced Governments in the World (D5) 

In November 2014, representatives of the most advanced digital-innovation countries met in London - Great Britain, South Korea, Estonia, Israel and New Zealand. The objectives of the organization is to 

promote cooperation and information transfer between countries. The organization has several professional teams that advance numerous topics, among them improving IT procurement processes and 

opening markets, provide digital qualifications to the youth, promote data communication technologies, and more.  The organization meets once a year. 

 

6.6 World Bank 

The World Bank is a multilateral body that advances innovative projects in developing countries to combat poverty. In 2013, the World Bank invested $56 billion in projects. The scope of IT-related projects 

increased from $500 million in 2006 to $1.7 billion in 2014.  In November 2014, the Government of Israel signed an agreement with the World Bank covering information and commutations technologies, 

established cooperations and exchanged information with other member countries. 
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The following are the sources and national strategic plans surveyed for the preparation of this strategic plan: 

 

1. Resolution No. 2097 dated October 29, 2014 - Expansion of the Government's IT Activities, Encouraging Innovation in the Public Sector and Promoting the Digital Israel National Enterprise.  

2. Resolution No. 2099 dated October 10, 2014 - Transfer of the ICT Authority from the Ministry of Finance to the Prime Minister Office.  

3. Resolution No. 2495 dated April 28, 2015 - Approval of the Appointment of the Head of the ICT Authority, Prime Minister Office. 

4. Resolution No. 3058 dated March 27, 2011 - Establishment of a Government's IT Unit, Ministry of Finance. 

5. Ireland Government - Public Service ICT Strategy, January 2015 

6. New Zealand Government - Government ICT Strategy and Action Plan to 2017, June 2013 

7. UK ICT Strategy, 2011 

8. Welsh Government - ICT Strategy for the Public Sector in Wales, 2011 

9. Victorian Government (Australia) ICT Strategy 2014 to 2015 

10. Tasmanian Government (Australia) ICT Strategy, December 2011 

11. ICT Strategy of the German Federal Government: Digital Germany, 

12. Digital Government: Building a 21st Century Platform to Better Serve the American People, May 2012 

13. North South Wales (Australia) Government ICT Strategy, Implementation Update 2013 – 2014  

14.    ICA website. 

15.  World Bank website. 

16. OECD website.  

17. UN EGDI website. 

18.  D5 website. 

19.  Open Government Partnership website. 
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