
Tax Authority Open API
Shaam – The Tax Authority



 API Services Overview

 Businesses - Preliminary Actions for Consuming Services 

(What Is Required from End Customers)

 Software Companies - Preliminary Actions for Development 

with the Services 

 Developers - Registration Process for the Developer Portal

 Solution Architecture - Including Code Examples

What will we talk about today?
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API Services Overview



Services via API

 Transferring Donation Receipt Data.

 Collection of Services for the Implementation of the “Israel Invoices” Model.

 Reporting and Payment of Income Tax Advance Payments.

 Periodic Reporting and Payment of VAT.

 Withholding Tax Certificates from Tax Coordination and Retirement Systems.



Taxes Open API –  Software Registration Process, Registration to the Development Portal, 
and Certificates
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For any activity with the Tax Authority, identification of a registered user is required.

Corporate registration

Employee Registration

Login to the Developer Portal

Obtaining employee authorization

Sample activities
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Answer 2 questions

 (or just 1 question from this group, plus 2 more from another list)
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Additional Questions

November 2023

If the customer has answered 
onlyone questionat the top, 
they will receive an additional 
list of questions, from which 
they will need to answer 2 
more questions.

If the customer answered two 
questions at the top,they won’t 
get any more questions



Filling in contact details
 (after a proper answer to questions, or directly at the entrance with a personal smart card)
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Filling email address
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Selecting or receiving a user code

The user code will contain 6 characters: 
 first 4 digits
 2 letters in English
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Accept Terms of Use
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Scroll to the bottom, and check



Done
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Software Companies’ 
Developers

Admindirector

Key

End User Businesses

directorCFO

Human 
Resources

Bookkeeper
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CFO
Human 

Resources Bookkeeper

Businesses – Preliminary Operations

Identification of the position holder
 (entering the personal area)

Corporate registration

Permission to perform digital 
operations

“Business Owner”

Invoice issuance

Corporation employee

Advance payments

Submission of 
options portfolio

“Allowed”

“Obtaining” authorization

Identification of the authorized 
person (entering the personal area)

Invoice issuance Advance payments
Submission of 

options portfolio

Director



Permission level

  Individual (resident) 
       Can receive or grant permission on their behalf

  Corporation 
  A super-authorized individual (such as a director)

 with a senior position in the corporation can authorize another 
 person to grant privileges on behalf of the corporation

  Managerial Permission 
 Permission to grant to another the permissions for actions they 
 themselves received (Permission Granted)

  “Ordinary” 
 authorization to perform actions on behalf of the corporation
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Corporate Registration



Answering corporate verification questions



Filling in and verifying corporate contact information 
(phone and email)

Including receiving a one-time password and entering it into the system



Filling Out a Statement About the Corporate Officer



Completion of the Registration Process of 
the Corporation’s Information



Personal area – granting and 
receiving permission





Selecting the 
customer’s 
permissions on 
themselves,
Or on behalf 
of a corporation 
that granted 
them permission

Authorization for Digital Operations



Add Permission



Choosing Topics

This permission 
must be given to 
the development 

manager



Reference to Admin Authorization 
Will  only be displayed if you have a “super suthorization”



Determining Authorization Duration



Statement Confirmation



Confirm and Finish



Sending a Text/Email to the Authorization Recipient  
 if they have previously registered for their personal area with the Tax Authority



Authorization Confirmation

Approval of Authorization by the Recipient



Software Companies - Preliminary Actions for Registration 
to the Production Portal

Office Holder Personal Registration

Corporate registration

Grant permission to perform the action

“Software Company Owner” “Qualified”

“Obtaining” authorization

Identification of the authorized person
(entering the personal area)

Software registration in the digital system

Employee 
registration in 

the corporation

Director

Admin



Tax Authority API Software Registration System

https://secapp.taxes.gov.il/mm-rishum-tochna/confirm-api/init-id-av

https://secapp.taxes.gov.il/mm-rishum-tochna/confirm-api/init-id-av


Tax Authority API Software Registration System



Tax Authority API Software Registration System



Tax Authority API Software Registration System

Confirmation received after 
finishing entering your 
registration application.

An indication will also be 
sent by email.  



Email received after confirming and setting up the admin

Application no. 97 for the registration of software company 
516821998 was approved 

Development Manager XXXXXXXXXXX was defined for the 
developer portal 

a link to the system https://secapp.taxes.gov.il/mm-rishum-
tochna/confirm-api/init-id-av 

Regards,
Shaam, 

Israel Tax Authority

https://secapp.taxes.gov.il/mm-rishum-tochna/confirm-api/init-id-av
https://secapp.taxes.gov.il/mm-rishum-tochna/confirm-api/init-id-av


Developers

Work with Sandbox: Admin and software company developers

Organization setting 
(Development group)

Admin

App setting (group app)

App API Registration

Invite developers to the portal (via link)

Login to the developer portal (via link)

View APIs documentation

Development + tests

Client ID-Test
Client secret - 

test

Start a digital ticket in the portal

For any activity with the Tax Authority, identification of a registered user is required.



TO CREATE AN ORGANIZATION IN THE DEVELOPERS’ PORTAL, CLICK “CREATE NEW ORGANIZATION”.

Setting up ORGANIZATION in the developer portal



ENTER THE NAME OF THE 
“DEVELOPMENT GROUP” 
IN THE CONSUMER ORGANIZATION 
FIELD

IMPORTANT:
• YOUR COMPANY CAN BE ASSIGNED SEVERAL ORGANIZATIONS (TO ALLOW ACCESS BY MULTIPLE ADMINS).
• EACH ORGANIZATION REQUIRES ITS OWN REGISTRATION REQUEST AND DESIGNATED ADMIN.

The user who created the “organization” is defined as admin and should be compliant with the “admin” 
defined in the software registry system

Setting up ORGANIZATION in the developer portal



AFTER RECEIVING AN ORGANIZATION REGISTRATION CONFIRMATION EMAIL FROM 
THE TAX AUTHORITY, YOU CAN SEE THE “ORGANIZATION” NEXT TO THE USER ON 
THE TOP RIGHT.

ENTER YOUR ORGANIZATION’S PAGE TO INVITE USERS IN DIFFERENT ROLES (VIEWERS, 
DEVELOPERS).

Setting up ORGANIZATION in the developer portal



IN ORDER TO GIVE ACCESS TO SEVERAL DIFFERENT DEVELOPERS ON THE “ORGANIZATION”, AND IN THE FUTURE 
ON THE APPLICATIONS ASSOCIATED WITH YOU, THE “ADMIN” WHO CREATED THE “ORGANIZATION” CAN INVITE 
ADDITIONAL DEVELOPERS TO WORK ON THE PORTAL:

1. CLICK YOUR USER NAME TO OPEN THE MENU. 
SELECT “MY ORGANIZATION”

2. ON THE PAGE THAT OPENS, PRESS THE “INVITE” BUTTON

Invite Developers 



3. ENTER THE EMAIL ADDRESS OF THE USER YOU’D LIKE TO ADD. 
DEFINE THE ROLE OF THE REQUESTED USER

4. DEVELOPERS WHO HAVE BEEN INVITED WILL 
BE ABLE TO ACCESS THE PORTAL BY CLICKING 
ON THE LINK, PROVIDED THEY HAVE THE TAX 
AUTHORITY USER.

Invite Developers 



EVERY REQUEST TO THE TAX AUTHORITY API REQUIRES SENDING THE CLIENT ID THAT 
UNIQUELY IDENTIFIES THE APPLICATION FROM WHICH THE REQUEST WAS MADE.

STEPS FOR ADDIND AN APP:

ON THE TOP MENU, CLICK 
“MY ORG APPS”.

PRESS THE BUTTON: 

CREATE NEW APP

Adding an App to “ORGANIZATION”



PLEASE PROVIDE THE APP NAME, DESCRIPTION, AND 
ADDRESS FOR OAUTH REDIRECT, WHICH WILL BE USED 
BELOW FOR END-USER IDENTIFICATION.

USERS OF THE SYSTEM WILL BE REDIRECTED TO THIS 
ADDRESS AT THE END OF THE IDENTIFICATION PROCESS 
WITH THE TAX AUTHORITY.

MULTIPLE ADDRESSES CAN BE ENTERED IN THIS FIELD

IF YOUR SYSTEM IS INSTALLED LOCALLY, ENTER 
HTTP://LOCALHOST: 

Adding an App to “ORGANIZATION”



AFTER CLICKING “SAVE”, YOU'LL SEE A SUMMARY 
OF YOUR APPLICATION'S PARAMETERS:

CLIENT ID (KEY)

CLIENT SECRET

 

THE SECRET IS NOT RECOVERABLE BUT 
ONLY REPRODUCIBLE. 

KEEP IT IN A SEPARATE, SECURE FILE. 

THESE IDENTIFIERS ARE USED TO GENERATE 
TOKENS; THEY MUST BE COPIED AND STORED IN 
ACCORDANCE WITH THE INFORMATION SECURITY 
GUIDELINES.

Adding an App to “ORGANIZATION”



PLEASE UPDATE YOUR DEVELOPMENT 
PORTAL WITH A LIST OF ALL APIS YOUR 
APPLICATION WILL REACH OUT TO.

SELECT THE TAXES API PRODUCT OPTION 
FROM THE TOP MENU. YOU’LL SEE A LIST OF 
ALL AVAILABLE PRODUCTS. 

Registering an App for API Service/
Adding an API Service to the App



CHOOSE THE APPLICATIONS YOU’D LIKE 
TO SUBSCRIBE TO THE SERVICE (FROM THE 
APPLICATIONS YOU ADDED TO YOUR 
ORGANIZATION).

Registering an App for API Service/
Adding an API Service to the App



CHOOSE THE APPLICATIONS YOU’D 
LIKE TO SUBSCRIBE TO THE SERVICE 
(FROM THE APPLICATIONS YOU 
ADDED TO YOUR ORGANIZATION).

CONFIRM YOUR CHOICE.

Registering an App for API Service/
Adding an API Service to the App



CHECK THAT THE SERVICE HAS BEEN ADDED TO YOUR APPLICATION

Registering an App for API Service/
Adding an API Service to the App



Developers

Work with Sandbox: Admin and software company developers

Organization setting 
(Development Group)

Admin

App setting (group app)

App API Registration

Invite developers to the portal (via link)

Login to the developer portal (via link)

View APIs documentation

View Inquiry Statistics/Data

Client ID-PROD
Client secret - 

product

Working with the developer portal – PROD – only after customer service confirmation



The services published in the developers’ portal have different access requirements:

• Services without identification OPEN ACCESS

• Services with identification (ONE TIME/LONG TIME)

Contacting a service activation with identification must be done with a custom token. 

Each service in the developer portal has documentation specifying what type of token is 

required for its operation (ONE TIME/LONG TIME) and at what address it can be generated.  

Types of Services 



Client ID – identifies the software company’s application
Valid Token – that identifies the end user authorized to operate 
from the business

Contacting the Tax Authority API must include 

Creating a token will only be possible after subscribing to the service. 



Software 
Company Server

Autorization 
code

The process of producing the new token – including identification with the Tax Authority

After receiving the token + refresh token it must be kept securely according to the instructions

Software 
Company 

User

Shaam

http://taxes.../token


Token issuance follows Oauth2 protocols and is a two-step process:

1. Obtaining an authorization code  - 
Attention, please run this ticket in the browser:

https://openapi.taxes.gov.il/shaam/tsandbox/longtimetoken/oauth2/

authorize?response_type=code&client_id=1111&scope=scope

Enabling this command will open the Tax Authority identification screen.

Upon successful completion of identification, the identification code will be returned in the URL line. 

Please extract it and use it to contact it from the server to receive the token

The structure of the request to receive the token – including identification

https://openapi.taxes.gov.il/shaam/tsandbox/longtimetoken/oauth2/authorize?response_type=code&client_id=1111&scope=scope
https://openapi.taxes.gov.il/shaam/tsandbox/longtimetoken/oauth2/authorize?response_type=code&client_id=1111&scope=scope


2. Obtaining a token
        

Before contacting  to receive the token, concatenate the values of ClientID-  and client 

secret with the character “:” Between them – and convert the entire string to base64  

and pass the result in the header as detailed below.

Post referral to: 

http://openapi.taxes.gov.il/shaam/tsandbox/longtimetoken/oauth2/token

   Body:”grant_type=authorization_code&code=“ + authorizationcode + 

“&redirect_uri=“ + redirectURI + “&scope=“ + scope

ADD THE FOLLOWING HEADERS:
HEADER KEY: "authorization“  HEADER VALUE: "Basic " + btoa(clientId + ":" + clientSecret)

HEADER KEY :"content-type““  HEADER VALUE: "application/x-www-form-urlencoded"

The structure of the request to receive the token – including identification

http://openapi.taxes.gov.il/shaam/tsandbox/longtimetoken/oauth2/token


3. Upon successful contact for obtaining a token, you will receive a 200 response 
   refresh token+token  in the following structure:
{
"token_type": "Bearer",
"access_token": 
"AAIgODc1NDZkMjYxODc5OTQ2M2IyNzRlYTJlYzAyY2EyZWGludHMfa1GoER70OHaqMlo-
Zuvh-QjfCuAAJEImTwPoCeBpFZulB0Ah-
X7cwvzjLUYC_0ATAEiJ5JHfsfntUSt7yduMbl0GHITnSkTsEWO8Q",
"scope": "scope",
"expires_in": 601,
"consented_on": 1697447399,
"refresh_token": 
"AAIwohvlloxgLvRYkcpn01w25EzIV81Xq0ecGm77VH3z2nUtjdr0_crA4mmPcOP3dKYs3tzz
FNu_tnPvjvC5hfwcGgFlWO32MlFvLLngFimq8g",
"refresh_token_expires_in": 7776000

The structure of the request to receive the token – including identification



access_token – used for API inquiries - can be used for as long as it is valid
expires_in – Token expiration in seconds
Refresh-token – Used to create a new token without user identification after the token has expired 
consented_on – The number of times a new token can be generated without identification
Attention: 
Refresh token can be generated without identifying the user as the above number or at the end of 
3 months – whichever comes first.
Refresh token is for one-time use for information security reasons.
After using it, a new refresh token is produced which must be saved for the next generation.
refresh_token : Used to create new tokens + refresh token without user identification when the 
token has expired 
refresh_token_expires_in: Refresh token expiration time in seconds – during this time you can 
generate a new token without user identification using the refresh token.
If you did not use the refresh token during this time, user identification will be required

The structure of the request to receive the token – including identification



Contact Service X

Software

Status code 401 Invalid Token

Token Renewal Request

Returning a new token, 
a new refresh token

Save
new token*
New refresh token*

New request with 
the new token

Reply Valid Token

SHAAM-API

Token renewal process using refresh without the need for identification with 
the Tax Authority



Post referral to: 

http://openapi.taxes.gov.il/shaam/tsandbox/longtimetoken/oauth2/token

Body: 

client_id: XXXXXX (your client_id)

scope:scope

refresh_token:YYYYY (valid refresh_token)

grant_type:refresh_token

client_secret:ZZZZZ (your client secret)

The structure of the request to receive the token – including identification

Attention! The old token can still be used as long as it is valid, even though a new token has been issued

http://openapi.taxes.gov.il/shaam/tsandbox/longtimetoken/oauth2/token


http://openapi.taxes.gov.il/shaam/tsandbox/Donations/v1/Report’ 

Header key: "AUTHORIZATION“  HEADER VALUE: BEARER ACCESS TOKEN

Header key: 'Content-Type HEADER VALUE : application/json' 

Body: 

Data row

The service request structure with a valid token



Taxes Open API - Highlights

Token validity testImplementation of token refresh processThis refers to the proactive identification process

Tests & Leads Writing for logsBusiness tests

Attaching the relevant token to the request

Addressing error codes

When it comes to longtimetoken – it is recommended to allow “re-identification” separately 
and remind the authorized persons to perform the process before the token expires



Recommendations for Businesses

Authorize multiple employees for actionDo not wait until the last minute to "renew a contract" with the Tax Authority



Important Links

❖ For questions about the registration process, please contact the Shaam Software Companies customer 

service team at: lakohot-bt@taxes.gov.il

 

❖ For operational, technical/professional questions, please contact the Shaam API Support Center 

      By phone 02-5688444 or by email: APIsupport@taxes.gov.il, 

      Support will be provided Sunday through Thursday from 8:00AM to 5:00PM

mailto:lakohot-bt@taxes.gov.il
mailto:APIsupport@taxes.gov.il


Tax Authority Open API

Thank you
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