R
g% - 7NW* 110

TMIN'71 1270 YN

TLP: | Oo"™M71 CERT-IL

2019 121pUY0 18
U’JWN 717x 07

2019 121W{71X 07 :71D7TY
9’Wwn "wn ’'n
995A-D-1:1"21170

7W SSLVPN T1°X1 N1"1VY2971 XW123a 13m0
[11DTV] Pulse NO1M

X1 19001 N1MVYIAYD XWI1D X7 1700 )V DYINa7 qwnind
7W NMITTMNNNT DT D120 XW1ADd VTN 107" 7T 71007 SSLVPN

A\

Pulse Connect Secure X1 "WNNWNA

0'va .

N1MYA97 91WnN Pulse Secure 7W SSLVPN T1°X D> DOM9 fINMX7 .
IXTIXGT 7Y T7 DX Tim-"N731 7M107 97107 WWax7 N1717V1
DM707) D'WANWN 7W NIATT U9 771D, 717X DXA[7 7W 1IXNf7

NIATT TNTATT DX LActive Directory -1 WINWNAM Y19 X 0711070
Admin NINWAND 717X N171V3 YIXTD IX (17X D'U19 NIYXAXT
NININDNT WANWwN NIy 7Y T17 DX TAA7 717V X 971N .2
73 DA TN ATWA7 121 ,VPN -1 717X 7
NN 17701 ,NWNd WA 10U VT IX POC 07 N1"VY™A9n 77M7 .3
DIW™ [11DTY] .VPN -i1 71X 7Y 01100 URL -7 1WA NIYXAXD W17
17X N1MVTA97 Exploits MW
N1MY™IA9 7W gOIXI 111 4
e CVE-2019-11510 - Pre-auth Arbitrary File Reading
e CVE-2019-11542 - Post-auth(admin) Stack Buffer Overflow
e CVE-2019-11539 - Post-auth(admin) Command Injection
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MIN'7I 1370 VN
TLP: Wi | 072
e (CVE-2019-11538 - Post-auth(user) Arbitrary File Reading via NFS

e (CVE-2019-11508 - Post-auth(user) Arbitrary File Writing via NFS

e (CVE-2019-11540 - Post-auth Cross-Site Script Inclusion

e (CVE-2019-11507 - Post-auth Cross-Site Scripting

7710 7X7X3019 7Y3 X1 (11539 ,11510) NIWATRAT N1MY™AG 2 117°W

N1 A
01 DWTAYN DX L5

b gy

Pulse Connect Secure and Pulse Policy Secure

Pulse Connect Secure 9.0R1 - 9.0R3.3
Pulse Connect Secure 8.3R1 - 8.3R7
Pulse Connect Secure 8.2R1 - 8.2R12
Pulse Connect Secure 8.1R1 - 8.1R15
Pulse Policy Secure 9.0R1 - 9.0R3.3
Pulse Policy Secure 5.4R1 - 5.4R7
Pulse Policy Secure 5.3R1 - 5.3R12
Pulse Policy Secure 5.2R1 - 5.2R12
Pulse Policy Secure 5.1R1 - 5.1R15

niTTinana D71 | Q-

107 N0V 1A X7 DW™7 Y7211 T1°X N1NTATD 077w

JIWENT DTN D"UIN77 ANUIANT 21DTY NN '7NR71 1117 yYrnmn A1
:N17IDTYM NIXDIAN W19 17717 .2

Pulse Connect Secure and Pulse Policy Secure 9.1R1 and above

NI U109 97 1DTV7 11T N1 N1IWT NIXDIA 113V

NIPNIN NOMA NN NN IR IT N0NA7 PTVY? N1

Pulse Connect Secure 9.0RX Pulse Connect Secure 9.0R3.4 & 9.0R4
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Pulse Connect Secure 8.3RX Pulse Connect Secure 8.3R7.1

Pulse Connect Secure 8.2RX Pulse Connect Secure 8.2R12.1
Pulse Connect Secure 8.1RX Pulse Connect Secure 8.1R15.1
Pulse Policy Secure 9.0RX Pulse Policy Secure 9.0R3.2 & 9.0R4
Pulse Policy Secure 5.4RX Pulse Policy Secure 5.4R7.1

Pulse Policy Secure 5.3RX Pulse Policy Secure 5.3R12.1

Pulse Policy Secure 5.2RX Pulse Policy Secure 5.2R12.1

Pulse Policy Secure 5.1RX Pulse Policy Secure 5.1R15.1

7727 1WA NINADD NIX 7ANX7 INA YA 1DV NX7 .3
VPN -1 71°X1 D'WNNWNil

WM NIATT7 Q'WANWNAT 2717 TINA Y7111 ,11DTV0 NX7 4

J1IAOXT VPN -7 AW d N'A7W-1T MATTad Win'w 11Na7 I Y72m .5

D1'0 DV Mj77i11 NTAV1 Cache -i1 7W 1j7'MN 1 TA7N7 TINA Y7 6
Cache Cleaner NONIDIT NN VG 1T TOTAT DINW7ZNIN
.(Authentication > Endpoint Security > Cache Cleaner)

Mj7771 7W 197971 Session Cookie -i1 7W 1j7'MN 1" TA77 TINA Y71 .7
Users --> User Roles --> <role name> --> General --> M TAi1T NTVYXNX]
Session Options: Remove Browser Session Cookie

NXT UXA7 N .77 I3 19X/ 70771 WI'W 91DX7 Y711 .8
Predefined Hard Disk Encryption Rule 7l fNTATT NIVXNIXD

"1 OMaVN DX 771D 71X 7W 0TA17i1 DWW D XT117 TN Y7nn .9
System -> Log/Monitoring -> User ) N1TT717 17W DY WNANWA7 T1X
7701 AMXN ,(Access -> Settings and check [x] Unauthenticated Requests
1T 27W3 MIYXINN 17X N1MYTAT TA1D 97NN

Y1171 DW WATIA - NIXAATT) 1D NIXAT7 DIDAX DT TIWAN D'A17i1.10
(9710 T 7Y Wi71ann

info - [x.x.x.x] - System()[][] - xxxx/xx/xx xx:xx:xXx - VPN-Remote - Connection from IP x.X.Xx.x not

authenticated yet (URL=
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/dana-
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na/../dana/html5acc/guacamole/../../../../../../../data/runtime/mtmp/Imdb/randomVal/data.mdb?/dana/html

5acc/guacamole/)
/dana-na/../dana/html5acc/guacamole/../../../../../../data/runtime/mtmp/system ?/dana/html5acc/guacamole/

/dana-na/../dana/html5acc/guacamole/../../../../../../etc/passwd ?/dana/html5acc/guacamole/

;X171 Regular Expression -i1 NTUXNINXI 02171 Wan7 1N [11D7V].11

\?7.*/dana/html5acc/guacamole/
7V DWI"70 NXA17 NINTAND DTIW WYL X7 D XT17 Y7111.12
NINTAT XIXN7 1N VPN -1 71°X7 DIINDNIT Q'WNNWwnNinl N1y
users -> user roles -> VPN Tunneling -> Windows: Session TIMN 17X
.start script
7W DMW 190017 MX[7TTAIN W' OXiT 0™171 717127 Y7nm 313
OX ,"'WI'A7 N7 WY 01D "MW .D'Wwnnwn 7w IP-i1 N0
MW VX1I7) OX 071X ,N'21T-11 D210 "NW»N 7919 WM wnnwn
DAW 27 717Xj77T1"X 171 12N QN1 IX N1I1ND 2 1'2 21W1 170 11D
11222 1"UN9W session TNIXI DM MMTUIAT7 WNANWNAINT OAT 971017
7D 7IXD1 D7 session 7W IP-1 NI1ND "W NV A1771 .971N0 7T 7Y
(A1)

XXXX-XX-XX XX:xX:XxX - PulseSecure - [1.2.3.4] DOMAIN\username - Remote
address for user DOMAIN\username changed from 1.2.3.4 to 5.6.7.8
7WNNT7 NINANNT 7Y DYT'UNN D17 NX 117771 UXA7 Y71 4.14
191D 1VX1D X7W N171¥9 YNIX7 N10171 , 71701 7W 717X 0 IMMTING
17791 DN DW - 177320 YT 7Y TNIKOY7 TUXIT 10 OX DA) U7
:(12222
DV /dana-admin/diag/diag.cgi 1X []1D7TY] /admin 1'M17 1N1"19 .1
.URL -1 options= U091 WMN'W
Q™A172 D'WNANWN O17 IX N2 "N71 IP N21MDN 107D .2
X1 1001 ,DYWTr

Authentication -> Auth. Servers. -> users under “Administrators” and “System Local.”

‘0N DXA70 DIW DX ]IN27 Y7010 [11D7TV].15
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/etc/cloud_sshd_config

b gy

/.ssh/authorized_keys
VPN -1 T1"X7 SSH -1 1177 113V 129X DINN9) NX D771
7\ 171111 (IpTables) Firewall -i1 7711 121W OXi 11027 Y7711 [11D7V].16
D717 110 W U193 T1°X7 W™ O0TATT DX ,U090 VPN -1 717X
107
WM'W - AT7 020 N17°99 10017 D170 11027 Y7011 [110TV].17
NOXD WNNWNAW V1T AWXD L7711 NATN0ON 1W™A7 wanwn Ninwal
1N10-"N71 NVIWID W' IX
Y701 ,77W7 DX DY TWMAT D220 TAX 1T 7W 117131.18
;DN DTTYX 717WYT
NIVAGN D100 TU 197 Mj773W 12700 717X DNTAT AW 1
(07 DX)
7710 71X D'WNNWNN 77> 7W WA NIXNADO D1O9'X .2
OX1 ,(Active Directory TMATTD) "11AX T1'XI WA NIXAD™O
JNTVUXAXD DIATTA7 2TA1 T17XT
WTM IDATATT X DNINTAN7 11X 019X .3
- N'7001"IX D707 OTIVND WNTW D'WIV 0710 011X 4
ATV IX ,J1IAXD 0'™NOW 19070 113V *.example.com 104177
.SSL VPN "MW 1900 112D ,N7N"107 17X{7219 1132V 70T D70 AT
Root MM MW NIWIXA N1MVYAGIN 770W 173190 1IXT
7W DMUOGN DMNNgN7 AW A'Wa7 o 717V 9i7inn 11X
WmM™mM7 1Wwnn TWN 7W M0l .Wwimwaw N7U AT 0 T1VN0n
OTIVNA DX 97007 Y7701 717X TA1D 197N 7W 7v19d
N'7U"2 T NTIVND WMMTW MWyl DNAW 0™ NIW 731 NY70 AT
97107 WWAX7 11717V D7UGN DNIANDAT DAWNT 0OXA 00T
N19X1M 7113VYN 721D (Man In The Middle) MITM Ngj7NnN VIX'1
JIAXT7 N9
N DIW73 X1XN'7 1N, NNUIIXA TNTAN7 17X N1X7N101.19

https://kb.pulsesecure.net/articles/Pulse Secure Article/KB29805/
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,0DN77TAd DIXXAN 17VW 71770 127X N1197 JN™ o1 yT1m 727
AT N 73§77 Wi7a)

nnipn .

. https://www.gov.il/he/departments/publications/reports/vpn-urgent-alert-

update

2. https://kb.pulsesecure.net/articles/Pulse Security Advisories/SA44101

3. https://www.volexity.com/blog/2019/09/11/vulnerable-private-networks-
corporate-vpns-exploited-in-the-wild/

4. https://badpackets.net/over-14500-pulse-secure-vpn-endpoints-vulnerable-
to-cve-2019-11510/

5. https://www.ncsc.gov.uk/news/alert-vpn-vulnerabilities

11D NI1X A7ANNW 073 ,10W7D a0 9127 M7 D310 97701 122°X "IN70 CERTA OY YT q1n'w @

10111
CERT-IL
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