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! Linux Wiper using off the land binaries
https://www.gov.il/he/departments/publications/reports/alert_1668
2 Linux Wiper using off the land binaries
https://www.gov.il/he/departments/publications/reports/alert_1668
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https://attack.mitre.org/techniques/mobile/
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13 WAAP - Web Application and APl Protection (WAAP)

14 OWASP Application Security Verification Standard
https://owasp.org/www-project-application-security-verification-standard/
15 OWASP Mobile Application Security

https://mas.owasp.org/
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https://www.gov.il/he/departments/publications/Call_for_bids/mirror_call



https://govforms.gov.il/mw/forms/OrganizationReport@Cyber.gov.il
https://govforms.gov.il/mw/forms/CitizenReport@Cyber.gov.il
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CVE CVSS Vendor Product
CVE-2023-4966 7.5 Citrix NetScaler ADC and NetScaler Gateway
CVE-2023-47246 | 9.8 SysAid SysAid Server
CVE-2023-46748 | 8.8 F5 BIG-IP Configuration Utility
CVE-2023-46747 | 9.8 F5 BIG-IP Configuration Utility
CVE-2023-43770 | 6.1 Roundcube Roundcube webmail
CVE-2023-38831 | 7.8 RARLAB WinRAR
CVE-2023-36851 | 5.3 Juniper Junos OS
CVE-2023-36847 | 5.3 Juniper Junos OS
CVE-2023-36846 | 5.3 Juniper Junos OS
CVE-2023-36845 | 9.8 Juniper Junos OS
CVE-2023-36844 | 5.3 Juniper Junos OS
CVE-2023-34362 | 9.8 Progress MOVEit Transfer
CVE-2023-29336 | 7.8 Microsoft Win32k
CVE-2023-27997 | 9.8 Fortinet FortiOS
CVE-2023-22518 | 9.8 Atlassian Confluence Data Center and Server
CVE-2023-22515 | 9.8 Atlassian Confluence Data Center and Server
CVE-2023-20198 | 10.0 Cisco I0S XE Web Ul
CVE-2022-47966 | 9.8 Zoho ManageEngine
CVE-2022-41082 | 8.8 Microsoft Exchange Server
CVE-2022-26134 | 9.8 Atlassian Confluence Server/Data Center
CVE-2022-1388 9.8 F5 BIG-IP
CVE-2021-45046 | 9.0 Apache Log4j2
CVE-2021-44223 | 9.8 WordPress Wordpress Core
CVE-2021-34473 | 9.8 Microsoft Exchange Server
CVE-2021-22986 | 9.8 F5 BIG-IP and BIG-1Q Centralized Management
CVE-2021-21307 | 9.8 Lucee Server | Lucee Server
CVE-2020-5902 9.8 F5 BIG-IP
CVE-2020-14882 | 9.8 Oracle Weblogic Server
CVE-2020-0796 10.0 Microsoft SMBv3
9.8 Application Delivery Controller (ADC),
CVE-2019-19781 Citrix Gateway, and SD-WAN WANOP Appliance
CVE-2019-1653 5.3 Cisco Small Business RV320 and RV325 Routers

28w NI9PNY niz¥inn nitynao 8
https://www.gov.il/he/departments/publications/reports/alert_1667



TLP : CLEAR

1. https://www.cisa.gov/known-exploited-vulnerabilities-catalog

CVE-2017-0199 7.8 Microsoft Office and WordPad
CVE-2017-0143 8.1 Microsoft Windows
19:9NIwN 120N ANNA 121D NY'WA '!MIA NIY'Ya win'wa niwYin | aw pn
Product Vendor CVE CVSS
IOX XE Cisco CVE-2023-20273 7.2
CVE-2023-20198 10.0
ASA, FTD Cisco CVE-2023-20269 9.1
Expressway Series, VCS Cisco CVE-2023-20209 7.2
Catalyst SD-WAN Manager Cisco CVE-2023-20252 9.8
NetScaler ADC Citrix CVE-2023-3519 9.8
NetScaler Gateway CVE-2023-4966 7.5
CVE-2023-4967 7.5
SharePoint Microsoft CVE-2023-29357 9.8
Webmail Roundcube CVE-2023-5631 5.4
CVE-2020-35730 6.1
CVE-2020-12641 9.8
CVE-2021-44026 9.8
Tomcat Apache CVE-2023-41080 6.1
ActiveMQ Apache CVE-2023-46604 9.8
SSL-VPN Fortinet CVE-2023-27997 9.8
vCenter VMware CVE-2023-34048 9.8
WS_FTP Progress CVE-2023-40044 8.8
CVE-2023-42657 9.6
Deep Discovery Inspector Trend Micro CVE-2023-3823 7.5
Apex One CVE-2023-3824 9.8
Worry-Free Business Security CVE-2023-41179 7.2
FortiProxy Fortinet CVE-2023-29183 54
FortiOS CVE-2023-34984 8.8
FortiWeb
ESG Barracuda CVE-2023-2868 9.8
Avalanche, Sentry Ivanti CVE-2023-32560 9.8
CVE-2023-38035 9.8
nnipn

2. https://www.gov.il/he/departments/publications/reports/vulncatalog1401
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https://www.gov.il/he/departments/publications/reports/alert_1662
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