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9952 92»0) Y55

ST MYV 16 — RWNN 1m0 Tun
N TP YT
TISVITI 7MY NNVIVON
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OMNPN ION

DXNNNN P2 DIVYP ,DNPX ,DXNNN :IINDY YN NNVINR HY MPNNLVIN =
neavLINY L quality assurance maxn noon NIST nwan ,00mwn
.dependability namn .;manx

DPNY PNDVINTN OXDP IND =

MINNNT TPV NPTN JHIRD NN ,PININ AYNN NPPH MY MPOPN )N =
AvNn

NV DINND 1NN oM vy manvn mapn Social Engineering =
JPNTY MM

DPTION MNOY  MPHIN,MINT PV MY YN/ MOIYNI MyNa o =

NI YN NMIWHWYNY POND , TPDITD NPNAND NYNON NMIYHYNY MIOVn =
AMIND

NITHN, 09NN NPYTN NN ,OXTPAN Yo¥a NPN - NPININ MTTHINNN ’O7T =
D9 NNVIAN , D0 51773, NMPN MOV Y13 70I)

DOXMMT ,TININD MAIN NYNVLN ,MYTIN - DIT2IY MIONN PWNIND I =
INIYD DINNA DXPOIVN OPNIND DN, MIP)

VTN DNVIAR DY DONN NPT =

,MI2IN NMINPAY OMNN NN YTN NNVIAN VDN NYNRLN , VPN YN NNLIN =
LDMIPY NN NYY NN HY DYAYWN MDY

$1999)92%
Dos Santos Moreira, Edson, Luciana Andréia Fondazzi Martimiano,
Antonio José dos Santos Brandao, and Mauro César Bernardes.
"Ontologies for information security management and governance."

Information Management & Computer Security 16, no. 2 (2008): 150-
165.
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Computer security principles and practice. William Stalling and Lawrie
Brown. Third edition. ISBN: 978-1-292-06617-2. (Use the relevant
sections from the book).

Official (ISC)2® Guide to the CISSP® CBK®, Fourth Edition. Edited by
Adam Gordon. (Use the relevant sections from the book).

Simplicable Business Guide blog. "The Big List of Information Security
Threats."

http://simplicable.com/arch/new/the-big-list-of-informatio n-sec urity-
. Last accessed 16.06.2016threats

A. Avizienis, J.-C. Laprie, B. Randell, and C. Landwehr. Basic
concepts and taxonomy of dependable and secure computing. IEEE
Transactions on Dependable and Secure Computing, 1(1):11{33,
January-March 2004.

01950 919 Y190 NNVAN NPH  .4.2.2

DN DYPHN Best practices-m NNVIAXN MNPN MONL PO ONPN NN
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2IPY N0 )0 YW DRWIN NP0 MVPNY MNYAN PN 1)
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,DPMNION DN, PIIRN DY NHNN NN DM9WN ON T 00PN HAPNNN PITPM
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ANVNOIMOINOIMNI — DOXND =
.DMIPD DY ,NNVIAND MIIWNY ,NPNYN NPIPIYIN — DIPON XYY =

$11999)03%

http:/Mww.isaca.org/journal/archives/2010/volume-

. Last accessed 1/pages/performing-a-security-risk-assessmentl.aspx
13.06.2016.

http://searchsecurity.techtarget.com/magazineConte nt/Information-

. Last accessed 13.06.2016.security-risk-assessment-frameworks

ENISA, "Risk Assessment and Risk Management Methods:
Information Packages

for Small and Medium Sized Enterprises (SMESs)". Available online,
https://www.e nisa.e uropa.e u/publications/information-packages-for-
small-and-medium-sized-enterprises-smes/at _download/fullReport.
Last accessed 13.06.2016.

OWASP,

https://mwww.owasp.org/index.php/OWASP_Risk Rating Methodology.
Last accessed 13.06.2016.

NIST, "Managing Information Security Risk, Organization, Mission, and
information System View". NIST Special Publication 800-39. Available
online. http://csrc.nist.gov/publications/nistpubs/800-39/SP800-39-
final.pdf. Last accessed 13.06.2016

NIST, "Guide for Conducting Risk assessments”. NIST Special
Publication 800-30. Available online.
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialp ublication800 -
. Last accessed 13.06.201630r1.pdf

ISO 31000:2009, Risk Management—Principles and Guidelines.
Geneva: International Standards Organization, Available online from
ISO.

ISO 31010:2009, Risk Management—Risk Assessment techniques.
Geneva: International Standards Organization, Available online from
ISO.

ISO/IEC 27K, Information security standards. Available online from
ISO.

Arnason, Sigurjon Thor, and Keith D. Willett. How to achieve 27001

certification: an example of applied compliance management. CRC
Press, 2007.
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http://searchsecurity.techtarget.com/magazineContent/Information-security-risk-assessment-frameworks
http://searchsecurity.techtarget.com/magazineContent/Information-security-risk-assessment-frameworks
https://www.enisa.europa.eu/publications/information-packages-for-small-and-medium-sized-enterprises-smes/at_download/fullReport
https://www.enisa.europa.eu/publications/information-packages-for-small-and-medium-sized-enterprises-smes/at_download/fullReport
https://www.owasp.org/index.php/OWASP_Risk_Rating_Methodology
http://csrc.nist.gov/publications/nistpubs/800-39/SP800-39-final.pdf
http://csrc.nist.gov/publications/nistpubs/800-39/SP800-39-final.pdf
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Von Solms, Rossouw. "Information security management: why
standards are important.” Information Management & Computer
Security 7, no. 1 (1999): 50-58.

avnn NN .4.2.3

21 ,NI7IN YV OLINA AVYNN MIAN MO DYTIONY INY TYPH ONPN NN
-1 9y NOPNN NONT) D2252911) PON DY MY MOPNN 191 D250 > TPPAN P NNOD
.(BIOS

40N .DTPAN NXY DMIPOYN NIMIND 12307 NN PONY NN TMDN DNPN DYV
.D»VIMNDIN 02275970 DI MDPN MIMIAND) MOPN 90N IND TMDN IININ

STINOD MYV 2 — NUNN 110 Tun
JON 097 MYT
NI 7MY MMVIVON

.1I0N 2NN : NIIYN MOV

ONPN NION

,M2>o My Mmavv CPU ,ALU ,ROM ,RAM :non1o ,awnn >pon n1on =
,BIOS yonxrysnx ,GPU

.UEFI (Unified extensible firmware interface) =

95 2 Nvpn ,BUS — ©92°590 12 7vpn 79N PNNOo0 Man 10990 Ppon .
D295

(BIOS -1 Yy napmn NONT) ©Y2>9901 PON DY MNT Mapnn =

1119995030

NN PR NNT OY TN NN 1901 DININND AWNNN NVNIN MIAN PNIYY :NIYN
JPRTPR NN WATI IR MDD KIN RYNNY NN AN 129N TI0 PIod

PTIY NN 190N ¥ MAPNN PIYD

Computer Organization and architecture (10th Edition). William Stallings. ISBN-13:
978-0134101613

Modern Operating systems. Andrew S. Tanenbaum and Herbert Boss. ISBN-13:
978-1292061429
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http://resources.infosecinstitute .com/hardware-attacks-backdoors-and-electronic-
component-qualification/. Last accessed 15.06.2016 << >>

BASIC STRUCTURE OF COMPUTERS, lecture notes. Available online.

.http:/mwww.iare.ac.in/sites/default/files/lecture notes/Lecture%20notes 0.pdf

Last accessed 15.06.2016

Franklin, M. "Computer Architecture and Organization: From Software to Hardware".
Pearson Education, 2012. Available online.
http://ece.umd.edu/~manoj/350/notes/book.pdf. Lastaccessed 15.06.2016.

Known attacks on computer hardware

"Summary of Attacks against BIOS and Secure Boot — Defcon presentation”.
Available online. https://www.defcon.org/images/defcon-22/dc-22-
presentations/Bulygin-Bazhaniul-Furtak-Loucaides/DEFCON-22-Bulygin-Bazhaniul-
Furtak-Loucaides-Summary-of-attacks-against-BIOS-UPDATED.pdf. Last accessed
15.06.2016

"Attacking and Defending BIOS in 2015 — Intel Security". Available online.
http://www.intelsecurity.com/advanced -threat-
research/content/AttackingAndDefendingBIOS-RECon2015.pdf. Last accessed
15.06.2016

Gruhn, Michael, and Tim Muller. "On the practicability of cold boot attacks." In
Availability, Reliability and Security (ARES), 2013 Eighth International Conference
on, pp. 390-397. IEEE, 2013.

Kovah, Xeno, Corey Kallenberg, John Butterworth, and Sam Cornwell. "SENTER
Sandman: Using Intel TXT to Attack BIOSes." (2015).

Kallenberg, Corey, and Xeno Kovah. "BIOS Necromancy: Utilizing “Dead Code” for
BIOS Attacks." (2015).

Bauer, Johannes, Michael Gruhn, and Felix C. Freiling. "Lest we forget: Cold-boot
attacks on scrambled DDR3 memory." Digital Investigation 16 (2016): S65-S74.

Schiffman, Joshua, and David Kaplan. "The SMM Rootkit Revisited: Fun with USB."
In Availability, Reliability and Security (ARES), 2014 Ninth International Conference
on, pp. 279-286. IEEE, 2014.
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http://resources.infosecinstitute.com/hardware-attacks-backdoors-and-electronic-component-qualification/
http://resources.infosecinstitute.com/hardware-attacks-backdoors-and-electronic-component-qualification/
http://www.iare.ac.in/sites/default/files/lecture_notes/Lecture%20notes_0.pdf
http://www.iare.ac.in/sites/default/files/lecture_notes/Lecture%20notes_0.pdf
http://ece.umd.edu/~manoj/350/notes/book.pdf
https://www.defcon.org/images/defcon-22/dc-22-presentations/Bulygin-Bazhaniul-Furtak-Loucaides/DEFCON-22-Bulygin-Bazhaniul-Furtak-Loucaides-Summary-of-attacks-against-BIOS-UPDATED.pdf.%20Last%20accessed%2015.06.2016
https://www.defcon.org/images/defcon-22/dc-22-presentations/Bulygin-Bazhaniul-Furtak-Loucaides/DEFCON-22-Bulygin-Bazhaniul-Furtak-Loucaides-Summary-of-attacks-against-BIOS-UPDATED.pdf.%20Last%20accessed%2015.06.2016
https://www.defcon.org/images/defcon-22/dc-22-presentations/Bulygin-Bazhaniul-Furtak-Loucaides/DEFCON-22-Bulygin-Bazhaniul-Furtak-Loucaides-Summary-of-attacks-against-BIOS-UPDATED.pdf.%20Last%20accessed%2015.06.2016
https://www.defcon.org/images/defcon-22/dc-22-presentations/Bulygin-Bazhaniul-Furtak-Loucaides/DEFCON-22-Bulygin-Bazhaniul-Furtak-Loucaides-Summary-of-attacks-against-BIOS-UPDATED.pdf.%20Last%20accessed%2015.06.2016
http://www.intelsecurity.com/advanced-threat-research/content/AttackingAndDefendingBIOS-RECon2015.pdf
http://www.intelsecurity.com/advanced-threat-research/content/AttackingAndDefendingBIOS-RECon2015.pdf
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Bhunia, Swarup, Michael S. Hsiao, Mainak Banga, and Sriram Narasimhan.
"Hardware Trojan attacks: threat analysis and countermeasures.” Proceedings of the
IEEE 102, no. 8 (2014): 1229-1247.

. http:/Mmmww.theregister.co.uk/2011/09/14/bios rootkit discovered/

NYYON MOYN MM 4.2.4

OIN,NNVPOLIIIN,NOYIN MIIYN 1IN MTID DXTIONY PINY TYPH ONPN NN
.MINY NIMIND PA NP

DIDAN NNVPVLIIIND ,NOYONN NIIYI Y257 NN PINY NNNX TIDN ©NPN DPDI
DMYN NYYONN MOIYN P2 0D TANM

STINOD MYV 12 — NUNN 11990 Tun
AVNNN NN RYD T - 01p MUY
SYYN DIIN ,ISOITIO 1M MIVIVON

.30 2NN : NITYHN MYV

ONPN NION

NONT) ©13990 029597 BY MM .NOYIN MIIYN HY MDD NNVPYIIIN =
.Unix, Win, Android, VM : mxan noyann moayn bv (Winbw DLL

Virtual memory win .awnnn PI5°312 NDID NYYONN NOIYN TXD =

LTNTIN Y HAL XovTD) 09mIn2 Miomnn Pa Mpn 19 =

MY NOYON MOIYN Pa 07N .

$19PYaNM

Computer Organization and architecture. William Stallings. ISBN-13: 978-
0134101613

Operating Systems: Internals and Design Principles. William Stallings. ISBN-13: 978-
0133805918

Modern Operating systems. Andrew S. Tanenbaum and Herbert Boss. ISBN-13:
978-1292061429

. Karim Yahgmour. ISBN:978-1-4493-0828-5.Embedded Android
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Android Hacker's Handbook: Joshua J. Drake, Zach Lanier, Collin Mulliner, Pau
Oliva Fora, Stephen A. Ridley, Georg Wicherski: 9781118608647: Amazon.com:
. (Internal of android from the security point of view).Books

N - DAYNN NNYPH MDY 4.2.5

MO ,NNVYPNI MIADY .DXIAVNNI NNYPN MTIO NX DITIONT DN TYPN ONPN
219 N2 NAIYM ITIPAN NNVPN TRN 1122 DM TINM NNIYPN MNY)

ANYY DXV ,DODTAN ,NNYPNN MNYI MND NN NYTY TSN DY ©DNPN DYDA

STINOD MYV 4 — NYNN TIdY Tun
AVNNN 1IN RYD TDD : 09p MUY
SYYN DN ,IS0ITIO 11 MIVIVON

.01 2NN : NIIYN MYV

ONPN ION

AOSh Maown 75T m =
.Router, switch— mmwpnoraoy =
.Bluetooth bv mnwn ,Wireless ,WAN/LAN :mnvqono =

$11999)03%

Data and Computer Communications (Eighth Edition). William Stallings. Available
online. https://abmpk files.wordpress.com/2013/04/data-and-computer-comm-8e-
william-stallings.pdf. Last accessed 16.06.2016

Wireless Communication and Networks. William Stallings. ISBN: 0-13-191835-4.

Computer Networks. Andrew S. Tanenbaum and David J. Wetherall. ISBN-13: 978-
0-13-212695-3

TCP/IP tutorial and Technical Overview — IBM Redbooks. L Parziale. ISBN
0738494682 Available online.
https://mwww.redbooks.ibm.com/redbooks/pdfs/qg243376.pdf. Last accessed
16.06.2016

1 - 0NIYNN NNVYPH MNO>  .4.2.6
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http://www.amazon.com/Android-Hackers-Handbook-Joshua-Drake/dp/111860864X
http://www.amazon.com/Android-Hackers-Handbook-Joshua-Drake/dp/111860864X
http://www.amazon.com/Android-Hackers-Handbook-Joshua-Drake/dp/111860864X
http://www.amazon.com/Android-Hackers-Handbook-Joshua-Drake/dp/111860864X
https://abmpk.files.wordpress.com/2013/04/data-and-computer-comm-8e-william-stallings.pdf
https://abmpk.files.wordpress.com/2013/04/data-and-computer-comm-8e-william-stallings.pdf
https://www.redbooks.ibm.com/redbooks/pdfs/gg243376.pdf
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D5 DY NNVIAN VM DYDY ,DMIDINN NNYPNN OIPIVINL TPHNN ONPN
20119 D5 HYw RFC-1 523 X nyTY N2IN PR IV

MASYM ,NNVPNN TPSD NPT P2 OIYPN DX TNOD vpan Tmbdn qona
JNOINNY MYIIN I I1PIVI9N 102

,DPPON NN PIND L, DMNUN DINPIVIINN MO DX NYTY TP DY DNPN Do
21210179 NN DO M), NPIDIN MYIINY YN NNVIAN YV

ST MYV 12 — RWNN 1m0 Tun
AWNND NN XY TIDY : 097 MYrT
DUYN DNIN ,7PNOITIN 1IN NNVIVON

.NIDN 2NN : NIIYN MOV

\vAkipiaRARE]]

N2IN PR INDIONNY MYIIN — NNVIN VN DOVIDOY ,DINPIVIIN NN =
910 .RFC -2 91910 %95 517101790 02) NN NYTY

, SNMP ,SIP ,RIP ,SNTP , HTTP ,FTP ,UDP ,TCP/IP :o»pv1no =
ARP ,RADIUS ,DNS |ICMP

$999)PYa0

Data and Computer Communications (Eighth Edition). William Stallings. Available
online. https://abmpk.files.wordpress.com/2013/04/data-and-computer-comm-8e-
william-stallings.pdf. Last accessed 16.06.2016

Wireless Communication and Networks. William Stallings. ISBN: 0-13-191835-4.

Computer Networks. Andrew S. Tanenbaum and David J. Wetherall. ISBN-13: 978-
0-13-212695-3

TCP/IP tutorial and Technical Overview — IBM Redbooks. L Parziale. ISBN
0738494682 Available online.

https://mww.redbooks.ibm.com/redbooks/pdfs/gqg243376.pdf. Last accessed
16.06.2016

Regarding attacks:

Nalavade, Kamini, and B. B. Meshram. "Denial of Service on TCP/IP Security
Protocols: Vulnerabilities, Tools and Countermeasures.” published in International
Journal of Data and Network Security (WDNS) in Jan (2014).
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Washbourne, Logan. "A survey of P2P Network security." arXiv preprint arXiv:
1504.01358 (2015).

Computer security principles and practice. William Stalling and Lawrie Brown. Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections in the book).

VIVINY NNYPNL YN NN .4.2.7

Y, NNVIAN NN JNINIY DXAYNNN MNYI DY NNNN MNINNA TRHNNIN ONPN
ININD YR NY2 NNVIAN PVN N DY) IITT DY NN PNIND YANVNY PININ
27N MMIAN MAOYN DY DMDOVPIIAN DIJIPIVIND NNVIN MNNNN .VITVIND

.DYIPIVINNN HY NNLAN YV DYDY ,DTDHN DINPIVYION INT 0P .OSI

YANWNID W TIT 93D DIIRNNN NNNN MNINNN NN NYTY TN Dy ©NPN 01D
TPININD NYIN NWYWIPIY NPIMYIN NPT MYIINM Y10 NNVINX PV ININD
WP DOVNWNN DNV DINPIVITNO IND ,NIN 2NN ,VITOVIND PN IN /NND
NN DY M7 NPT MYINM Y70 NNVIAN YV ,DTIPIN NN PND PDVPIVIN

AT bl pha)

STYD MYY 20 — RYNN 7190 Tun

AN ,2-) X DAYNN NNYPN MO, AUNNN MIAN RYN TDD : 07P MYT
Ny

DUYN DNIN ,7INOITID TN NNVIVON

.NIDN 2NN : NIIYN MOV

\vALPiARARA)]

. Bluetooth -y Wireless \WAN/LAN -5 03 nnuan»Msm =

AON NIV DT DY NN YNIND PARYAD PININ DY) =

dPad 050 01950 NONT DYT) DYPWIN /DXIVNND MYNHNI DY NPV =

VLANDYTD =

,UITOPND THINNINRD NYIN NP DY YNIN/ MNYI ATNN DNVAR VDN =

,ANVANINY .

ATR0Y DIRVNDN HY DT Y112 VW ysan nwynd Nt xwn) ,DMZmya =

owviy \WebRTC HTML3 HTML5 ,0»20p%xN0 0901190 Meon =
Y9 DIPIVIAN D23 NN NYTY NN PR INDIMNY MYOIN — NNVIAN PV
.RFC-2 y»omvw
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WAF (web -m ,Web Filtering -n >xen :mnwa 32 971ad nndbwn =
application firewall)
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Andrés, Steven, Brian Kenyon, and Erik Pack Birkholz. Security Sage's guide to
hardening the network infrastructure. Syngress, 2004. <<Good also for network
design>>

Computer security principles and practice. William Stalling and Lawrie Brown. Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).

Official (ISC)’® Guide to the CISSP® CBK®, Fourth Edition. Edited by Adam
Gordon. (Use the relevant sections from the book).

Official (ISC)?® Guide to the ISSAP® CBK®, Fourth Edition. Edited by Adam
Gordon. (Use the relevant sections from the book).

Meghanathan, Natarajan. "A Tutorial on Network Security: Attacks and Controls."
arXiv preprint arXiv:1412.6017 (2014).

NNYPN MNYY NTI9M D11 4.2.8

NMININ DN MNYI DX .INYI NTION DIMIYY DXIXIND DHNMNA TPHNHn ©NPN
JINNN DDWN 2990 TN NYIN DY ON)

YVT . MNION MNIN ,DONNNN DYTAN NNNN NN NYTY 1PN DY ONPH DYDA
MAPNN 29N NNYPNN NYI IR NIYPND ¥ T8 .NPTIIN MYIIN Y10 NNLVAN

XNan

ST MYV 4 — RWNN T Tun
AVNNN NN RYD TDD : 1P MUY
SYYN DN ,ISOITIN 11T MIVIVON

.30 2NN : NITYHN MYV

OMNPN 2ON

TI97) DY DY DMOVNNRN MND NTPIAN WITINTH =
LOTPAN NN WNNY DYT2IYD IWAND YD) 71PN NTIONN DY THY DNV TNy =
DNYVPN MNYY — M2220 P2 D172 NTI9NY DIWHYNN DIV DI =
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,Mail relay ,Proxy »>awnn ,Firewall monT mnwan 2 22wn ymnn 1oy =
Air Gap »¥m ,Content filtering
TOIMNIND NNIVYPNN NV NNYpn =
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Andrés, Steven, Brian Kenyon, and Erik Pack Birkholz. Security Sage's guide to
hardening the network infrastructure. Syngress, 2004. <<Good also for network
design>>

Computer security principles and practice. William Stalling and Lawrie Brown. Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).

Mustafa, Hafiz Attaul, Muhammad Imran, Muhammad Shakir, Ali Imran, and Rahim
Tafazolli. "Separation Framework: An Enabler for Cooperative and D2D
Communication for Future 5G Networks."

Official (ISC)?® Guide to the CISSP® CBK®, Fourth Edition. Edited by Adam
Gordon. (Use the relevant sections from the book).

PMNY Masn  .4.2.9

NNYPNN OINPIVIND ITND QDN MK IDPIVINN NIANNN MTIDNM TPNRNN ONPN
2IPIVNM NPIVING 55 HY NNVIAN PV DYVIDY DIVNNYN MIND DIWNYNIN

201719 IPIVIN9 o Hw RFC-n r02) NN nyTH NN PR

MAOVM ,NNYPNN TPND DIPIVI9N P DIYPN NN TNDD wpan Tmbdn qona
99 )I701191 JNa

,DTPIN NN PIND 00V DINIPIVIINN MND NN NYTO TSN DY ONPN D12
211019 NN DIYAN M), NNTIIN MYINY YT NNVIAN YV

STIDD MYV 12 — RYNN 1190 TN
10T MUY
2UYN DN ,TINVITID 1 TIY MIVIVON

.NIDN 2NN : NIIYN MOV

\vALP/ARARA)]

,RSA ybnoat ,momo-8 ,3DES DES — myomo noasn =
05N AT MYNNIND DIVHNYN NN =
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) DOWNNYN N, mvpn misp mno [ Certificate Authority - mymo> =
(79952 10D TYN MY OY RYNN
,SSL LIPSEC 1o mydX) mosn HY¥ RYNa DOMNN NNIYPN Yoo =

.SSH HTTPS
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William Stalling and Lawrie Brown. "Computer security principles and practice.” Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).

Schneier, Bruce, "Applied Cryptography: Protocols, Algorithm, and Source Code in
C", Wiley, John & Sons, Inc., XP002138607;ISBN 0471117099, (Oct. 1995), Second
Edition.

XNV HNYPN NHYON MII¥NI Y191 NNVAN YV .4.2.10

MY NOYANN MOIYNA YN NNVIAN YV NN DITNHONY DNY TYPH ONPN
DOYNVNN ONYN DMPYN DONIVYN NNYPN DY MINIPYN NN OXTMYD oD
.INYPNN Y9NN NYoNa

NOIYN 522 YN NNVIAN DY DMIDINN DXVDNN NN NYTY TSN Sy DNPN DY
,INYPN OD0NN T MOAPNN  .NOIYNI NMIPN NN MYNMN  .1OYaNn
NYPIN AWNN MY ONNMIN OIMIPYN DMNMYN DIONNN

STYD MYY 20 — RYNN 110 Tun
VNN M XY TIOD : TP MUY
2UYN DN ,1INVITI 7Y MIVIVON

.NIDN 2NN : NIIYN MOV

ONPN ON

Unix, Win, :mxan noyann moayn >MIv N1oNa1 YN nnouax vimdn =
Android, VM

-y Object -5 mxvwIN .D1N2IP ,DOVYNNYN NDINY NPT MIONN MTMD> =
NN NNIYY NP PO 1O T RVNN .DOWNNWN MXI1AP ,0081p ,Subject
RATRNAY!

VTN NNVIND OXIMIND NOYIN NIIWYN OV DOND =

DINYPNN TONN MNIPY .OONIY NNYPN YN YATI VTR OY O >ONIRN PON - =

, DMV M0 MYN DNwpn - =
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.Unix, Win, VM nmwn noyann moayn N2°202 NPooa mnys =
.DNYPIN DNV 1IN DN NOTY =

VO MNP NPT .

DNYPNA DOIN DN =

PONNN DY MPTY DNVARININ DY OINN =

11199939929

Lick, Ingo, and Heiko Krumm. "Model-based security service configuration." PhD
diss., PhD thesis, University of Dortmund, Germany, 2006. . (URL:
http://webhost.laas.fr/ TSF/cabernet/cabernet/workshops/plenary/5th-plenary-
papers/UniversityofDortmund .pdf)

Andrés, Steven, Brian Kenyon, and Erik Pack Birkholz. Security Sage's guide to
hardening the network infrastructure. Syngress, 2004. <<Good also for network
design>>

William Stalling and Lawrie Brown. "Computer security principles and practice." Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).

NIST, " NIST SP 800-123 Guide to General Server Security."

http://csrc.nist.gov/publications/nistpubs/800-123/SP800-123.pdf. Last accessed
16.06.2016
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DY NN, DOVNNWN DY) — Y170 NNVIAN YVN NN DX TNIOND IOND TYVPN ONPH
1N NN MYNN 1O Storage systems -2y ©MI YToN MOV ,NM) Y10

DM TN YT NNVAN DY DM1D7HN DIVDNN NN NYTY TN YY ©NPN DDA
DOOOYN DN ,NNNN NNN ,NIIYNI MNMOPN NNTOIN MUDIN ,9MYD NNNO
T MOPN

STIDOD MYV 8 — NUNN TIdY Tun
VNN NN RYD TD : 01p MUY
SUYN D1NIN ,ISOITIO 1M MHIVIVON

.NIDN 2NN : NIIYN MLV

NIVINTNI Q'Y NIVAX,NININ 117 0DV


http://webhost.laas.fr/TSF/cabernet/cabernet/workshops/plenary/5th-plenary-papers/UniversityofDortmund.pdf
http://webhost.laas.fr/TSF/cabernet/cabernet/workshops/plenary/5th-plenary-papers/UniversityofDortmund.pdf
http://csrc.nist.gov/publications/nistpubs/800-123/SP800-123.pdf

FINTT 117377 D TI'7IlJI;]7]FI WNT TN
5 3 i "NINT 13706 10N

0'7w1" ,3 179i7 ‘N7 ,A17WANN WNT TIWN

03-7450820 Dj79 ,03-7450892 119719 13701 M7 AN W

aoel)
=
) ’ ; %
E’N'ﬂ"&"‘

aphl
-16-

ONPN ION

.1MvpwYoIr ,MongoDB ,Relational DB ,SQL : o »1on mmo> =

MWD NITY /NMA8D Y10 NDAIN , AW NN ,DIN MWL YN NNVANOSVIN =
VT MOPNNY IMIITY MWIIN (VP MTY 1IN NP>TA : NONTI) MYITI IO

DYNMN TON MOIN NIHN ,DMNIMN STON DY NPNWIA NOYONN NOIWYHN NdHPn =
.NLAN ORWNA

Referential integrity =

DOYN DN .

.0N2 YN nNVax) Storage systems moayn =
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William Stalling and Lawrie Brown. "Computer security principles and practice.” Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).

Imperva. "Top ten Database Security Threats.”, Available online.
http://mww.imperva.com/docs/wp topten database threats.pdf. Last accessed
16.06.2016.

Sandhu, Ravi S., and Sushil Jajodia. "Data and database security and controls."
Handbook of information security management, Auerbach Publishers (1993): 1-37.

Basharat, Igra, Farooque Azam, and Abdul Wahab Muzaffar. "Database security and

encryption: A survey study." International Journal of Computer Applications 47, no.
12 (2012).

Official (ISC)?® Guide to the CISSP® CBK®, Fourth Edition. Edited by Adam
Gordon. (Use the relevant sections from the book).

Riedel, Erik, Mahesh Kallahalla, and Ram Swaminathan. "A Framework for
Evaluating Storage System Security." In FAST, vol. 2, pp. 15-30. 2002. Available
Online. https:/Mmww.usenix.org/legacy/events/fastO2/full _papers/riedel/riedel html/.
Last accessed 17.06.2016

UC Berkely, "Database Hardening Best Practices”. Available online.
https://security.berkeley.edu/resources/best-practices-how-articles/database-
hardening-best-practices. Last accessed 16.06.2016.

(BCP/DRP) mpoy nvawunn .4.2.12
PN DY NOND MYWINNT TNV ;120N XY NI OYTNOND I1Y TYPN 0PN

NURA NYYONN NOIYHN NDHN YTHADM 3O 1IND INNYY N HY MmN mni
LNV YT NNVAN YD) DINDYHYN DN
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N 9N MYN |, Storage systems-a oy’ 1PN qona

MINYN NNN XWN YW OM»109HN DYNN DN NYTY TmPn DY v1pn oyva
LDMOWUN DININY NIYINN NIIYN NIMHN ,NONND MYYVINNNM

STIOD MYV 4 — RWNN 119 Tun
AWNND TN XY TIDD : DTP MYMT
2UYN HNIN ,1INVITI 7Y MIVIVON

.30 2NN : NIIYHN MOV

OMNPN ON

VIDW PPN NON N2 - NN N0 oyninn ,DRP and BCP v mixn =
2200 Dda

Y NOYIN MOIYN ,DOO9N 2AWNN MINN — N0 NMON MY =

NRNYY NNY NOYONN MOIWYN OMIY .

DOV DONON DI =

JNOND MYYINDD DY DMNPN DOVN =

DOVNNYNI 91 MINYIN : NONTD . NTOYN NN RYN DY YN DNVAN VN =
A2 DYWNN DIRY YT POYY NI ION MW DOYNINN

MYYIRNT 2%, 012 MND YNN DY NN NN Storage systems »xpn =
AON DX NN NINN)
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Official (ISC)*® Guide to the ISSAP® CBK®, Fourth Edition. Edited by Adam
Gordon. (Use the relevant sections from the book).

Official (ISC)’® Guide to the CISSP® CBK®, Fourth Edition. Edited by Adam
Gordon. (Use the relevant sections from the book).

William Stalling and Lawrie Brown. "Computer security principles and practice." Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).

NIST, "Guide for Cybersecurity Event Recovery — Draft NIST Special Publication
800-184." Available online. http://csrc.nist.gov/p ublications/drafts/800-
184/sp800 184 draft.pdf. Last Accessed 17.06.2016

DPTNNN NN NPT MM .4.2.13
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LAUNND O NHINT DPNTIN NMIDIND XY NX OXTNIOND INY TYPN ONPN
121N 29 NN I NN, NTTINNN MNNN NN 57T ,0°IWN DINDN .MM
NVPONNN NID OMNMNNI VDY ,TINTT 1IN YV OV DI TV TN

AN NDM NYA VIPIY WY MDA ,AVWNND NN AW NNMNNA

NN MINTIN MIDNN XY DY 013991 DIVDNN NN NYTY 1M1 HY 0PN DYV
OV INTMLDP DN . MTTIVNMN NYIN ,NNON ¥I9T .DMIND NIAYMNNN NA¥A0N
DNPN DDA NPYMIN NNT XY NN IIND .NNNN MININ DY QMY Divan 00180
DNRNNA Y002 NIV, NPONNIN NMT XY DY DMI1DIH0N DXVNN NN NYTY TN DY

.DINNA DYIMIN DN PNIND YoNID

STIOD MYV 12 — NUNN T Tun
AAYNNN AN XYN TIDD - 01 MUY
2UYN DTN ,1INVITI 7Y MIVIVON

.NI0N 2NN : NIIYN MLV

OMNPN ON

APT [ Trojan : o1 0Tt nom by oMo mINn - =

STV DI0N NN TONTY MN =

INOT YDTTH MNONT NPT TPNTI MM Wy =

J0)TLPN N0 INYT YNV, DMOYN DXAVND ,DINIVY DI OVINOIIN) =

JOTY,ISVMOVDP ,MPNN .

DMTY9250 DININY NNNIND YDDILN DIININY NPNN YODIAN OINN PANDTIN =

PNTTMIOIN OY MTTINNNY NPINTIND =

.D’2VUNNI) MNYIL MYNNINX DI T ,PONNNRIIN =

2, WUNNYN NMIDN 1Y IMON ,DXPIN MDA - NPONNX NIY Mpdov =
D919

VPN 51900 MOV DIIONN NPINNR NI DI =

IDS ( intrusion detection systems) »axm =

IPS (intrusion prevention systems) =

.DMNY NPYTAY GOV NWYAN ,PNMLVOP MPNN - =

SN MNIND DM XY MIRIND .

9532 )77 79 Y9XT NNINY NAMNN MMIONNX NPT =
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Official (ISC)’® Guide to the CISSP® CBK®, Fourth Edition. Edited by Adam
Gordon. (Use the relevant sections from the book).
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William Stalling and Lawrie Brown. "Computer security principles and practice." Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).

Shevchenko Alisa, "malicious Code Detection Technologies — Kasparsky lab",
Available online. http://latam.kaspersky.com/sites/default/files/knowledge-
center/malicious%20code%20detection%20technologies.pdf. Last accessed
17.06.2016.

Riedel, Erik, Mahesh Kallahalla, and Ram Swaminathan. "A Framework for
Evaluating Storage System Security." In FAST, vol. 2, pp. 15-30. 2002.

Kaur, Harjinder, Gurpreet Singh, and Jaspreet Minhas. "A review of machine
learning based anomaly detection techniques.” arXiv preprint arXiv:1307.7286
(2013).

Ahmed, Mohiuddin, Abdun Naser Mahmood, and Jiankun Hu. "A survey of network
anomaly detection techniques." Journal of Network and Computer Applications 60
(2016): 19-31.

Yu, Yingbing. "A survey of anomaly intrusion detection techniques.” Journal of
Computing Sciencesin Colleges 28, no. 1 (2012): 9-17.
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: DYPON MNYY POINK DNPN .NWNN NIPA XY NN DX THOND 90NY TYPN ONPN

VT ,0°2°595 MIDIN ,DXWNNWUN DY NN NP DY DIRWIN 1THD> PYNRIN Pona
DN IPD 19 19D .TMNIND NYI DMNY 022357 NN AWNNN MIIYNI
.0 oMY

DXVUNNYN MIN) NNTY NPINIX MIIYN DY DINNN 712> DNPN DY NUN Pona
M

, 09NN, NYNN NP DY DMIDI9N DXVNN NN NYTY TMYN DY ONPN DY
.DOVNNYN NN N NMINIR MIIYN ,001PINA 19V, MOPN DY MTTINNN

ST MYV 10 — WD 1m0 Tun
AYNNN AN XYN TIDD : 0T MUY
DUYN DNIN ,1INOITIN TN NNVIVON

.1I0N 2NN : NIIYN MLV
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ONPN ION

PYUNI PN

NOIYNI DIRMOPN DNVNINN DY NIXP DTN ,7PIND DOVNNYN NNONY NPy =
.DOUNNWUN MIDINY NN NYYONN

.Multifactor authentication Swawvmn =

,Smart cards ,Tokens : T DOwNRNWN NN NNTY NODN NIMIN/MIN - =
.Biometric devices -

YANYN TN — DININ 1DV PNAD WHNWNY NIMIND 2997 NP 25NN =

TNN 25599 NP YIDY DY NDXANN JNIND NN ANYN WHONYH ,NOIyNa wIn
NDDYD 4+ UHRNWNRN MNITY 0N ININT WINOY NONTY wnnvn Nty

2V PN

NN NNY NMINIX Y95 ldentity management moayna vidwy DTN .
.Credentials ,mmwn m>oIyna 0mxYIM DOWHRNUN

RO DwRnwN 51nd DNS oy mpwonnn =

LDOWMPROY IR .

(BYOD nv)) 0 mn D7) DPYIN HY DY NPT .

MAM (Mobile application > — JOK nwHm nespYarn 5 =
management)

JPMNIND NWIAD T AVUNND NNNT DY ONDL TPNOYW MIINDN NYIND My =

MNIVPN TN MDY PR certificate -2 vy 0NN NPNONOVY DN =

1199939291

Official (ISC)’® Guide to the CISSP® CBK®, Fourth Edition. Edited by Adam
Gordon. (Use the relevant sections from the book).

William Stalling and Lawrie Brown. "Computer security principles and practice." Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).
Dhamija, Rachna, and Lisa Dusseault. "The seven flaws of identity management:
Usability and security challenges." Security & Privacy, IEEE 6, no. 2 (2008): 24-29.

SANS, "ldentity Management”. Available online. https://www.sans.org/reading-
room/whitepapers/authe ntication/identity-management-1076. Last accessed
17.06.2016.

SANS, "An Introduction to Identity Management.". Available online.
https://mwww.sans.org/reading-room/whitepapers/authentication/introd uction-identity-
management-852. Last accessed 17.06.2016.
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INFOSEC INSTITUTE, "Chapter 11 — Identity management and Access controls.".

Available online. http://resources.infosecinstitute.com/identity-management/. Last

accessed 17.06.2016.

Ernst & Young. "ldentity and Access Management — Beyond Compliance.". Available

online.

http:/Mww.ey.com/P ublication/vwLUAssets/Identity and access management -
Beyond compliance/$FILE/Identity and access management Beyond complianc

e AU1638.pdf. Last Accessed 16.06.2016.

Graba et al. "Bring your own device organizational information security and privacy".

http:/Mww.arpnjournals.com/jeas/research _papers/rp_2015/jeas 0215 1591 .pdf
Last accessed 16.06.2016.
Ernst & Young. "Bring Your Own Device Security and Risk Considerations for Your
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\vAkIPiaRARE]]

MNP MO DIYSNN DO T , 00, NDTO 91D 120010 HUmn MHn =
SNIOPRY NI, NYNNN DINNY /NYIND

VTN QDT RV PINOVN =
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http://resources.infosecinstitute.com/identity-management/
http://www.ey.com/Publication/vwLUAssets/Identity_and_access_management_-_Beyond_compliance/$FILE/Identity_and_access_management_Beyond_compliance_AU1638.pdf
http://www.ey.com/Publication/vwLUAssets/Identity_and_access_management_-_Beyond_compliance/$FILE/Identity_and_access_management_Beyond_compliance_AU1638.pdf
http://www.ey.com/Publication/vwLUAssets/Identity_and_access_management_-_Beyond_compliance/$FILE/Identity_and_access_management_Beyond_compliance_AU1638.pdf
http://www.arpnjournals.com/jeas/research_papers/rp_2015/jeas_0215_1591.pdf
http://www.arpnjournals.com/jeas/research_papers/rp_2015/jeas_0215_1591.pdf
http://www.ey.com/Publication/vwLUAssets/EY_-_Bring_your_own_device:_mobile_security_and_risk/$FILE/Bring_your_own_device.pdf
http://www.ey.com/Publication/vwLUAssets/EY_-_Bring_your_own_device:_mobile_security_and_risk/$FILE/Bring_your_own_device.pdf
http://www.ey.com/Publication/vwLUAssets/EY_-_Bring_your_own_device:_mobile_security_and_risk/$FILE/Bring_your_own_device.pdf
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SANS Institute, "Data leakage — Threats and Mitigation”, available online,
https://www.sans.org/reading-room/whitepapers/aware ness/data-leakage-threats-
. Last accessed 13.06.2016mitigation-1931

Yang, Zhemin, and Min Yang. "Leakminer: Detect information leakage on android
with static taint analysis." In Software Engineering (WCSE), 2012 Third World
Congress on, pp. 101-104. [EEE, 2012.

Sarmah, Arup, Arabindu Dey, and Chandan Jyoti Kumar. "Analysis and Modeling of
an effective Anomaly Detection Techniques for Detecting Data EXfiltration of
Network." Analysis 2, no. 5 (2014).

Official (ISC)’® Guide to the CISSP® CBK®, Fourth Edition. Edited by Adam
Gordon. (Use the relevant sections from the book).

William Stalling and Lawrie Brown. "Computer security principles and practice.” Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).

S. Liuand R. Kuhn, “Data loss prevention,” T Professional , vol. 12, no. 2, pp. 10—
13, 2010. Available online. http://csrc.nist.gov/groups/SNS/rbac/documents/data-
loss.pdf. Last accessed 16.06.2016
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https://www.sans.org/reading-room/whitepapers/awareness/data-leakage-threats-mitigation-1931
https://www.sans.org/reading-room/whitepapers/awareness/data-leakage-threats-mitigation-1931
http://csrc.nist.gov/groups/SNS/rbac/documents/data-loss.pdf
http://csrc.nist.gov/groups/SNS/rbac/documents/data-loss.pdf
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.0mn o SOC (security operation center) oxmn =

.SIEM (security information event management) »axy =

.NAC (network access control) »xm =
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William Stalling and Lawrie Brown. "Computer security principles and practice." Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).

Microsoft, "auditing Security Events - TechNet". Available online.
https://technet.microsoft.com/en-us/library/cc776394(v=ws.10).aspx. Last accessed
16.06.2016

NIST, "Guide to Computer Security log management — NIST Special Publication
800-92.", Available online. http://csrc.nist.gov/publications/nistpubs/800-92/SP800-
92.pdf. Last accessed 16.06.2016

SANS, "Successful SIEM and Log Management Strategies for Audit and
Compliance." Available online. https:/mwww.sans.org/reading-
room/whitepapers/auditing/successful-siem-log-manageme nt-strategies-audit-
compliance-33528. Last accessed 16.06.2016.

SANS, "Building a World-Class Security Operations Center: A Roadmap.". Available
online. https:/Mww.sans.org/reading-room/whitepapers/analyst/building-world-class-
security-operations-center-roadmap-35907. Last Accessed 16.06.2016

McAffe, "Creating and maintaining a SOC.". Available online.
http://mww.mcafee.com/de/resources/white-papers/foundstone/wp-creating -
maintaining-soc.pdf. Last Accessed 16.06.2016

EY, "Security Operation Centers - Helping You Get Ahead of Cybercrime"”. Available
online. http://mww.ey.com/Publication/vwL UAssets/E Y-security-operations-centers-
helping-you-get-ahead-of-cybercrime/$F ILE/E Y-security-operations-ce nters-helping-
you-get-ahead-of-cybercrime.pdf. Last accessed 16.06.2016.

Also See SANS IDFAQ https://mwww.sans.org/security-resources/idfag/what-is-the-
role-of-a-siem-in-detecting-eve nts-of-interest/5/10
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https://technet.microsoft.com/en-us/library/cc776394(v=ws.10).aspx
http://csrc.nist.gov/publications/nistpubs/800-92/SP800-92.pdf
http://csrc.nist.gov/publications/nistpubs/800-92/SP800-92.pdf
https://www.sans.org/reading-room/whitepapers/auditing/successful-siem-log-management-strategies-audit-compliance-33528
https://www.sans.org/reading-room/whitepapers/auditing/successful-siem-log-management-strategies-audit-compliance-33528
https://www.sans.org/reading-room/whitepapers/auditing/successful-siem-log-management-strategies-audit-compliance-33528
https://www.sans.org/reading-room/whitepapers/analyst/building-world-class-security-operations-center-roadmap-35907
https://www.sans.org/reading-room/whitepapers/analyst/building-world-class-security-operations-center-roadmap-35907
http://www.mcafee.com/de/resources/white-papers/foundstone/wp-creating-maintaining-soc.pdf
http://www.mcafee.com/de/resources/white-papers/foundstone/wp-creating-maintaining-soc.pdf
http://www.ey.com/Publication/vwLUAssets/EY-security-operations-centers-helping-you-get-ahead-of-cybercrime/$FILE/EY-security-operations-centers-helping-you-get-ahead-of-cybercrime.pdf
http://www.ey.com/Publication/vwLUAssets/EY-security-operations-centers-helping-you-get-ahead-of-cybercrime/$FILE/EY-security-operations-centers-helping-you-get-ahead-of-cybercrime.pdf
http://www.ey.com/Publication/vwLUAssets/EY-security-operations-centers-helping-you-get-ahead-of-cybercrime/$FILE/EY-security-operations-centers-helping-you-get-ahead-of-cybercrime.pdf
https://www.sans.org/security-resources/idfaq/what-is-the-role-of-a-siem-in-detecting-events-of-interest/5/10
https://www.sans.org/security-resources/idfaq/what-is-the-role-of-a-siem-in-detecting-events-of-interest/5/10
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William Stalling and Lawrie Brown. "Computer security principles and practice.” Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).

(Accessed 12.06.2016)https://mww.techopedia.com/definition/24833/harde ning

Lick, Ingo, and Heiko Krumm. "Model-based security service configuration." PhD
diss., PhD thesis, University of Dortmund, Germany, 2006. Available online.

http://webhost.laas.fr/ TSF/cabernet/cabernet/workshops/ple nary/5th-ple nary-

papers/UniversityofDortmund .pdf. Last accessed 14.06.2016
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https://www.techopedia.com/definition/24833/hardening
https://www.techopedia.com/definition/24833/hardening
http://webhost.laas.fr/TSF/cabernet/cabernet/workshops/plenary/5th-plenary-papers/UniversityofDortmund.pdf
http://webhost.laas.fr/TSF/cabernet/cabernet/workshops/plenary/5th-plenary-papers/UniversityofDortmund.pdf
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Sharma, Sakshi, Gurleen Singh, and Prabhdeep Singh. "Security Enhancing of a
LAN Network Using Hardening Technique." International Journal of Innovative
Technology and Exploring Engineering 2, no. 3 (2013): 174-181.

Akin, T. (2002). Hardening cisco routers. O’Reilly Media Inc, Sebastopol, USA, p. 2.
ISBN: 0-596-00166-5.

Cisco, "Cisco Guide to Harden Cisco IOS Devices", Jun 02, 2016, available online
http://Amww.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html
(Accessed 13.06.2016)

See also: https://www.techopedia.com/definition/24833/hardening. Last accessed
12.06.2016.
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http://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html
http://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html
https://www.techopedia.com/definition/24833/hardening
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William Stalling and Lawrie Brown. "Computer security principles and practice.” Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).

Modern Operating systems. Andrew S. Tanenbaum and Herbert Boss. ISBN-13:
978-1292061429. (Only the relevant chapters regarding virtualization and cloud
computing).

Modi, Chirag, Dhiren Patel, Bhavesh Borisaniya, Avi Patel, and Muttukrishnan
Rajarajan. "A survey on security issues and solutions at different layers of Cloud
computing." The Journal of Supercomputing 63, no. 2 (2013): 561-592.

ENISA. "Cloud Computing — Benefits, Risks and Recommendations for Information
Security.". https://resilience.enisa.europa.eu/cloud-security-and-
resilience/publications/cloud-comp uting-be nefits-risks-and -recommendatio ns-for-
information-security. Last Accessed 16.06.2016.

Cloud Standards Customer Council. "Security for Cloud Computing Ten Steps to
Ensure Success Version 2.0.". http://iwww.cloud-council.org/deliverables/CSCC-
Security-for-Cloud-Computing-10-Steps-to-E nsure-Success.pdf. (2015). Last
Accessed 16.06.2016.
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https://resilience.enisa.europa.eu/cloud-security-and-resilience/publications/cloud-computing-benefits-risks-and-recommendations-for-information-security
https://resilience.enisa.europa.eu/cloud-security-and-resilience/publications/cloud-computing-benefits-risks-and-recommendations-for-information-security
https://resilience.enisa.europa.eu/cloud-security-and-resilience/publications/cloud-computing-benefits-risks-and-recommendations-for-information-security
http://www.cloud-council.org/deliverables/CSCC-Security-for-Cloud-Computing-10-Steps-to-Ensure-Success.pdf
http://www.cloud-council.org/deliverables/CSCC-Security-for-Cloud-Computing-10-Steps-to-Ensure-Success.pdf
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NIST. "Guide to Security for Full virtualization technologies.” NIST Special
Publication 800-125. csrc.nist.gov/publications/nistpubs/800-125/SP800-125-

final.pdf.
NIST. "Guide to General Server Security. NIST Special Publication 800-123.

csrec.nist.gov/publications/nistpubs/800-123/SP800-123.pdf

See also:

https://spaces.internet2.ed u/display/2014infosecurityguide/Cloud+Computing+Securi
1y
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EPA. "Information Security — Media Protection Procedures.".
https://www.epa.gov/sites/production/files/2016-01/documents/cio 2150-p-10.2.pdf.
Last Accessed 16.06.2016.
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https://spaces.internet2.edu/display/2014infosecurityguide/Cloud+Computing+Security
https://spaces.internet2.edu/display/2014infosecurityguide/Cloud+Computing+Security
https://www.epa.gov/sites/production/files/2016-01/documents/cio_2150-p-10.2.pdf
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U.S. department of Transformation. "Removable Media Security Policy.".
http:/Mmww.faa.gov/idocumentLibrary/media/Order/1370.111.pdf. Last Accessed
16.06.2016.

HEISC, "Guidelines for Data De-ldentification or Anonymization.".
https://spaces.internet2.edu/display/2014infosecurityguide/Guidelines+for+Data+De -
Identification+or+Anonymization. Last Accessed 16.06.2016.

NIST. "Guidelines for Media Sanitization — NIST Special Publication 800-88.".

. Last http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf
Accessed 16.06.2016.
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NIST. "Security Considerations inthe Information System Development Life Cycle —
Special publication 800-64 R2.".
http://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800 -64r2.pdf

— Information security management system requirement."13ISO/IEC. "27001:20
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http://www.faa.gov/documentLibrary/media/Order/1370.111.pdf
https://spaces.internet2.edu/display/2014infosecurityguide/Guidelines+for+Data+De-Identification+or+Anonymization
https://spaces.internet2.edu/display/2014infosecurityguide/Guidelines+for+Data+De-Identification+or+Anonymization
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-88r1.pdf
http://csrc.nist.gov/publications/nistpubs/800-64-Rev2/SP800-64-Revision2.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-64r2.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-64r2.pdf
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Official (ISC)’® Guide to the CSSLP® CBK®,. Edited by Mano Paul. (Use the
relevant sections from the book).

SANS. " Software Engineering — Security as a Process inthe SDLC.".

https:/www.sans.org/reading-room/whitepapers/securecode/software-engineering-
. Last accessed 16.06.2016.security-process-sdlc-1846

Ramachandran, Muthu. "Software Security Requirements Engineering: State of the
Art." In Global Security, Safety and Sustainability: Tomorrows Challenges of Cyber
Security, pp. 313-322. Springer International Publishing, 2015.

Stuttard, Dafydd and Pinto, Marcus, The Web Application Hacker's Handbook:
Finding and Exploiting Security Flaws, 2011

Gupta, Bhushan B. "Web Application Security-What You Need to Know." (2015).

William Stalling and Lawrie Brown. "Computer security principles and practice.” Third
edition. ISBN: 978-1-292-06617-2. (Use the relevant sections from the book).

NIST. "Technical Guide to Information Security Testing and Assessment — Special
publication 800-115." http://csrc.nist.gov/publications/nistpubs/800-115/SP800-

115.pdf
Last accessed 16.06.2016.
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https://www.sans.org/reading-room/whitepapers/securecode/software-engineering-security-process-sdlc-1846
https://www.sans.org/reading-room/whitepapers/securecode/software-engineering-security-process-sdlc-1846
http://csrc.nist.gov/publications/nistpubs/800-115/SP800-115.pdf
http://csrc.nist.gov/publications/nistpubs/800-115/SP800-115.pdf
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SANS. "Penetration Testing: Assessing Your Overall Security Before Attackers Do."
https://mww.sans.org/reading-room/whitepapers/analyst/penetration-testing-
. Lastaccessed 16.06.2016assessing-security-attackers-34635

PCI Security Standards Council. "Information Supplement - Penetration Testing
Guidance.".

https://www.pcisecuritystandards.org/documents/Penetration Testing Guidance Ma
. Last accessed 16.06.2016rch 2015.pdf

NIST. "Technical Guide to Information Security Testing and Assessment — Special
publication 800-115." http://csrc.nist.gov/publications/nistpubs/800-115/SP800-

115.pdf
Last accessed 16.06.2016.

Official (ISC)’® Guide to the CISSP® CBK®, Fourth Edition. Edited by Adam
Gordon. (Use the relevant sections from the book).
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