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e Active Directory Domain Services

e Linux MANA Driver

e Microsoft Azure Attestation service and Device Health Attestation Service

e Microsoft Azure Kubernetes Service

e Microsoft Exchange Server

e Microsoft Office

e Nuance PowerScribe

e Remote Desktop Client

e Role: Windows Hyper-V

e Windows Cryptographic Services

e Windows Deployment Services

e Windows DHCP Client

e Windows HTTP.sys

e Windows Hyper-V

e Windows Kerberos

e Windows Kernel

e Windows Media

e Windows Remote Desktop

e Windows Remote Desktop Services

e Windows Win32K — GRFX
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e HTTP/2
e Microsoft Graphics Component
e Microsoft Office SharePoint
e Remote Desktop Client
e Windows BitLocker
e Windows Collaborative Translation Framework
e Windows DWM Core Library
e Windows HTTP.sys
e Windows NT OS Kernel
e Windows NTLM
e Windows Win32K - GRFX
e Winlogon
IWaN? n?717V,0%1W2 1n0119 n'v1aw HTTP/3 ,HTTP/2 o'21mivnaanivaa .4

Naoi NIWa . HTTP.sys 212710 TX12 NIN'Y NUIAN Napnn 21x4% n%p n1ixa
21NN TIR NXN IWAaR? n212V1 NP2 NNTAIN NT2072

IWNNN 7Y qpun 1war? n217v,'an191 1In0119 n'v1aw BitLocker-aniyna .5
.NNDAN

Windows Collaborative Translation Framework 211271 niwnwa .6
NNY7 NIRWIN NXK2UN IwWaN? n21%vu ,'1an19a 1no11a n'o1aw (CTFMON)
SYSTEM

21NN TIp NXINWaN? Ni212v |2imn 7 ,0ffice naama nironp nivnaa 8 .7
T N12IM2 NIMYnAa 6 TIV 1N0119 011

21NN T NXIN AWaN? niziov jamn 4 ,\Word naaimaniynaa 5 .8

21NN TIp DX AWaN? Ni217v |2mn 5 ,Excel naamanimynaa 8 .9

,1NN T NXIN AWaN? Ni%21%v |aimn 2 ,SharePoint Niama ninynia 21.10
NIY2 12NNNAN wNNwNn 28K UXANN TN NXIN [N DNN 112V 1WKRD
9PN nowa

TIp DX AWaN? ni?%v Remote Desktop Client niama nimynaa 11.11
JI'DMPA NIANON NN 7 .p1inn

21NN T NXIN WaN? Ni717v Hyper-V nin'wa nitoMp niyiaa 3.12
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NI717V Windows Ancillary Function Driver for WinSock 212172 ninyna 7.13

JIRYIN NN72VUN TWaN?
21NN TIp NXIN IWaN? n217V Windows DHCP Client-2 n'onp niviaa.14
IwaN? ni717v |2imn 9 .Windows DWM Core Library 21272 ninyiaa 11.15
JINYIN NN72VUN
NIWA PINTN TR NXN IWaN? n21%V Windows Kerberos-an'onp niviaa.16
.Kerberos Key Distribution Center (KDC)
21NN TP NXIN IWaN? n217V Kernel-2 ntonp niviaa .17
21NN TP NXIN IWaN? n217V NTFS-1 nivnaa .18
2¥ Qpun awax? ni?iov |amn 7 ,Windows Secure Boot-1 nityna 8.19
.NNDIAN 'WXNN
TIP NXIN AWaAN? N7y Windows Win32K — GRFX 11212 nityna 2.20
.2Inn
NX1N IWaN? n717v Active Directory Domain Services-1 n'obnp nivag.21
1NN TIp
;1NN TIR NXIN IWAN? NI71%Y NINAD NIR2IN/D12 NMynae 56.22
1. CVE-2026-45648 Windows Active Directory Domain Services Remote Code
Execution Vulnerability
2. CVE-2026-47643 Azure Stack Edge Remote Code Execution Vulnerability
3. CVE-2026-32193 Azure Kubernetes Service (AKS) Remote Code Execution
Vulnerability
4. CVE-2026-45583 Microsoft Exchange Server Remote Code Execution
Vulnerability
5. CVE-2026-47635 Microsoft Outlook and Word Remote Code Execution
Vulnerability
CVE-2026-45645 Microsoft Office Remote Code Execution Vulnerability
CVE-2026-45475 Microsoft Office Remote Code Execution Vulnerability
CVE-2026-45474 Microsoft Office Remote Code Execution Vulnerability

w % N o©

CVE-2026-45472 Microsoft Office Remote Code Execution Vulnerability
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10. CVE-2026-45463 Microsoft Office Remote Code Execution Vulnerability

11.CVE-2026-45461 Microsoft Office Remote Code Execution Vulnerability

12.CVE-2026-45458 Microsoft Outlook and Word Remote Code Execution
Vulnerability

13.CVE-2026-45456 Microsoft Outlook and Word Remote Code Execution
Vulnerability

14.CVE-2026-44824 Microsoft Office Remote Code Execution Vulnerability

15. CVE-2026-44819 Microsoft Office Remote Code Execution Vulnerability

16.CVE-2026-45469 Microsoft Excel Remote Code Execution Vulnerability

17.CVE-2026-44823 Microsoft Excel Remote Code Execution Vulnerability

18.CVE-2026-44820 Microsoft Excel Remote Code Execution Vulnerability

19.CVE-2026-44818 Microsoft Excel Remote Code Execution Vulnerability

20.CVE-2026-44817 Microsoft Excel Remote Code Execution Vulnerability

21.CVE-2026-47298 Microsoft SharePoint Server Remote Code Execution
Vulnerability

22.CVE-2026-45454 Microsoft ~ SharePoint Remote Code  Execution
Vulnerability

23.CVE-2026-45643 Microsoft Word Remote Code Execution Vulnerability

24.CVE-2026-45486 Microsoft Word Remote Code Execution Vulnerability

25.CVE-2026-45471 Microsoft Word Remote Code Execution Vulnerability

26.CVE-2026-45457 Microsoft Word Remote Code Execution Vulnerability

27.CVE-2026-26142 Nuance PowerScribe Remote Code Execution Vulnerability

28.CVE-2026-48563 Remote Desktop Client Remote Code Execution
Vulnerability

29.CVE-2026-47654 Remote Desktop Client Remote Code Execution
Vulnerability

30.CVE-2026-47653 Remote Desktop Client Remote Code Execution

Vulnerability
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31.CVE-2026-47289 Remote Desktop Client Remote Code Execution

Vulnerability

32.CVE-2026-44801 Remote Desktop Client Remote Code Execution
Vulnerability

33.CVE-2026-44799 Remote Desktop Client Remote Code Execution
Vulnerability

34.CVE-2026-42993 Remote Desktop Client Remote Code Execution
Vulnerability

35.CVE-2026-42992 Remote Desktop Client Remote Code Execution
Vulnerability

36.CVE-2026-42985 Remote Desktop Client Remote Code Execution
Vulnerability

37.CVE-2026-42913 Remote Desktop Client Remote Code Execution
Vulnerability

38.CVE-2026-42909 Remote Desktop Client Remote Code Execution
Vulnerability

39.CVE-2026-45641 Windows Hyper-V Remote Code Execution Vulnerability

40.CVE-2026-45635 Windows UPnP Device Host Remote Code Execution
Vulnerability

41.CVE-2026-45599 Windows UPnP Device Host Remote Code Execution
Vulnerability

42.CVE-2026-42987 Windows Deployment Services (WDS) Remote Code
Execution

43.CVE-2026-44815 DHCP Client Service Remote Code Execution Vulnerability

44.CVE-2026-47291 HTTP.sys Remote Code Execution Vulnerability

45.CVE-2026-47652 Windows Hyper-V Remote Code Execution Vulnerability

46.CVE-2026-45607 Windows Hyper-V Remote Code Execution Vulnerability

47.CVE-2026-47288 Windows Kerberos Key Distribution Center (KDC) Remote

Code Execution
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48.CVE-2026-45657 Windows Kernel Remote Code Execution Vulnerability

49.CVE-2026-48574 Windows Media Remote Code Execution Vulnerability

50.CVE-2026-45636 Windows NTFS Remote Code Execution Vulnerability

51.CVE-2026-42981 Windows Performance Monitor Remote Code Execution
Vulnerability

52.CVE-2026-42974 Windows Performance Monitor Remote Code Execution
Vulnerability

53.CVE-2024-43582 Remote Desktop Protocol Server Remote Code Execution
Vulnerability

54.CVE-2024-49123 Windows Remote Desktop Services Remote Code
Execution Vulnerability

55.CVE-2026-44812 Windows Graphics Component Remote Code Execution
Vulnerability

56.CVE-2026-44803 Windows Graphics Component Remote Code Execution
Vulnerability

NIREIN NX2UN IWARY? NII%Y NINAN NNR2IN/D'A272 NIMYag 67.23

1. CVE-2026-45490 .NET SDK Elevation of Privilege Vulnerability

2. CVE-2026-42836 Windows Function Discovery Service (fdwsd.dll) Elevation
of Privilege Vulnerability

3. CVE-2026-45476 Microsoft Azure Network Adapter Elevation of Privilege
Vulnerability

4. CVE-2026-33828 Windows Device Health Attestation (DHA) Elevation of
Privilege Vulnerability

5. CVE-2026-45647 Microsoft Defender for Endpoint for Mac Elevation of
Privilege Vulnerability

6. CVE-2026-40371 Microsoft Dynamics 365 (on-premises) Elevation of
Privilege Vulnerability

7. CVE-2026-45504 Microsoft Exchange Server Elevation of Privilege

Vulnerability
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8. CVE-2026-42986 Microsoft Graphics Component Elevation of Privilege

Vulnerability

9. CVE-2026-41092 Microsoft Kinect Elevation of Privilege Vulnerability

10.CVE-2026-45644 Microsoft Live Share Canvas SDK Elevation of Privilege
Vulnerability

11.CVE-2026-47293 Microsoft Office Click-To-Run Elevation of Privilege
Vulnerability

12.CVE-2026-45484 Microsoft SharePoint Elevation of Privilege Vulnerability

13.CVE-2026-50512 Microsoft PC Manager Elevation of Privilege Vulnerability

14.CVE-2026-50511 Microsoft PC Manager Elevation of Privilege Vulnerability

15.CVE-2026-42902 Microsoft PowerToys Elevation of Privilege Vulnerability

16.CVE-2020-17103 Windows Cloud Files Mini Filter Driver Elevation of
Privilege Vulnerability

17.CVE-2026-41108 Windows DNS Client Elevation of Privilege Vulnerability

18.CVE-2026-45597 Windows Ul Automation Manager (uiamanager.dll)
Elevation of Privilege Vulnerability

19.CVE-2026-47292 Visual Studio Code MSSQL Extension Remote Code
Execution Vulnerability

20.CVE-2026-47281 Visual Studio Code Elevation of Privilege Vulnerability

21.CVE-2026-40376 Visual Studio Code Elevation of Privilege Vulnerability

22.CVE-2026-45638 Windows Ancillary Function Driver for WinSock Elevation
of Privilege Vulnerability

23.CVE-2026-45603 Windows Ancillary Function Driver for WinSock Elevation
of Privilege Vulnerability

24.CVE-2026-45601 Windows Ancillary Function Driver for WinSock Elevation
of Privilege Vulnerability

25.CVE-2026-45598 Windows Ancillary Function Driver for WinSock Elevation

of Privilege Vulnerability
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26.CVE-2026-45596 Windows Ancillary Function Driver for WinSock Elevation

of Privilege Vulnerability

27.CVE-2026-42911 Windows Ancillary Function Driver for WinSock Elevation
of Privilege Vulnerability

28.CVE-2026-34335 Windows Ancillary Function Driver for WinSock Elevation
of Privilege Vulnerability

29.CVE-2026-45640 Windows Bluetooth Port Driver Elevation of Privilege
Vulnerability

30.CVE-2026-45605 Windows Bluetooth Service Elevation of Privilege
Vulnerability

31.CVE-2026-45586 Windows Collaborative Translation Framework (CTFMON)
Elevation of Privilege Vulnerability

32.CVE-2026-44809 Windows Common Log File System Driver Elevation of
Privilege Vulnerability

33.CVE-2026-44810 Microsoft Cryptographic Services Elevation of Privilege
Vulnerability

34.CVE-2026-45637 Microsoft DWM Core Library Elevation of Privilege
Vulnerability

35.CVE-2026-44813 Windows DWM Core Library Elevation of Privilege
Vulnerability

36.CVE-2026-44811 Windows DWM Core Library Elevation of Privilege
Vulnerability

37.CVE-2026-44808 Windows DWM Core Library Elevation of Privilege
Vulnerability

38.CVE-2026-44807 Windows DWM Core Library Elevation of Privilege
Vulnerability

39.CVE-2026-44804 Windows DWM Core Library Elevation of Privilege

Vulnerability
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40.CVE-2026-44802 Windows DWM Core Library Elevation of Privilege

Vulnerability

41.CVE-2026-42983 Windows DWM Core Library Elevation of Privilege
Vulnerability

42.CVE-2026-42905 Windows DWM Core Library Elevation of Privilege
Vulnerability

43.CVE-2026-42910 Windows Hotpatch Monitoring Service Elevation of
Privilege Vulnerability

44.CVE-2026-45592 Windows Internet (wininet.dll) Elevation of Privilege
Vulnerability

45.CVE-2026-48583 Windows Kernel Elevation of Privilege Vulnerability

46.CVE-2026-45653 Windows Kernel Elevation of Privilege Vulnerability

47.CVE-2026-42984 Windows Kernel Elevation of Privilege Vulnerability

48.CVE-2026-45600 Windows Kernel-Mode Driver Elevation of Privilege
Vulnerability

49.CVE-2026-48565 Windows Narrator Braille Elevation of Privilege
Vulnerability

50.CVE-2026-42980 NT OS Kernel Elevation of Privilege Vulnerability

51.CVE-2026-42916 NT OS Kernel Elevation of Privilege Vulnerability

52.CVE-2026-45487 Windows Program Compatibility Assistant Service
Elevation of Privilege Vulnerability

53.CVE-2026-42837 Windows Projected File System Elevation of Privilege
Vulnerability

54.CVE-2026-42828 Windows Projected File System Elevation of Privilege
Vulnerability

55.CVE-2026-42991 Windows Push Notifications Elevation of Privilege
Vulnerability

56.CVE-2026-42979 Windows Push Notifications Elevation of Privilege

Vulnerability
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57.CVE-2026-42978 Windows Push Notifications Elevation of Privilege

Vulnerability

58.CVE-2026-42977 Windows Push Notifications Elevation of Privilege
Vulnerability

59.CVE-2026-21530 Windows Rich Text Edit Elevation of Privilege
Vulnerability

60.CVE-2026-45593 Windows SDK Elevation of Privilege Vulnerability

61.CVE-2026-48578 Secure Boot Security Feature Bypass Vulnerability

62.CVE-2026-47648 Windows Storage Elevation of Privilege Vulnerability

63. CVE-2026-42904 Windows TCP/IP Elevation of Privilege Vulnerability

64.CVE-2026-42912 Windows Telephony Service Elevation of Privilege
Vulnerability

65.CVE-2026-40409 Windows Universal Disk Format File System Driver (UDFS)
Elevation of Privilege Vulnerability

66.CVE-2026-40404 Windows Universal Disk Format File System Driver (UDFS)
Elevation of Privilege Vulnerability

67.CVE-2026-42989 Winlogon Elevation of Privilege Vulnerability

:NN'Y NVIN N9pNN IWax? ni?1%v NiNan NN2M/nanna nifvaa 10.24

1. CVE-2026-45591 ASP.NET Core Denial of Service Vulnerability

2. CVE-2026-49160 HTTP.sys Denial of Service Vulnerability

3. CVE-2026-45606 Microsoft UxTheme Library (uxtheme.dll) Denial of Service

Vulnerability

CVE-2026-20846 GDI+ Denial of Service Vulnerability

CVE-2026-42914 Windows Kerberos Denial of Service Vulnerability

CVE-2026-42903 Windows Kerberos Denial of Service Vulnerability

N o v b

CVE-2026-44805 Windows Network Controller (NC) Host Agent Denial of
Service Vulnerability
8. CVE-2025-21330Windows Remote Desktop Services Denial of Service

Vulnerability
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9. CVE-2024-49075 Windows Remote Desktop Services Denial of Service

Vulnerability
10.CVE-2026-42915 Windows TCP/IP Denial of Service Vulnerability
122N ¥ qQpun Iwax? N7y niNan nRnam/onnaoia ninvaa 10.25

NNDLANR

-

. CVE-2026-45591 ASP.NET Core Denial of Service Vulnerability

2. CVE-2026-49160 HTTP.sys Denial of Service Vulnerability

3. CVE-2026-45606 Microsoft UxTheme Library (uxtheme.dll) Denial of Service
Vulnerability

CVE-2026-20846 GDI+ Denial of Service Vulnerability

CVE-2026-42914 Windows Kerberos Denial of Service Vulnerability
CVE-2026-42903 Windows Kerberos Denial of Service Vulnerability

N o v b

CVE-2026-44805 Windows Network Controller (NC) Host Agent Denial of

Service Vulnerability

8. CVE-2025-21330Windows Remote Desktop Services Denial of Service
Vulnerability

9. CVE-2024-49075 Windows Remote Desktop Services Denial of Service
Vulnerability

10.CVE-2026-42915 Windows TCP/IP Denial of Service Vulnerability
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