7N
MINTI I3

1991 :'2IN'0 N'A191100 NAN naN

TA1D NPOON MUY NO'PN

23/04/2026
I"OWN MR Checkmarx Yw n101n nib'an

[vix'2h ni'T'n NIdIyo] [N'xpn]

NN WIN'W NWIY 1I'N DJIAN D INTIE e | N1DIN NiY2an 190N D nNiT Checkmarx N12n - .1
JOPNINY NINDIA2 ,NON NIVADNN NIDINN JITTTIP N2 SN IDPNIN DT DY NIPTNINNN

909 NILIBNN NIPNN NINDIA2 P NN NiYaN2 wIN'y D'WIY DOIN D NTID yoInin .2
YNID ND D"0AOIN [PTD 'PID2 D INTH e | POl AN NN LIDPNINY NINDIANND N1DINN
OV IN 198 N1DIN NI9'2N SW [IDTY DI'NIDIYNI .NN2NN T 9Y INDIIBY NII'PN NINDIA

.(Dependencies) [N2 NIWNNWNN NIJIN NIN [NTN PID2 19X NIDIN NID'AN2 WIN'YW DN'WY DN .3
JW 'ONIVIN |IDTY NWTN AYTIND TV 19701 e | D'0ISNN D'D0I1 D'TYNI VIPIY W' ,IDPNIN 12YW
IDE Marketplaces-2 NIpnw Niv'aNn NI NIDIYD" /Yol "NITIINNN 'DIT" §'YD2
IN DN NYIAY NIDIN NY'2NYW TWN D' DN e SVINDS

'WYNN 92 NN 19'9NN ,00'NIDIYN2 NYD NRYN] N'N'Y 92D 1T NYINN PTY' 'NINDN 12'0N vn - 4
NIAINN ININ DY 1991, Secrets-NI NINTINN iy D2

12"0 VIN'RD TWNY

[D'OND]

JIN2N NINSDN TIPN nIvMN2 It TP SNWIN NN DDl DPNIN D 0N ¥ .1

1. Checkmarx public DockerHub KICS image - https://hub.docker.com/r/checkmarx/kics

1. Malicious tags: v2.1.20-debian, v2.1.21-debian, debian, v2.1.21, v2.1.20, alpine,
v2.1.20, v2.1.21, latest

2. Malicious SHAs: sha:222e6bfed0f3b, sha:9183908decd0f, sha:a6871deb0480e,
sha:ff7b0f114f87c, sha:1b01a97753780, sha:2588a44890263, sha:54f8a56bf1f71,
sha:d186161ae8e33, sha:415610a42c5b5, sha:e35bc6afc4857, sha:a0d9366f6f016,
sha:903eef3c05f6e, sha:26e8e9c5e53¢9, sha:7391b531a07fc, sha:4c963fa00e585

3. Timeframe: from 2026-04-22 12:31:35.883 UTC to 2026-04-22 12:59:46.562 UTC
Safe SHAs:
sha256:b29ec62a21fb97f0b65aee2307fcb29dd334c1e39e2c1f1cfe56102fceT1cobesd
sha256:aaf7bd6147f45b3717d4868be71d1c5ab2dceefbe9a2f95d3980d1ce8beb655a
sha256:931¢c39695de4ca5782d2b1c8370a055b337e3b9¢35611583dde0bf09961de217
sha256:3e5a268eb8adda2e5a483c9359ddfc4cd520ab856a7076dc0b1d8784a37e2602
sha256:643071cf0c1657eaea695a48b49d2d61b7e625bb87c51505530e624e0c0alad1
sha256:d6d12f269db55d9¢ca59e2886248997c0613f8d1855f0380716795b6b9cedce90
sha256:990ae994fbbe59760c8e4f7e89b1193a39a0c2968909058ec29335cbh6d80efc
sha256:fbb9ccadb03a76bf2738ddfce22901805f1fbe0fc7bb91c10e06c0e5dacc81a6
sha256:f5cd055391107 1fceded77b3d3fa3cceab8dd78382263aa0d4e59837a95191b0
sha256:ce331¢c17c8b62d057c8c568cab696c49b51cf44c3f82a93b2f93f0347b3ad889
sha256:7b0a4d750acd491942ce9de52¢c1183fbf4451¢c1c936780ec2cfacd2650e7d84c

sha256:b3bae8d1a85e3d275b5f8d97ae32c89e969197409fab61ea1410031f63b932797
sha256:b855eb1c94f8e918cb203c5795e689b0b28c78fa696fc36c0d21817127be405e
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sha256:e0335bf6e906183f9b3e243500cb055b7aeb72a7150841115fc45b6f14519732
sha256:4d52fd675bd4e9c1da037badbbf29886e57b835f4df65¢c72a3f26c5d83f8d945
sha256:84c6d3dbeebbdbcad29309ca852c355a43fef442c06b7d05504f45f610876f98
sha256:b0940338e261787db5eff8b5fb55b728e9eebf4716181bfbad700f716499e29
sha256:0a448268acc0ecf8158f9dc47728b86ae0378dbd1a745097b945481483bf7c11
sha256:010c5aaba344689f02a4a60f35ed6df9d2de4297df285ebe3e055a9165f91337
sha256:945e4a660bead055d29a35b220dd13a7104a71571f81afbea9851e681ec2547¢

2. Checkmarx public ast-github-action - https://github.com/checkmarx/ast-github-action
1. Malicious tags: 2.3.35
2. Timeframe: from 2026-04-22 14:17:59 UTC to 2026-04-22 15:41:31 UTC
3. Safe SHAs: 2.3.36 => e3f1356c077fcb2ad2062ccc8c9f1631bae59128
3. Checkmarx VS Code extension
1. Microsoft marketplace:
https://marketplace.visualstudio.com/items?itemName=checkmarx.ast-results

Open VSX marketplace: https://open-vsx.org/extension/checkmarx/ast-results
Malicious tags: 2.63, 2.66

Timeframe — 2026-04-22 (exact hours under investigation)

Safe SHAs:

ast-results-2.67.0 -
9687ab77bb5f7d6ef74a44455677ed1cbead969832da52333f4c1e0fbf5e1f32
cx-dev-assist-1.20.0 -
5ca81¢cd23c1892b292019a47b57fca519a139df8bd6c3793c709fe192c6226b4
4. Checkmarx Developer Assist extension

A A

1. Microsoft marketplace:
https://marketplace.visualstudio.com/items?itemName=checkmarx.cx-dev-assist

. Open VSX marketplace: https://open-vsx.org/extension/checkmarx/cx-dev-assist

3. Malicious tags: 1.17, 1.19
Timeframe: 2026-04-22 (exact hours under investigation)
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1. Use pinned SHAs and review or disable auto-update settings in IDE marketplaces.
Rotate secrets and credentials if a compromise is suspected or detected.

3. Use only known safe versions including:

DockerHub KICS image: latest, v2.1.20, alpine, Debian,

Checkmarx ast-github-action: v2.3.36

Checkmarx VS Code extensions: v2.64.0

Checkmarx Developer Assist extension: v1.18.0
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https://checkmarx.com/blog/checkmarx-security-update/
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