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e SQL Server (NIXLIN NN2UN IWAN? n717V NIVaan)
:0'N2N 02272 NP NMyna L2
e Microsoft Office
e Microsoft Excel
:0'N2N 0'2'2712,0'9IN T NIZNXIAN NIMY N1A 120 Ni2va nimyna .3
e Microsoft Graphics Component
e Windows Accessibility Infrastructure (ATBroker.exe)
e Windows Kernel
e Windows SMB Server
e Winlogon
NN7UN IwWaN? n7217u Active Directory Domain Services nn'wa niynaa .4
JIURRNN
977 AwaK? ni?17v Active Directory Domain Services 1'212 nivna 6 .5
JUTNNN IR VTN
NN7UN TwWax? ni?1%v Microsoft Graphics Component 21272 nivna 4 .6
JITNNN IN NN NV Napnn NIRYAN
NN7UN IN PININ TIp NXAN AwaN? nizioy Office miama nimuna 4 .7
JIRYNN
VTN 92T IR PINN TIp NXON War? Ni2i%v Excel nlamanimynaa 5 .8
JUTNNN IR PN TIR NXN WaNR? Ni212v SharePoint n12ama nimuna 3 .9
JINWAN NN7VUN IWaN? n21%V Hyper-V nn'wa niviaa. 10
JINWIN NR72UN TWaN? NIy SQL Server nawa niiynia 3.11
nI717v Windows Ancillary Function Driver for WinSock 2'27a nimynaa 4.12
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Nni17219V Windows Bluetooth RFCOM Protocol Driver 2'272a nimynaa 2.13

JIRYIN NN72VUN TWaN?
IwaN? nni717v Windows Device Association Service 1'311 nivaa 3.14
JINYIN NN72VUN
.NNDAN 'WXNAKR NY qpun 1wWar? n21%v Kerberos nn'wa niviaa .15
JIRYNN NR72UN Twar? Ni21%v Kernel-2 nityna 3.16
21NN T NXIN IWaN? n21%v Windows GDI a'a1a nivnaa. 17
JINYNIN NN72VUN IwaNr? n217V Windows NTFS nn'wa niviag .18
Windows Routing and Remote Access Service (RRAS) nin'waninyia 6.19
21NN TP NXIN IWaAN? NIz
JIRYAN NR72VUN Awar? ni?i2u SMB nawa ninyna 2.20
JIRYIN NK7VUN AwaNR? n217V Windows Win32K 212121 nivnag .21
JINWAN NN2UN AWaN? n21%v Winlogon nin'wa niviag .22
JINYIN NN72VUN AwaN? n217v Azure MCP 11211 niviag .23
21NN TP NXIN IWaAN? n217V Windows Print Spooler nin'wa nivaa .24
;1NN TIR NXIN IWAaAN? NI71%Y NINAD NIR2IN/Da1a ninyae 20.25
1. CVE-2026-23654 GitHub: Zero Shot SCFoundation Remote Code Execution
Vulnerability
CVE-2026-26113 Microsoft Office Remote Code Execution Vulnerability
CVE-2026-26110 Microsoft Office Remote Code Execution Vulnerability
CVE-2026-26107 Microsoft Excel Remote Code Execution Vulnerability
CVE-2026-26112 Microsoft Excel Remote Code Execution Vulnerability
CVE-2026-26109 Microsoft Excel Remote Code Execution Vulnerability
CVE-2026-26108 Microsoft Excel Remote Code Execution Vulnerability

© N o U0 Bk~ W N

CVE-2026-26114 Microsoft SharePoint Server Remote Code Execution
Vulnerability
9. CVE-2026-26106 Microsoft SharePoint Server Remote Code Execution

Vulnerability
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10.CVE-2026-26030 GitHub: CVE-2026-26030 Miicrosoft Semantic Kernel

InMemoryVectorStore filter functionality vulnerable

11.CVE-2026-25190 GDI Remote Code Execution Vulnerability

12.CVE-2026-24288 Windows Mobile Broadband Driver Remote Code
Execution Vulnerability

13.CVE-2026-23669 Windows Print Spooler Remote Code Execution
Vulnerability

14.CVE-2026-25172 Windows Routing and Remote Access Service (RRAS)
Remote Code Execution Vulnerability

15.CVE-2026-25172 Windows Routing and Remote Access Service (RRAS)
Remote Code Execution Vulnerability

16.CVE-2026-25173 Windows Routing and Remote Access Service (RRAS)
Remote Code Execution Vulnerability

17.CVE-2026-25173 Windows Routing and Remote Access Service (RRAS)
Remote Code Execution Vulnerability

18.CVE-2026-26111 Windows Routing and Remote Access Service (RRAS)
Remote Code Execution Vulnerability

19.CVE-2026-26111 Windows Routing and Remote Access Service (RRAS)
Remote Code Execution Vulnerability

20.CVE-2026-25166 Windows System Image Manager Assessment and
Deployment Kit (ADK) Remote Code Execution Vulnerability

NINWIN NR2VN IWar? NI NINAN NN2IM/DA272 NNy 46 .26

1. CVE-2026-26131.NET Elevation of Privilege Vulnerability

2. CVE-2026-25177 Active Directory Domain Services Elevation of Privilege
Vulnerability

3. CVE-2026-26141 Hybrid Worker Extension (Arc-enabled Windows VMs)
Elevation of Privilege Vulnerability

4. CVE-2026-26148 Microsoft Azure AD SSH Login extension for Linux

Elevation of Privilege Vulnerability
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5. CVE-2026-23665 Linux Azure Diagnostic extension (LAD) Elevation of

Privilege Vulnerability

6. CVE-2026-26118 Azure MCP Server Tools Elevation of Privilege
Vulnerability

7. CVE-2026-23660 Windows Admin Center in Azure Portal Elevation of
Privilege Vulnerability

8. CVE-2026-26117 Arc Enabled Servers - Azure Connected Machine Agent
Elevation of Privilege Vulnerability

9. CVE-2026-23667 Broadcast DVR Elevation of Privilege Vulnerability

10.CVE-2026-24292 Windows Connected Devices Platform Service Elevation
of Privilege Vulnerability

11.CVE-2026-25167 Microsoft Brokering File System Elevation of Privilege
Vulnerability

12.CVE-2026-23668 Windows Graphics Component Elevation of Privilege
Vulnerability

13.CVE-2026-26134 Microsoft Office Elevation of Privilege Vulnerability

14.CVE-2026-26134 Microsoft Office Elevation of Privilege Vulnerability

15.CVE-2026-25170 Windows Hyper-V Elevation of Privilege Vulnerability

16.CVE-2026-26116 SQL Server Elevation of Privilege Vulnerability

17.CVE-2026-26115 SQL Server Elevation of Privilege Vulnerability

18.CVE-2026-21262 SQL Server Elevation of Privilege Vulnerability

19.CVE-2026-20967 System Center Operations Manager (SCOM) Elevation of
Privilege Vulnerability

20.CVE-2026-24291 Windows Accessibility Infrastructure (ATBroker.exe)
Elevation of Privilege Vulnerability

21.CVE-2026-25179 Windows Ancillary Function Driver for WinSock Elevation
of Privilege Vulnerability

22.CVE-2026-25176 Windows Ancillary Function Driver for WinSock Elevation

of Privilege Vulnerability
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23.CVE-2026-24293 Windows Ancillary Function Driver for WinSock Elevation

of Privilege Vulnerability

24.CVE-2026-25178 Windows Ancillary Function Driver for WinSock Elevation
of Privilege Vulnerability

25.CVE-2026-25171 Windows Authentication Elevation of Privilege
Vulnerability

26.CVE-2026-23671 Windows Bluetooth RFCOM Protocol Driver Elevation of
Privilege Vulnerability

27.CVE-2026-23671 Windows Bluetooth RFCOM Protocol Driver Elevation of
Privilege Vulnerability

28.CVE-2026-24296 Windows Device Association Service Elevation of Privilege
Vulnerability

29.CVE-2026-24295 Windows Device Association Service Elevation of Privilege
Vulnerability

30.CVE-2026-24295 Windows Device Association Service Elevation of Privilege
Vulnerability

31.CVE-2026-25189 Windows DWM Core Library Elevation of Privilege
Vulnerability

32.CVE-2026-25174 Windows Extensible File Allocation Table Elevation of
Privilege Vulnerability

33.CVE-2026-24283 Multiple UNC Provider Kernel Driver Elevation of Privilege
Vulnerability

34.CVE-2026-24289 Windows Kernel Elevation of Privilege Vulnerability

35.CVE-2026-26132 Windows Kernel Elevation of Privilege Vulnerability

36.CVE-2026-24287 Windows Kernel Elevation of Privilege Vulnerability

37.CVE-2026-25175 Windows NTFS Elevation of Privilege Vulnerability

38.CVE-2026-25165 Performance Counters for Windows Elevation of Privilege

Vulnerability
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39.CVE-2026-24290 Windows Projected File System Elevation of Privilege

Vulnerability

40.CVE-2026-23673 Windows Resilient File System (ReFS) Elevation of
Privilege Vulnerability

41.CVE-2026-26128 Windows SMB Server Elevation of Privilege Vulnerability

42.CVE-2026-24294 Windows SMB Server Elevation of Privilege Vulnerability

43.CVE-2026-25188 Windows Telephony Service Elevation of Privilege
Vulnerability

44.CVE-2026-23672 Windows Universal Disk Format File System Driver (UDFS)
Elevation of Privilege Vulnerability

45.CVE-2026-24285 Win32k Elevation of Privilege Vulnerability

46.CVE-2026-25187 Winlogon Elevation of Privilege Vulnerability

NIN'Y NYUIN NOPNN IWaRY? NIZ1%V NINAN NI2IN/DAA NINYag 4.27

[EY

. CVE-2026-26127 .NET Denial of Service Vulnerability

N

. CVE-2026-26130 ASP.NET Core Denial of Service Vulnerability

3. CVE-2026-25168 Windows Graphics Component Denial of Service
Vulnerability

4. CVE-2026-25169 Windows Graphics Component Denial of Service
Vulnerability

:NNDAN [1220N Y2 Qpun Iwaxy ni?i%v NINaN NIR2AM/pRAna Ny 2.28

1. CVE-2026-24297 Windows Kerberos Security Feature Bypass Vulnerability

2. CVE-2026-23674 MapUrilToZone Security Feature Bypass Vulnerability
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