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"A passive optical network has a shared medium in the upstream direction, and
the passive optical distribution network (ODN) combines all ONU outputs
towards the optical line terminal (OLT). Therefore!®, an ONU that is not
transmitting in a manner consistent with parameters specified in the standard
can threaten all upstream transmissions on the passive optical network (PON),
causing interference and disrupting communications of other ONUs on the
PON. An ONU that has been designed, produced and deployed with an intent to
be compliant with the standards, but as a result of a design flaw, a
manufacturing error, hardware or software failure, environmental or other
external impact, transmits optical power up the PON to the OLT in violation of
the parameters of the standard is called a "rogue ONU.”

This kind of rogue behaviour is not unique to PON systems, but may exist in any
communication system that uses the same shared channel scheme, leading to the
situations where a single rogue device may impact other devices or disrupt the
operation of the entire system. Diagnosing and isolating the offending device
can be difficult since the affected devices are not always the ones causing the
disruption. In the context of PON systems, this Supplement raises awareness of
rogue ONU behaviour, and provides system designers and implementers with
techniques and tools to facilitate the prevention, detection, isolation and removal
of the offending ONU to avert or minimize service interruptions to other ONUs
on the PON.

Supplement 49 to ITU-T G-series Recommendations Rogue optical network unit (ONU) Y7
considerations

International Telecommunication Union
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This treatment distinguishes a rogue ONU from a unit that intentionally or
maliciously transmits optical signals that are not in accordance with the
standard. In the strictest sense, these devices or intentional jammers are not
ONUs, since they do not follow the ITU-T Recommendations that describe
ONUs. They are essentially illegal devices that intend to deny or steal service
from the network. However, these devices may exhibit behaviour and use
processes that are similar to rogue ONUs and, therefore, the techniques

considered in this Supplement may facilitate their detection”...

DOCSIS 991114991 0535 9

1YV .13
D929 DTN NI NXP TN 2D NYAPY PIDN DYV MNNND N POTINN NPOWN D WO)

WINIVYNY NPOTINN NPYINY DIV NP TPSD NPOY oxnNn X DOCSIS 5pvinoa

SY NYAVN Y230 PN XD WYN IX DWINN DY 7INTIND PNITYL TIIND MY JPON ON»NN
7P NYAY NN MPYHNNRNN MYP” KIY,NYI1 DINN DOWNRNWN Y

NYAPHN NN NIYLN 1 NIYN

VTN NIV NYIA 12TH 1N .AYNN OYOPNI NDNHNY NYI XN VIN DY D151 NYI
DXVNYNN DNTIND NPND MIYY 199 ,TAX THN 1) DY 12y DY DVNHNYN DY
NON DIMINND .OINKX DOUNNYN DY VI DY NYAVN qGN) ¥nd DY) NNIIDNI
799 921 .NWAY 9aNNNN TPXD DN NYIN DY HY NN DYDY NIPL DIINN
920N NN YNNI NNVIN DINN PNVIIN 797NN NMNXIL DNV DXV D) DIIMP
.ON DYV TN DIWNAY TYNM MNYIN NN DXINNN

NYIN POND D925 MNYIA DNTIN MPOY ,MIT MITONND NMYI O) MNMP ¥ PIY
,0°9250 TPY DY NPPNN MNIN DY MONMNN NN DYNY INT .DNP TP DY NNVPNN

:BEREC ponav 2012080 vindwo CablelLabs

As outlined in this contribution, the standardized incorporation of DOCSIS signaling into a
cable modem is essential for the provision of secure cable broadband service. Cable
networks clearly do not terminate on the network side of the modem; modems are a part of
the network, and BEREC's Option A is inconsistent with technological reality.

20 BEREC Guidelines on common approaches to the identification of the network termination
point in different network topologies [‘NTP Guidelines”, BOR (19) 181]
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