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09139 YPN

99350 H PPIY3Y 12 MYNA NYPN ,92500 3N YV INNIY DY DI D991 935900 N
L1P9N3 IN 91593 HYNY) 3NN TN 1YY 95315 DINYY 1IN DIN1N SDDN ANINN PPaY 1A
MPYUN NNPON NYIAY (NN NPHUN IN NPNIDT MIIYN NP YWNY) >9300 DIYa hyay
795 MYP JIMNGIN 99 MNININN MIADNNY MINN 925500 MO¥PN DTN N2 NPIAY N, NYD
919509 90 M99

YN ;7210 MOPNN IRNIND 0DIYIY O1NIAN ,ODPNIND DIOIVIN DY DINVPRN NN
DYPIN ,7DOVDIDVPNRND NPV MININ , NIV NININ ,MNTN N2 ,D9PIN YW NANIN NYIVNIN
YN ,W1592 IN WO NYNAY DYDY DPIND DXIWAND 92201 2NN HYW DO TINMT PINIAND .ONINTII
INXIND SNYTIN P GNR) IWVIDY IN INDTN YN NINY ,0MPN DIONN DY NHPTIPIN MOYNI2
.20 NYYPNN

PN NPNYNOVI NNVYPN 2227 ,D33WNNN 257N NI ,)12172 NN 2NN NI 20N 2NN
YTNRN MOIWNI NN NNNN NI INND .APTIN ST DY KDY ,DNNIN 7Y DOVIYN DHYNNND
VAN NYINDI NIWTND 92501 2NN DY NN IMDYN DY ,DMNIIND OININD DY NNYPRNM
N72NN DY NI MON — PRY 29 NN TPNI .APTHRN PPONY NYTN NDMNN NYIT VDN SV
;272010 2NN DY NNNN YD 992 ,WNN YV NNOND ANIND IMNNOND TXD 92»0N 2NN MIITIND
NPOPNDYT ON YD ,NNMP TINNVLI NPDINDT HY NI NPN L, NPTNN NPINN NI THPNA
JORDNW TOTINY

IR MY TR OECD-7 %911 2015 NIV .FHNIND 920 NNN NPITH NNTIPN 299NN M»TNa
YOV ANINY DMINDX0N OY MTTIINN NYDIDN 12D NN NP TH YD

TINPNN MI2N NN >NNN PIN (10.5.2018%-n NN qPINI) XY PRN TINPNA PPN ,2016 mwa !

! http: #www.oecd.orgsstizieconomyrdigital -security-risk-management.pdf
2 https: //ec.europa.eu/digital-single-market/en/network-and-information-security-nis-directive
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210 OYIPRIIMIND NIV 1D DIPNYI NPVIIP NPNYND NITOX YIAPY ;7210 NN NPT WD

D92 DTN DMDON NWNRNK TAN XIN 1207 7 39N 195951 DINON Yap ,2018 MW NMTa
2P0 OYIPNRD MOIWNN NN PN POONM

NVIONN 191D DIV KNI DININ DX TPINN D291 T2PDN OIVIPN NINDY T TN 10X NIND
,PYNN DY 920N N0 DINNEDY DNNIND JOIND NXROYND 1Y NYITN DY DRIY NOwnn
.DONIIM NN ,NPYPN ,NITONX 1ND DMNY NPITN YD NOYIN MIYNHNI

AYYUNND DIYINY NPITHN MVLYNN NN YNNG 1) ,NT 7H01 70 PINX 92900 PIN 1N

1OIND NIRYIYA TNEY 925501 NINNY S1IP YN MINY 9913 Y NNPH 119913),2443-) 2444 MVYNNA

VY9 NN HNN T2 DAYY NN MTNNRNNY 290 SPIN HY NP TN PYNN NN YW
LN DINNA PINPTIN DITOND HY DIYLNND HVIVN NN

S92501 PIN 99N HY 1M1V NRIPY NINDINT MYOVWN NIIYN NN NPOY XN NT 7R0N HY INION

,TONTN PN 210N NNN DINNA NPNYWNND NITONI TNNN NN PIVN DOV NN MN8N NY TH0N
TADNN .DINNA OINIYIN ININN DY NN YOINN NN NXOYND DOWITIN DIXTYSN DY MM Tin
Y PO NND 7NV MAIWYNND MNINN DX PSNY,TPNPTH MAIWNN DY DY DOTIN 9910

TIO? DY, MO NYINI NTPINNT MDWIN DI1VIN2 POIW ,712»0N PIN DTN MNONIN P
9 DY NNY OPYNN JOIND DX PIND NPTNY 1IWARY TUN 1IN IMINDD NN 7NN ININN

MNYHY NTYN 1210 NNNY PESNIN NDXAN IMINDN 110N TN YV NN Maovw nvbvy noan
VININY DMONN NINIPYD) 1IN MNIPYL VINOY TIN PNV NYT IPPW NHYIND THINTHNI NINON
55 DWW MYTN DN Y77 DOVYTN DINPX 1Y 2D 2NN ONNN NINDY ,NNT XY 1 NDan

.MOND HY NYINII NOYIN IWIRNY MVAVN NNDN NYITI NN

DYDIVYN ,THN .01 DMNDY DIDIVIN P2 JINRD TN NN OWHITH PN PXLININ NN

NXIN L, TN TIVND NPTHN NN DN DRY DIVTN DMINDD DM’ 1NN 12 DN ANINIY DN
MHYTNL NYNI PYNN DY 9Ty dNOONT DV NOLNN DXWIANN OPNVINT DMNDDN YINOND
QNITND PYWNRN Y 920N DPNX NIYAYNY 12ynY 18D v 55531 920N IWpPna , 021N 0X¥119N)

SN POINA DIWMOhttps: /www.ncsc.gov.uk/guidance/introduction-nis-directive
The Global Risks Report 2018, World Economic Forum: https: /www.weforum.org/reports/the-global-risks- 3

report-2018
2017 ;9201 NNNY TPINIYN PIVIVONN PRINDN 120N TIvn ¢
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IRY PININ VP AN MIYAYN DY DN DIIPIY T2 INT ININD ) INVIIY PN IDINA IWHIPN NIN
NYYA ,NYINY MNVINI NNON NYY TNN ,)D DY 7292 PYNI N9 YNNNA NIV MY 1NN
PN MYN HIAPN ,MPNNI NNNWHN MO DINDNY NO1DY

19900 NPNOYNN NPdYPN 99 NANN NVDININ DOIN NNNON XWNI 2118 'ON NYWNHN NVONNA

PO NON VTN TPXDNT D910 1IN 922010 PIN PITN .ISHNT MDY NOWYN OMOPY IYTN SO

Y TINODID 1.7 DY D102 TINN 11PXDNTN DV, I8N MDY NIV N5V, WATID 920 .N1DNva
T THONI NN VNN NOOY .ONY 5-5

D»NMINN DN OMWIN .INXY POVI NN JPN PIVIY PHRNY N0 DRI KD ,PIVN OOV NPPON

DV 2ANN  NAVTN TPNOWNN MAIYNN KDY ANNN PPN XN DY NONNN KD GX) NNIN NN X))
DTPY VIMN MNP MM PHNN DY INDA ,TI9D PN’ WY XIN DY) XINI 121070 NN
,DMIVN NDP0N MNID NIYIN NNXIY NN DINNNDI NPT NPT P RN ,ADIWN M0 DTN

PPTHN MOON OPP MDD NX NOWN DINN MDINDIAM PN 11D2INN 27070 NN ANIY TIUN 19INI

bH9a PYNYY DN HY NN DNYY DININY NYMINN NYPYA 5915 19INA 23 130D 1INTNY
059920 NN ,SYNIYIN 920N 2NN PANRD NNSPN POINNN NHYY 2019 SPT) NN NN
T PINA /51990 MNYYIN NPV PRY HSMPNYNI N39 N3N 3998N DIVINRY NYINIY
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YTRIN ,NNVPNN DXAWNNN NMINYI 99910 207190 ,0TR T NWYN YMIONDN 2N NI 92»0N

M>215 S ,2UNN MOIWYN P2 NPNWYIPN DY NPNND MINNINNIN 1N MYSINNDY MDWINM) ,)Nav

NN DMIN8YN Y952 DN 2NN VIN PVNRND DINN DI DIPYNNN DY IPOYA NPIRM TIDYN
PNONN NYA PYNIRND MNNINNA NIIIN NYNND IMNX DIINM 210N DY PMIYIYD

D990 YN ,N9PXNA NPTIN DINPR NYIVN NISDN 12»DN AN HY NIVIN PPN ITIPON NN

DYNYN DN ANIHN 12D 12 NXNN PRIV 12 MDNA NMHYN ,ANIDN DY INNHN DY DMINYNND)
DD YN NNN NNNPN NYIY J (TIPON2 IN Y1992 WD) 2NN TINA NI 11 9Y21ND DIDIDY ION
NPIVY NON M .(TIVI MO NNNNA TN DAL ,NDO0N NPNNI ORI NWINI DY HWNY) >09N
AWM Y9995 DINAN NN INIAN ,IIN DIIPN WD) N MY GNI NN TPDITD NYHY DD

22PN MYYa 09IY2 INPA O9YTHN DINDON NVWHRNN TAND TN T210 PN D NYIAPY

TN T DY DXININ DN MNTN :OMMY DM NN OXTNIY 12PDN PR INNNND

DN DY TN PDOVDIDLVPRN” ,NYIV MNP,V MNNIN DN DONTT DONNTN-NY DNININ

219 ,°N17 PP N20), NV TIT,I0T,0109 )0IND PNV NYIIN DY) 120N MIAPNN YNNNN
PV NIV NN IRND TV PPOY

DN N DXPYI DN NPV MIAN THAN NNRNY NN NYAPNN VPPN ANINI
NN IIIYN IN YAV MNDN,DNINVII DMIPN NI DOYMYNYNI D1NNON DINPN DY DNSYL TTINNNY
NPOADN MYXNNIY NPPM NPPN MYNNIND ONN MY NPY DY INNN NPTHN ,TID OXNNA .NIID
PYNI DMNIN DN DMIPNA,IDN ANIN,TIY NNITL.NIVYNI NIAX NHPNTI ,NNIND NPY OIMPY
2NN DY DOWAWNN DPMIYIYI 9210 MIPN DIN DX DNNY DY PN DNDN DN IN DN DN
MOSP2a DXWINY MIPNNA DY) DIAIDIN PANIN DNYN 12 WTN D) ANIND NOWNN 0D 12»DN
PNVIAN DY THIRINKND NNTHN DY NTPON YININ TNXD NN ,DPMOIWNDY HNIWI DININD
.Y WTN 2ND2 PPN TIPANM

D)ANNM P2 .0MNNDN DONITH DIPNRND NNY NNNIND NNDNA D) DIANNN I2DN PN
S TNNY ), OOTINON

The Global Risks Report 2018, World Economic Forum: https: /www.weforum.org/reports/the-global-risks- *
report-2018
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PRI YIVTN ,TIND PN 2P J2TYNN 120N NN DY 191NN OYW - 1NN NNV MNNINN - e

PYNI DYUMIN IR NPOY ,NANT 28D NNHN INOD MIN DY NDIDN LONNNA TN 1OTYNND

NN DONTY INT) MIYIN ONDA TY DO ,DINP AT OPI92 NPMYHYN MOLONN YaPs) 0Dy
.(2017 >na WannaCry napnn 5m SX 1PN TNHN 11992 NN 51N

,720N 2NNV YN ,TPNDTH NN NNMP 01N NNTHN M) DYV TV - DNVPRD NPOD)
D191 AN YON DIPIN DI HN NNNN NN IMNYY PYND PUNI ININ DI WA

GPINN DYV I NOVNNND MAPIN NNNA NOXDNND PNRN SYY T - 99IND PHD P MIVION e

M2 XYY” DYS ND D9 9PINNY Tiva ,90Na .NOWNI NNN NP2 DINX DY P NIONID

YN 901 MY .NYIPN MLIVNI MDVNI NNDNI NIYN NNY YITI PHNY 2N ,/D»VIVN

DY NIPNA D) NPON NNMT OMOY IUNR DIDTRNND D1IPNN DD DYIND 913> GPINNY DTN

YT TOONND PHRN DY TR (D950 NONI D1 DTV NOPPN DD IN INDIMNNY MYIIN DIN)
NP NPNNOL

DNNNA PID PIRD ,ONN0NN TN ININIY TIYA — PIIRND NVIOYI DPRY DNINA RPN NON @
MYMNI PN IDINDY MDY YOI PNHIN ;12001 2NNV 1IN ,I10Y DMD0N DI »D0NnD
191N 19N LYINNY 1210 DN DY NDIDN DY NPIDRN NIVIY HY NNNN NN TN MININ
NNNN NN DY NOYONN MIINON NI1NN NN DINA YNPHY MAPNNN MNI T8O 090 P2
STTIAN PHINRD NN 93PN PPYHRM NPINNN

DMNIND DY PMYAVN DPRD NNNYN ,20¥0 1IODNY 1210N MNPR DY OOTINMON DIMINNIN
L1239 299 NYTORNDN MWD IN 120N TIVNAD IWANNDT YWD THIYNI TNSN NN DIONTH ,DYNDNINDN
201 99INNY YNVNIN MY NR OIRNND

43500 NNNY NNINDN NDIANNY NPITNIN —3270-9 2444 ,2443 ,3611 NYWHPNH MLIHNN 1.1

07.08.2011 DY VPN 2NN NPNINDN NN DITP” RYNA 3611 19010 NYVNN NVHNNA
TN 12,10 HOIN (NVHRN — I9NY) MINON YVINDPN NVHRN NHPN DY VONIN (3611 NVONN — PNY)
9230 TMIND NITONR DIYTPY) 2443 NOVNNN MOLINNA .I21DN 2NN NPNINY NN NDXAN YD
,15.02.2015-N DN (77200 NNND TPMINOT MWD DITP) 2444-) (77200 NNNA NOPNOWNN
NOWNNN NVXONN 17.12.2017 ©PN 3270 NOWNN NVONN .NVNN YINY NDXANN NX NOVNNN NIYIN
IUN QN PNINDN 120N TIVN YTID 12»0N NNND TININDT MYIM MDINDN 120N NVN TINX DY
.2V MINRINNT MOLINNN VINIY NPINNI XY»

.12.5.17-2>079210 MNIAN N DR NPTPYY wannacry” NI NIPNN NN NHONTI NN ¢
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NN A NN (D202 NTMIYY NDANM N9 INTPY NOPRN NVKRN NTIAY ,NOWHRHRN MOINN
PIND PIINY RN NP

oY NNNN DY YTID PANND DY TTNNNY NYPIAN ,NYWNNN MOLINN DDA NTMYN NPTHN
,IPNITN NPNTNIVI MOIWN ,NPAYN DY DDIAN YIDNN 1Y XINY 712D AN OV PPN ITIPIN
YNITND NN 2995 DN 2NN DIMIVPNN NAINY JNIN .OPNIIX DININY DOV 7Y MHOYNNN
Y91 HYW ONID DY MDD WY, TON KXY YYD .aNIN2 WNINNDD MTIN YN 219 D) N8N IMYI)
9201 2002 ININ GPINY M P ININD P2 0NN PN TYD PNVIAN

72N7 Y NI MON — TNY NI NN XON ,NYYN NPYIL NIXIY NHIRY MDOINDNA NNT DI NIND

NTIAYN YN NI MPON — ¥NN DY NNND 2NN INMNNAND TXY 92»ON ININA NMITIND

NPDNOYT HY NI NN, NP THN NPINK ORI THPHNI ;123D ANIND DY NNNNY NN ,NVNN
JPRASYY PTIN NPHHNDYT DN D, NNMP NNV

: MOV YIDYD NNNMN INNNND DX NPYNNI 92100 MNINDND MHVIVORND

;7290 MNPN NNY NNN MDY PHRNND N9 N 1200 MTPRY -NOPYNN MPHYN N1V @
5¥ YMYNNNN SNV NN PLPHRN 1PINA (Attack surface) NOPNN NOLWNH DINNY MYNHNI
MOPN

YNNI TONN2 Y 1210 SINPR DY THNNND NN IO 121D 1OIN -XNIIWNN 1OIND NAY @
.DMYIN DXPIN DINNN TIN NNYD 1IN NI, OMYUNHIND

9IND TTINND YTV TUN DPNDTHN DINNNNT NPT TIMINDD NNNN - NINDD INDN NIAOY e
LDMNIND DIDIVINRY HIMYNYN MDD DMNNNN DPVIPP I210 MNP DY TPIN

DONAN D290 NN Y915 NAOWD NAOWN NNVYN YDVMVLIN NIV 1N WITIN MIINDD MY
;PN VAT OND
TOPYN MTNY e
NPV MYNNIND 2PN PIV DY) PYNI DONIND DY NNINM MPYIN NN MY -
; NYNI20N NPNIVIN ,NPNVIN

DONOWNOIN e
2NN OMNIND MDIYN NYYIN MITIX YT PNNOY NMYNNDNRI MPPN DU NP N NN -
DIV 21D MNP DY NPT MNP NIIVY ,)NNYIAN Y9N DY DT HDI2) DD MNPN DY NPV

; TPRIND AXND NNNN Y1 DMVNNRNN
VTN NNOYO D»INTT OMININN) DIHNN DY NYNLM MM -
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:1919) MINDN 120N TIWN PTIV MMIND MDD 9N DY NNPNA RVINN MYNN ,N>TOIN NN
YT DMWY DYPPIAN DI MIYNN 122N .qVIV 1IN NIR DINWNL PIDYY YPPINY (TIvnNN
LDINIRD P2V DN PYWNND) AN

TN YXIND PIINN IO ORNNAY,ONIINRD ANININ DIND NPTHN NOYIN 12 3D90 7127 1)1 VIYN
ON OPYNN PTOND

19899390 999 1.2
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779 ./N1PNI20M NPNIVIN ,NPINVINT NPV MYNNNI PYNA DININD DY NN NPYON
AN NN DY DIYSNIND MOVIWN VTN DINNT TNDIND TIYINPN MIDNDI TIVHN NN TONN MISONIN
DWMN PION .PYNI DPNITX DN KV MININN NPT NN DY ,00Y MITTHINNNN 79T ,92»0N
9 5y NMIY NP0 NPIMNOLPY PYNN MNIN DY NPIDNA TIVNN YSANY MNIND DX NYYNY 190N

.DOPYN 0NN

;720 NN PAIYD NPNIVOYA NPITIN NMTTORND NMWYID TIVHIN P2 DXON NITONL PO PN
NPIATHN MITORND NMWYI DY 1NMOND DX DHYND) PIYINI DN NMININD TIVHN NMDNDA D) 1D
.D>Iy9 DIV NN

NYYIN) NNN DD DWIPNR DY MTTINNNL NIONNY DIXYDN IRV PO N IXONIN P79
M29IVNI NPIVINN MMNIND RIN NPNVINT NMDND ONPX NON DINN .NINK NPYNIN M
SV WPNM 7210 NPNY SOIPNP YYN WY NYYN MOYMN NON NMDND .PINA DIXNND P91
MMDNDY NYN NMIDHD MMIT 792 .92»0 MPNN DY DY DINNY IN NYON ,NYIN NIN JNOYIN
SNPNOVINT NMOND 1PN YN PINN NON DINNA NIDNDI NPHINVIA

D912 PNLIAN NITONY PINY DNNNZ NYNIAND ,NPVLMIP NWNND NPAYN DY 1NN D ,TY PIY
N2 PO NN YIINN PINA POV DONDY

M0 NPYan N .2

172°02 £912°8 D09V MN 2.1

L1122V 1NN : YWnb) DIV DMINNA HDON NIV HY MNY MTNN AXMNN IYII NI 1IN DIVIN
N2V P2 DMNHMP DM DXNNNY IR NPTHN DY (T NIINN NINIL,VIN NNNT,ND22DN MDN
9957 0985 VYN

NIV 292 NIV YYND SY DTN N Y NNNA NV OTY NNI 120N 2NN 29 NP IPNT

N2 PIN 9 HY NAWNN NPTNN : 7 (1998-N7IWN) DMINDN DN PHVIIN NITONY PINNN NIPNYN
IR DT PAYD PIINRD DY OVION DIVIRNY NNINN NNN ,NPVLIO NN NPVIP NWNN NPNYN
O8N DIV OYIN

http: //7main.knesset.gov.il/Activity/committees/ForeignAffairs/LegislationDocs/sec7-2.doc 7
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990N YITNN ,TINOVNNT MAIYNNN NYSIANND MYOY NIP0N D11 IXR NN MIYN NPY NNVD
101D YNDNN DIVIND TPINIXIVIN NYIN NINAI I DI IDN NX ONNN VN DXPNAN 7YY 2NN
PNOVNNT MIAIYNNN DT NN NI

: DYNIANN MIPOY PND
N9 AMIN NPINN DY OININND ONMYYN 992 NOPN YT DY NOIWTY - N8N DWWV NI, DTR PN e
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IV NMYPN MINK IX NPRPIZ MOIWVN NNIAYN YT DY ROITY - 19350 NIV DD MDY e
N

N9 MYNNINI NMDIVIIND DY DOYOR DOV HYW NNV IN NI OIT DY NONTY - NPVIY MIN @
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DY) Y9 DINN DMIN

D) ,INT DY IIPRND NYNI ¥TIY 9208NY MDD DY ININY NONN MY - TIMIND NYTIM NDY> @
NOD DYMYHYN DIMNPH DIMIPY NNN THD NPN N DINPH DOYSNNI NOYVY YDND NNNYN
YD NWAD AWM ODYD DYDY NN YT DY DPVII NN IN YNV PN

(D21 2¥72) N8N VIVIINRD PPN NN NIIYN 2.2

PNDNN DIVIRI NON NN NPNITH NN TIWND INNITIND SWIP ¥ 1D PIN) D7D NN
PYTY PRY DTN NONDT,NNNANND DINPRN NYIYND NAY TPNRIDTN THININI0T MINI¥NT NINY NNT
PNIY NIVN NIV NPPDA .TPPYHRM NPINDNT NN DINDOD) DIDI) NIIWNY NDY INNTINN

.DIPNNM P2 N2 NMVY MY 1 R¥N),I210N NN DY NIRNIND PIIN INIXIVIG NN DOTIN
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Y1) 0IVYINT 90NN T1DN NN DINNL NPNIN DYDY YNPNRD DOWITI PYNI DNNIN OV

WPYND DNNIN DMVY 1T MINONNI . 0O 0N DN DIPNYI DM DINNY OXNNA DNV NPPN
LY OVI92 DNDY NNNN NN DY YMNN I9IND YIS 127NV DN 72D NNNA D27 DOARYN
9 DNVINI DN DV NPMNA THIYD PIY 7PN ,)PY MININD WHLND PINYN YTOI ) NTNI
(1w PCT mvo1 ,ISO ypn 79y 11D mvwan ) 3NN PIiv My, n»vIan NNnD myan 1) n»pn

PN NTNYI NATY NYPYNY D210 92»D NNND OMRNNYN OMNINDIAN ONIPNN NN
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YT

DMP2 NPN DY NIDVN N2ADNNN DY NN DIDNN NKBI NYINT NI NN NIPNNIY XN NNINN

NV TINY, AN NN NMIYNINND MIANDNN TNNX TN ;10 DY .1PVITIND XN NIYIYL DINOWYN
(MIND 1139) 1N NI OIPN YININD TINKID PIY YVDMIIV IN/) INNTN JPNY YT DY YNIANY ND0N
9GP0 MANT MOPN DY 2D PIXD W 10 1D IONRIWN NIPNI AN G 12IDND ¥ININN NN MDD
DOPYN HTIPON MK HY D10 DWW DYDY N1DI1D ,NPON 0»D01a 0951, IT mnwy 0o

DT AYPNI MYI NIVIN NMIND 72017 Y802 X072 MINIAN TN THD NYNIAY NAPNN2 MR NN

TPPRIPIND 9PUNT NWI TN NYKI N PYN NOPNN DN ,MNIY IOIN PITY 7T N0HN MOPNN

1799 MN¥MY NI HYaN S NEMN NN NOPMN 2014-1 .1°2015 THNNI MY NPVHTIN SNYA
AN AN MINYIY 1297 DT NDN MAPNN 2D DI TYN DNINDDN .Y ITIPIN)

OPYN HTIPAN MANIA NYNI MINY PNINDT PINVI DY DIPNAN DYTI) NP0 D ,30 DN M2

D022 .10 SY INK N0 DN INY PNINDD PNVIAD 1NN OHNIXIVID NDPD INNN OYPN Nywa

NDY 9951 Y)NITRN 2ND2 ¥I19NND DYDY NON DNIDPOY NNINN DTNV, 2015 MW NYWNRNN MOONN
DPVIP NPAYNI PNVDIN IITOINY NMDIYAD DN P

SNIYTD 199) DINYT DMMIANN DY 027 DMININ NINT I NPNY NDIDA PPANNNI 12D DN

https: //7www.lloyds.com/news-and-insight/risk-insight/library/society-and-security/business-blackout?
Ransomware Attack 2017, International Journal of Advanced Research in Computer Science:
http: //www.ijarcs.infosindex.php/Ijarcssarticlezrdownload/4021/3642
Analysis of the Cyber Attack on the Ukrainian Power Grid: Defense Use Case: https: //ics.sans.org/media/E- 1
ISAC_SANS Ukraine DUC_5.pdf
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Figure 9: The cost of cybercrime and cyber espionage
expressed as percent of GDP
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NP2 DDYTHIN DINWINT TNIIWND ONNY NIRYN DY .DPMYNYN MYTIN 1Y DY WIANN YNV
NP DTHIN DIWINNY IV 33% 77 TNIIN DY 1210 NN DINNA NMIDNN IN MIVIVONRN DIY»I
12V DD 33% ,ININD HY MDY HY 12101 NNN DIND NYIVN DY MIANA IN PNINT 10N NIN
70NN OPPY NIIWNN DX THIND XY¥NND ,7210N NNN DINNA PO YA NONN NXIN WDV
DV 1PY2D NOAN) NPYANY 1VN 37%-),NOMNN DY N TYN TTD 1IN YNNI 1YW 33% .yTNa
TOOW MINNN NNMPY NIIYNN DX THIND X¥NND ,JNIND DXDMINN DD DY KDY YTNHN NNLIAN DNIN
DNN N2IVNN AN NNIAD MIVANR MIN) NdPYaN DY

(72°8N HY515) ANIN NNANNN IHN NYITIN NODIN NYPWYNA YN 2D TIVNR NNANNN TIVN

D>INN DN .MIMT NANIN MINOIAN NIIWNI DXIYIN 3239 MIIWNN . 2NIYW 2P0 MIVYY YN
CERT-n 5v ynmay 15012 .02 TONSPN DPHNR AVIRNY NITION NVN NTIAY NYNIND DIV
INYN) DI ,0NIN MIVYY DY MOIWNN NN DY MDD NINN TN DY 7ININN Y9N DN

MDD NN YINN D1 DXVP DMNPIY

PO MMV VNV MAIN TN ,DVITI TIWNHN T DY YNIAW HVIIIN PYWNA 12D NN PO

.D>2>W 1008 YW DI TH MYSNIN PYHNI MIINT DININ DY NITHYN MDANT NN PIIYNI ANT) 19IND
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DMNINI MOLINN NYAPY NIYPNNN NN MY (I )1ID) "NIDHY NINNN HYW DIV HWd Dy
.17°20 NN NYID YT MYTIN DIR»P DAY

NNINDA MINNYD NVPY .3

1 4202 DININ HY NN PRI MIWN YW DY DYTIN NI PHINY 1) 5995

ATON DMP RY TPHNNVPON NN NYSINND OMIPN DINYIN DY NNNN NPITHY T2 PIAINND N DTIN .10 Y1190 NXIN NWURIN DTIND

DRRDN IN NN TIN DIPHRNN PINA,NMIND MINNI DTN NHMPH NINDIN PNV MYT IN NITOND MY Y3 [ TNN IMIRD 'NPPPN

DN XYY NMNI 12D NN DPPY NINN NN DMV DMNIR YY DIVN DMPIN DXTON DIMIDN DIPNA .NT DINNA DYNPN DHPNY
PO 15999 ,M9900IN 10997 , 7PNV MN1PNN NT ITIND MPNIN MNHNT .IPN N NPIN ,ITONND

,DM)IPN DINNIN JY 7202 NN MIVNY DY HNIVNN MIDND INPINY T2 IIIND 11D HTIN .915990 Y INh NN MWD HTINN

D NYLN MV RO NPXIDN PNVPORY NS NTIAY P 1P
Stocktaking, Analysis and Recommendations on the Protection of CIIs, ENISA, 2016 ¢
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27 NN FORINK TPYRIN MIDNDN DTV PPN SNPIPN ATON HY INIPP NI O PIANND .NPIND NPNINDN 79 DY M1 NYaApHN
MVYN NPNND TIT IPYRIN NNIDON HYIN DXNPYY .0NA DN NTHY DY NIPIAZ NVPMIN NNY ,NNNN MOLIY NONNND ,ONININD ND
L9078 NN DT DIMANND NY NV NPTN ,NDIE NN 1Y ITIND NPNIN T RONT .NPIDN
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Best Practices D myb ©nonn noxd P89 Mvwna .0 onon (PPP (Public Private Platform >nim w oamwn ommimaa 5771
NN Y932 WINPY MWYD NN N3 NDN 7IXDIN MI0WN 1MVIN .DYIPNN DIV DHNMNI DXINH DN 21V IR TR OINN NVX ST
VIVOIN ,2709R ,NI1V92 NPOPDIZINRD MPTHN 217 DY 1NNV DN NINND 1P NT HTIND NP NONT .0MY DMNDN PIY PN
DYTIND MNIWN TR DPPN 5772, D30I 7PHI NN 1D AN NMN NPON NN DTNV PIXY 1IWN ,NRT DY NN ITIND NN, 019
IOMNY DNVRIN

TRNR DM ZY NPINN NHVN HY DDIANN ,TPDITI NTNID NN DY MIAINNKN DNN OYWOHWD MW HTIND 12 1DWNN 5TIN SN NN
.D)WYNN HY NPVLIAZIN NMTARNNN DY NIV NIV HY DIDDIAN YHRVN NI DN DIPNN IWN PYITON H¥nna

NLPPTN NIV . TINNI OMINN DN VY NNNN OITPA PIWNI NPOIN VNIS NDOLPPT NN NPRN TINNA DD 2016-2 9 PIT)
TENIND WP NTIPI NPM,MPTHNIN NNNX 92 38D CERT Sw nnpn 010 01X YW MITORN DINN TINNRD MPTHY GMYN NIdn NN
,D»XAD DTN NPVIIP NPNVN NPIY DIHNN AN P, NPIPN PTOND MNTH NONN NDVPPTN .M ININ DIWPRI NPV TNXD
DXMPY PID2 DN APIPN NPNYA HY D¥91n1 D) NP NIS NDLPPT .MPT MIN HXNNY NNVIN NP DD DI ONININ PN
AN HOYNN GRI DIMPR DPNY )Y SMPY 103 (DSP) o»HvnsT

9wN GDPR- General Data Protection Regulation -n ,y 11 1751502 windw Sy 282137 DINNA NN IMYNDYN ToNN DYYWN NT ToNN
NP PR MP TN H19NT GDPR-Y NIS-w X)) 2987 .9 770 3IND NONOINT 1D PWIR YN T DY DYoNN D955 NN NPN NN NIDTYN
IONNY DMWYRIN DODTIND NIWN TAR DY YN Mao)

NOYA ,NMPH/NPVIP NPNYN DY NNND NYINN NPPPN SV NP NINND NIRIPY MIRYMY IX IDNNY NMINID MPTHN IN MDD 1N
NIS n220P7T NNN AT NPYPN YIRS NPISX YR TINRD MPTA DY 1YW PIN) IR 7PEININ PI9Y PN DDIAPN DNP

NWIYY 0P NIS N2P0P712 DPNNHN DIRYNY NDAPNN NN MONITY NPYPN PR ,OPIY NI : 2DIN - @
DN 1972 TNNN NX O ToN WX ,Gramm Leach Bliley Act -m FISMA JHIPAA : 0»5779 0pin
SUNNY ,NMMDN MVAYN DY) 13 DY .NINNNNT DX0IM NPINITON NMMIDDN ,NMINIIN MIINT NNNY
TN XY 1T W) O9IN,NPVLIPN NPNVNN 10 952 92502 NN P TONT MMIOND D1 12D W MIPIINNRD
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2599 NP NLVY NI NPND NN PXONIN NIS SW TP Hn MNa 0NN 400-N INY DY DINN
.DYD2PNN ONIPNN

https: /7ec.europa.eusdigital-single-market/en/network-and-information-security-nis-directive

Do Agencies Already Have the Authority to Issue Critical Infrastructure Protection Regulations?: ¢
http: /7www.circleid.com/posts/20120820_agencies_authority_to_issue_critical_infrastructure protection

The Network and Information Systems Regulation 2018: **
https: /7assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/701054/Netw
ork_Information_Systems_Directive_Final_Impact_Assessment.pdf
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99 S NNYIN NPND Y5591 PINVYAN NYPY DY DPON NT PIN .(1998-NIVN) #DMTIDN DN PINVIAN
N2 INNY NYSINND DNNIND NI PNIX NADIN .INRIYS NTNHI NPVIIP IWNN NPHYN MIVY
9207 TN 2016 MWN NN .NDID NTYI NN PNINDD 210N TIVH UK MYKIL MDD DT DV
PIND TPYIIN NADINA DOWNNN NNYPN 1PV DY VYND) PIND 19D IRINRD DIND NIN MNDINDN
(972 NPINNRA IV

920N NNM YN NNVIAN DINN NN NI NPID MITORD NMIWYN NPNDY NMIWI NN
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NMY ¥ TON IRKIND ORINK NI POY NN NIAY NPT 7PNNT MXNN NN 720N NN
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ANIND 920N

/https: //7www.ssi.gouv.firven/cybersecurity-in-france/ciip-in-france The French CIIP Framework: 2°
181/2014 Czech Cyber Security Act: http: //senat.czzxgwrsxervlet/pssenat/htmlhledraction=doc&value=83936
Critical infrastructure protection: https: /www.bmi.bund.de/EN/topics/civil-protection/critical-infrastructure-?
protection/critical-infrastructure-protection-node.html
. Singapore Cybersecurity Act 201723
https: //7www.csa.gov.sg/~/media/csascybersecurity bill/draft cybersecurity bill 2017.ashx?la=en

INCD@cyber.gov.il 717Wnnil WX TIWwn - MIX7i 12700 1N

*9344

National Cyber Directorate - Prime Minister Office


https://www.ssi.gouv.fr/en/cybersecurity-in-france/ciip-in-france/
http://senat.cz/xqw/xervlet/pssenat/htmlhled?action=doc&value=83936
https://www.bmi.bund.de/EN/topics/civil-protection/critical-infrastructure-protection/critical-infrastructure-protection-node.html
https://www.bmi.bund.de/EN/topics/civil-protection/critical-infrastructure-protection/critical-infrastructure-protection-node.html
https://www.csa.gov.sg/~/media/csa/cybersecurity_bill/draft_cybersecurity_bill_2017.ashx?la=en

E% l- YN W 120 i
= mm Cyber Israel

YT MNPRNA OOPINND YTINN NNVIN DINNA NNPN NPVIIN NN PIN 292 WAPI ININKD
NPV N YT DIINN

YINIYIN NVDNIN 910N DIV 4.2

DPVIPN NPNIVYNN DINNA PO DTN DPPNN HNIYI 920N NHNAY ,)D0 DX MXIY NN

DXINNNN JOP PONA .NPVLIIP NPNYN DPNY DN DY NONN NI NIADY NN 210N NMSHNI

970N Y9 PN DMIHNN 2172 ODIN,NNSIY DY MNY NN MV DTN DOPNHD D1VINDIN DIPYNN
SMYnNwn

DOWNNN DIYIN 1NN ,MMINKDY 2444 NOWNNN NOINN NXIPY NYNINNY NV NTIAY NNONI
M2 NP0 NPDA OMNIN 299D NMIND NN DOYAND NPTHRN NMYIN

IV ,292) DX ,7NIN  DMVINDID DINIAN DPNITRD DN NN DN TIWNN ,2OY0 NN
DIMIN DYPRNND D) ,PIN2 DNITHIND OMIPN DMWY 00019 MNML ,NNANN ,NNYPN
oMNNN 09N, NNYPM ICT nynwn ,y1mn »MINND DIPNRN POV dNOWNNN DN ,DNI0N
NPINYHNN IIPPNN NTIAYN NNDNA .NMIN NYIVNN TN NPVIP NPAYN HY NPIORND NIYIVA
DPVIMNMDIN MITORNN NMIVIN HOD DY

S NPIAPOYN NIPONN

DXDILIND DOYINN DT DOVINA NPDIVN NP NITONND MY NHMP D3I DIHNT N
MUY NNT OY (27191 TPOINY MDY, TPTIPIN MAYT) HAVY NNINX PINN DN DNV
NN DIMNIN DY NNNIND PHIND TN DY DONINPNY DMV DD DMON NIYTONDN
2”0

.DMVMNDT OPNIDXN DIDIVYINI POIVN PN TTONND DN YYD PN DIDN DNNINDS .2

.DXVWATIN DDYNNN NN YNID 1IN DY YT DTN N PARYN DXI0N MY MITORD NMYID )

INCD@cyber.gov.il 717Wnnil WX TIWwn - MIX7i 12700 1N
*9344 National Cyber Directorate - Prime Minister Office



E% l- YN W 120 N
= mm Cyber Israel

021909 MYaN .5

mMoon.5.1

NIVN 2.1 PYDI ININNI OMNDXN OXOIVPINRN DY NN NN PIN2 MNVININ PN NMDON

N PNONY TN DY ,WYITIN MNVININ OYIN IR AR NPTHY NNPNY NN PN DY MIYRIN

12 112)02 NON NIV INIVN .I12MD NNND DMIPWIZ DMOIWONT YN 532 DNNIN DY DANMND
JPMNNPNN N1HI2 1) VINAN NN D MNYD NPNVININ NMNIDN

0NVHNY D299990.5.2

: DONVLYNT DN DY MNIVN SNV MNMP

aTIY O>NVOMILVY  5.2.1

1202 1905 DY NYIAP MYNNNI MNIND NN YN TPNDTH MAIYNN IWIRD PIND
DOWNNN .NINY MPI MW NI DIDOON NYNHLNY DIYNNND YINN SVIPIPA TIDON 1,110
.DYON DN DD ONMNIRD Y NMYY S¥ 17V VI MY NOR DPNVINN

P ND YD NP0 Y, DIWITI DIDIPN OPWNMI MININD YOIND NN NNOYND NYN DIVYSNNY GN DY
DMNIND DY 1192 XNTM KD 19IND WID ,NOPWNN NN ,0NOY OXNDN NIYOIN 2D 191,077 DI
9551 pwnn Yy

NN TPINONIMNMPD  .5.2.2

012’05 D191 ,0°D¥MNNN DMDVININ DIIIN HY DMNNAN DN ON NN TIIDNT MNDD

2910 TINbWHN P89N DIDNON D)

MIWYPM MW MNN NN XOD OPNIN DI NNN MPPOPI DIV 1 VDVP'S MIAN MY e
NPDOPAN IDIND PN MUY 19INI DN

NOYN XD ININNY GNP TN NOININ MDD INK XINN NIVNN DIODIVNIN /HINPY PN/ e
S NVONIN DM DY THN MNP

NMIND NP YN NPN 2P0 NPRY TIYND NP DPPN DY MONNDN : NNYTNI NY»N9 e
.PNDNIA ODMPN MININD MPPN NN INNN RONY PN ,O0PNPN OMYTN DPNINOV

2013 ,N5WNNn YR TIVN 172N SWnn 9N ,71P8917 Myawn Noayn nn #
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European Commission: Commission Staff Working Document, Summary Of The Impact Assessment: 26
https: /7eur-lex.europa.ew/legal-content/EN/TXT/PDF/1uri=CELEX: 52012SC0167&from=EN

Network and Information Security Directive, Impact Assessment (IA): 27
https: /7www.gov.uk/government/uploads/system/uploads/attachment_data/file/244978/bis-13-1206-network-
and-information-security-directive-impact-assessment.pdf
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