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Voice Biometrics — The Silent Revolution

Commercial and Government success stories

— Nuance — Brief intro

— Voice Biometrics - state of adoption

— Key to successful implementations

— Selected success stories — Customer\citizen care
— Public safety use cases
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Strong customer and brand preference

With leading global relationships, it's rare to go a day without Nuance
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World-class technology portfolio
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Voice Biometrics Adoption Landscape
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Voiceprints in use Verifications worldwide
by our customers
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Voice Biometrics Product Portfolio

A good biometrics “Engine” just don’t cut it
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Enterprise “Platform” approach Tools for diversified stakeholders Addressing authentication and fraud
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Commercial success stories
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Voice Biometrics deployments
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PIN\Password Reset

- Fully Automated Contact Center PIN reset (150K
resets a month)

’bank hapoalim - Replaces a LONG manual authentication routine
based on 5 questions that fails 14% of the times

Call duration cut from 7 to 1.5 minutes

Transfer to N ransfer to

Fully automated
solution — 400K

users

Savings for
bank (Top 10

ROI Award)

? N Unidentified |

o customers

New PIN

Transfer to
Agent

&

IVR
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RBC
% Royal Bank

RBCH

96% enrollment rate

48% of all calls authenticated by
voice biometrics within 3 months

42 seconds in AHT savings

Authentication performed on
3 seconds of net-audio

8.8 /10 customer sat rating

NUANCE

RBC voice biometrics technology rolls out

1st Canadlan company to Implement technology to identify cllent’s ‘volceprint’
The Ceno B Fosied. O 00 2016 10,57 AMET . Jund. O 02, D040 1101 AMET
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Barclays Wealth Uses FreeSpeech™

Improves Service and Reduces
Call Times by 5%

Matt Smallman, Client Experience
Strategy and Change

Barclays Wealth and Investment
Management

% BARCLAYS

“Our people love it, our
clients love it, and it is

delivering improved cost
to serve.”

THE SOLUTION

Barclays uses Nuance FreeSpeech™ with
passive voice biometrics to automatically
verify customers through natural

e Hello Tim!
conversation. How can |
Nuance help you?
FreeSpeech™
K
NN .' LR
NUANCE ID# SCS068

THE RESULTS

Barclays enrolled 84 percent
of its frequent callers in less
than five months.

95 percent of callers enrolled
through FreeSpeech are
successfully verified.

93 percent of customers gave
Barclays a 9 out of 10
satisfaction rating for its
voice authentication system.

Barclays reduced call times
by 5 percent to improve the
customer experience.
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Barclays Use Case
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TalkTalk launched TalkSafe
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TatraBank Uses Nuance FreeSpeech ///W
TB)

x Raiffeisen
BANK TATRA BANKA

Reduced
1 Call

W duration
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Decreased Fraud Reported by FIs

One of the Top UK One of the Top 5
credit card issuer US Banks

59% $6.2m

decrease in account takeover in annual fraud losses prevented
within 30 days of deployment

£1m Daily successful detection of over
10 calls that would have resulted
In an account takeover without
voice biometrics

in monthly savings
Unprecedented ROI
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Barclaycard Wins Award for FraudMiner
Deployment

Best Security or Anti-fraud Development Winner i

Barclaycard for Negative Voice Biometrics

Barclaycard - Barclaycard Strategic Transfer to Bank

Barclaycard - Negative Voice Biometrics

Barclays with Ethoca - Barclays Combats Fraud and Reduces Costs in the
UK

Lloyds Bank Commercial Cards - Customer Friendly Anti-fraud Solutions
MBNA - MBNA Digital Communications Hub
Barclaycard - Negative Voice Biometrics
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Sentenced to 212 years

Name: Lee Chisholm

Age: 44

Chisholm repeatedly made call pretending to be the customer
gathering personal information to allow him to take control of
accounts. He then used the cards to make a variety of purchases
which he would sell on. He specialised in garden furniture,
Christmas hampers and hairdressing products.

Using voice biometrics, we managed to track his exploits
preventing £370,000 of financial loss

@ NUANCE

Sentenced to 7 years

Name: Maxwell Parsons

Age: 49

Defrauded the banking industry of £2.5m

Parsons devised computer software to reverse bank
transactions enabling him to spend money repeatedly
from a number of Banks. At the peak of their activities,
police said the gang had "laundered" up to £50,000 a
day.

One of the Top

UK credit card
issuer
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% Join 1.5 million Australians now using their

% , voice to confirm their identity with us! Info
i ek @ ato.gov.au/app
Australian Government
Australian Taxation Office

1.5 million
@ Australians

’il;!ll;hﬂi*lﬁ

nave spoken

ato.gov.au/app

Australian Tax Office extends voice
biometrics to mobile apps for citizen
engagement

Expansion of the government agency's voice recognition technology use
is just one example of how voice-activated technology can be used for
consumer interactions

s 5 Sl EXCR9Y 1]
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Leading experience: Australian Taxation Office

% Australian Government

s Tatinoiee | that are simple and secure

o it Providing new and engaging customer service experiences

42 -
>e l Decrease In agent AHT “With Nuance’s voice biometrics, we have

(Average Handle Time) introduced a secure, fast, and easy way to

verify a customer’s identity, providing a

Problem: Over 6.7M calls per year require lengthy manual greatly im pl’OVGd experience for our
authentication by agents, who spent approximately customers and our staff. The streamlined
75000 hours each year verifying customers authentication has allowed the ATO to
Solution: VocalPassword and FreeSpeech in the call centre quickly boost call completion rates while
. _ improving security”
Result: Increased call completion rates and security _ John Dardo, Acting Deputy Commissioner, ATO

760,000 Australians enrolled in first 10 months
584,000 successful biometric verifications
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Voice Biometrics for Proof of Life

& Santander

http://youtu.be/-1kjidIDk80o
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Voice Biometrics use
cases for public safety
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Use cases & Applications

Forensic
Analysis

Prison Intelligence &
Monitoring Investigation

Border p Crime fighting
Control 7 National ID

Tactical 7. VeSS K Cyber &
Solutions . Information
. J Security

Filtering (Interception) Many (millions) Many (100s, 1000s)
Investigation\validation One One
Identification One Millions
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Nuance Forensics

Investigation and voice evidence

Questioned Audio Suspect Speaker

/!G-

Forensics tools for biometric
analysis, including court
evidence
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Forensic References

History of Successful Stories

Georgian National Forensics Bureau

Royal Canadian Mounted Police http://www.forensics.ge/

W ICmip.QC.Ca

Raggruppamento Carabinieri Investigazioni Scientifiche
Reparto Investigazioni Scientifiche di Roma, Parma (Italy)
Sezione di Fonica e Audiovideo

Forensic Service Department

http://ekspertize.vp.gov.lv/

Forensic LAB of Shanghai Police Station
Crime research center

Israeli police Forensic lab

7NIW' nILYN
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http://www.forensics.ge/
http://ekspertize.vp.gov.lv/

Interception — Investigation — Prosecution — Post Conviction

.‘“\. Forensics
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Use cases & Applications

Forensic
Analysis

Prison Intelligence &
Monitoring Investigation

Border p Crime fighting
Control : National ID

Tactical - ¢
Solutions Information
. J Security

Filtering (Interception) Many (millions) Many (100s, 1000s)
Investigation\validation One One
Identification One Millions
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SIIP — Pan European Speaker Identification Project

Consortium includes tech firms (i.e. Nuance, Verint), Interpol and agencies from Germany, Italy,
UK and Portugal, legal firms, and research institutes
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Voiceprint sharing\exchange
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’g Identifier

Nuance Identifier

=

NUANCE

@ Identifier

National Voice Identification System (AFIS-like)
Fast search in millions of voices

Diversified audio acquisition mechanism dedicated
web-enabled application for enrollment

Field enrollment and identification through Mobile
Identifier (Android-based)

Scalable, Secure, and resilient Multi-site architecture

Underlying platform drives Nuance commercial
voice biometrics products (Over 40M voiceprints
deployed)
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Use cases & Applications

Forensic
Analysis

Prison Intelligence &
Monitoring Investigation

Border p Crime fighting
Control : National ID

Tactical - ¢
Solutions Information
. J Security

Filtering (Interception) Many (millions) Many (100s, 1000s)
Investigation\validation One One
Identification One Millions
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Inmate identity validation

- Passphrase for accessing outbound calls

- Conf (multi-speaker) call detection

- On-going voice monitoring

- Investigation

- Over 1800 extensions monitored

- Real and significant crime detected\solved
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Voice Biometric
Experience learned with over 300 Deployments




