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111V AW N'71{7 DW7 NNTI 02101 N112yN 7Y 1°X7192n0 vix'a
71N

:N1N"DW 171¥3 D17 7W 1770 17717
.JNM1U0' 0"1N1 NN1AYN 7W wTnm 1T'Ww1,nu'7i70 X

(Session) N17'wa NIA0DN1 AT/ NTT T7/MT79 NjITa .3
I I I I
1N IN DNYy7

NXN1i1 120 DD1 )17 A712yN Ny DWY7 NI 11N "MW .2
971N NV'7Wwa

12TV 1122117 01127 11UN3 NNT ANAYNYT7 1X719 0 yi1x'a 1
INNA TT 71DTY )IWNAY7 NIMM7Xna ynad oY 101N
971N NY'7W3a NXNAN

,NTN1D1N IN N'NININ 11NUa YXI7 Wy (10X N13117) 971N
IN (Red Button) O1TN 11N9D ,(Backdoor) N™MINNX N'7T 17W7 7211

.(Logic Bomb) N"A17 nxxAa

YN 7w (Al NNATT) DANMIA7NX 7Y 17X'719"20 YXa17 "Wy 971N
41770 7IN

:N1NDW 17199 D17 7W 71y70 1707

IN NDYTIN MINN 7W 12Xi1 - (Presentation Attack) N11W AXN .NX
.12 N'A17 IN DTN NNATT N 7w N11j71MM 1IX hyapin

7W Y17 711
niyna
1107V 11221101
101N

7V X'719'an
n11ayn
n'1N)

110011

IN N'NN1n
Nn'Nnidin
(Implant)

7y X719
D'ANMNT7N
7W (Al NNATT)
7un
M7'U"7INi
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ggg = 7NIW*1I"0

Bl .70 13700 N

NNAIT NIW?* TIY'™N 7'21i 11010 7W (Replay Attack) 1110 11T'W .3
.O0TNX

MINW DWwY7 (3D Mask Attack) N'TAN-N7N 1DON1 WIN'W .2
J107TA NIYaN' OW'Y7 IN DTN-19 7w N11oN

NTay NN wawna (Mg wyl N1an7) "wyl)” nwa7o
.0177Xi1 ND>YN IN DNMI1AT7N

71X"7 N'721010171 2WNN N1D1N1 WIN'W - (Deepfake) "7y q1'1” .0
NNTI1,'NIN'XNA ]9INT DTN DX ,0YN1'0 121N IX 1110
. N0U"A7 11B701 11T D NTIW AXN N'XT DWY7

117X IN D177 N17'Wa9 NON0 OW'7 ON"MI1A7X2 N1y1Ag 71X .1
AT1D V1IN 7w

,AIN'7XNN '7W 719X NITA NUOM 114D .17 U"7INA 710 wia'w .1
M7'U"7INA 710 7W A7 'Nn/M1'w

ATy 1DNon N XWwa aanny

nNATT) N"MI12'X NWA "3 7Y 231 Y1 vam7 My 9iyin nin'x
1Mya7 munl N1W N17199 YXa7 191 NNX71,(U1IUIN (Eavesdropping)

LAIANUIN NIN7XN 721D N19Yy7NN 0TA0 0D™7'Y 01N :5 1710

Jay "MW WIN'WwnN 0™MTA0 D™M1T'NA 7D NN N1j710 12N '7'W7 AnwAan D 17X7 "IN
N1MAT71TINNAT N1'WIX{7N N119021 1"'V'7 Y7711 .0"M1'Nil '7'7D 19" NA1U'7 NNT N2117

Cloud Security Alliance 112X ">non1 *MITRE ATT&CK Cloud Matrix n1711j7n
4(CSA)

ZMITRE | ATLAS

https://atlas.mitre.org/

Securing Machine Learning Algorithms, ENISA, December 14, 2021
https://www.enisa.europa.eu/publications/securing-machine-learning-algorithms
8 MITRE ATT&CK Cloud Matrix
https://attack.mitre.org/matrices/enterprise/cloud/

4 Top Threats
https://cloudsecurityalliance.org/research/working-groups/top-threats/
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NIN7XNN 110 1100 0I1XNYX - NIX7Nn1N i171v9 D171.6
fNUIAN

Y10 117W 1121 WINMWw ,N1X7N011 171939 D17 7W AN AXN a1 j71g
11717 V191D ,ANVYIN NIN7XNAN 13270 1100 DIXNX3

Nn'T'a 1w Nyn'7 N17117n N171y91 VU171 71ANT D Y'7nIn
JNIN7xnn yn7

:01W™'7 NINAAT 170117

NX77 7N NwA7 751" X7 DINW 72 ,132121 n7Xnin 7w mjpnn .X
Ty

71N ,(Tamper Resistance) 17210 1'0N 1IN N7Xni1 7w mjgna .1
NIVl NNATT (Tamper-Evident) 1710 N9'WMN7 112211 WN™TM
LJ17VTN NDYN NIYXANT NN

.N1721 NN 7Y W7 W 19182 V7700 1'Wwon Ni7700 .2

IN D™21X'M 0™1TN {77011 191X 177121 NWO N1T171 Nj7Ni
.11327X N1W™A "7Y1 01N

a

71N ,N1A1371/0712'N/0'ANG 7Y 7'X{7'T1'X N1j71701 Win'w i
.0'WI1IN X7 1w N121°0" 1IN'N7 N1'NA170 N1117°3 YIX'a

ANN 7W NWAIA N1T1720 N1'A T11KW 71730 7W 19 7107 .
.(Switch) N11wWj7ni

VN 7W NINAT NN M9'W DWY7 T NIN7XN1 win'w LT
NIN'7xnn
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1N7W 72 ,N1MM7XN0 7w D177°X0 "IN 1°2 19790 7w D N1T1 .
D'WI1M X7 W' N111"0"1 NN AT NIAT71 737 ot
.n7xn7

nn'on7 N11111 N1712* N'7'710 NN'7XN0i0 D XT11° 712K D Y7nIn
.171n na'wm ,n'7an

717 {710 DN DAW 1D N17315770 M71991 U172 712N D Y'7nIn
NITIN DY YT™M 7'917 17W N71071 ,10770 1IN IN'7Xn 7y nu'7w
.JN" 722 12111 AN 11Nl N1Naw

:01W™7 NINAATT

J1T'M'7 N0 a11NNY7 OXNN1 X7W QT2 "1°0 YIX'1 WX

JINT] NXTY7 N17199 yix'a .

1WA 1INU N1AW O TYNN DN WX OMIMIN7 an'7xnia oD .

.0"1"Uj7X 1IN D209 (Cloaking Devices) fINT1Di1 'YXNANI WIN'W .7

D'WNNWN7 NIN7XNI 1IYN7 aw'a 1NN XTI J1IA0N0 D Y7n1n
.77117 DNN1 NIWATAA Yi71 N7 T2 NN7Wia ANX'7 71 NN

ny"n'7 710 N1W™T7 ONNA1 Y71 D177 73 YI1X' :01W™7 NNATT
.2001-X"DWN ,0™M™"0N N1T011 1™ "1"™11Y 7W j70Vi

]TIJ'I'1|7)J'7 ONNIA NINTT N9 71220 7w 01w™ XTI T1AINGT 'O Y'773'I73
,iIT '7'701 .(Crime Prevention Through Environmental Design) CPTED
41T 1"70N2 271w U720 D Y7NnIn

NN7xn 7w N'1a1n NIN7W X17'117 "NY 7170 YXI* 11AINT D Y701In
JIMUAND
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M'NW 72 D170 ANUANT N17XN D XT117 J71IA0K0 D Y7010
nN'7Xn'7 w1 X7 aw'a 1"01w 12 ,017°Xi "M1TN 1" 19'9n
JNMIMY7N IN7¥Xn T-7Y ANINT TYINT 011749

DW'7 N0 AMNUIN NMM7XN1 WIN'W 717W? 11AINT D Y'7nmn
.19'WA0 NN N1

D'NINJ ANUANT NN7XN 7W ATy 01T 11AN0 D Y'7nmn
NIN'7X 1191 1010 NNATT 11X'7 "NAN1 17191 N1'107 D™ a1IN{
Bkl Al

:0'N2N 01701 1"VW7 Y7 nanin7

A. IEC 60529 - DEGREES OF PROTECTION PROVIDED BY ENCLOSURES
(IP CODE)

B. IEC 62262:2002 - Degrees of protection provided by enclosures for

electrical equipment against external mechanical impacts (IK code)

C. IEC 60068-2-75:1997 - Environmental testing - Part 2-75: Tests -

Test Eh: Hammer tests
D. U.S. EMI MIL-STD-461E

E. U.S. MIL-STD-810

12'NX (NN1721 DVR ,1N'7XN) NIN7XN0 77Yn D XTI 112K D Y7n1n
U717 Y7010 71000 QW™ NWATI D 1N2'03 .UWANT7 q1wn
:0'N1N 0'TyXa

J1WN1N N121ND 7w w1a Allowlist-7 ONNAA W™ 1NN X

.SDP IN VPN-1 Win'W NIYXNANI WA 1hn .3
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1AIN{1 VIIWI™N NN T 1TNT'WN1 Iframe-d IN7XNA7 97T A1 .2
JPS-1 WAF NMyxnxi

DNN1 NM71I NIN7XNAN VN7 Awan D XTI 712N D Y7010
N'7N0n NNT1 ,(Least Privilege Access) 12111 1WA NN 1NN 11M7V7
,iIN7XN) 1MXY 177N NN 01,2128 FW-i1 NN 1 aw'a N1j7a
.(MN1721 DVR

NNIWI 11N 1N7XN10 N21ND D "NY J9INT XTI 71IA0K0 D Y7010
.(CI) 120 1"v*'TIn "N1n"'wa

VLAN IX 19210201 YN NIN7XNI YN D XT11 120N D Y'7nIn
7VY1 11AON2 .JIANA 7W DMINANT 12704 0017 1W1j7n 12°NW Ty
Wwnn'7 Ninaa 727 Y7nm a7yni n111'1 112'0 NN

.Microsegmentation

NM7XNn NWA7 1207 1N X7 D 97X 19183 XNT11' 712N D Y'7nn
12Y-TMN AT YINTND WIN'W *T'-7Y NNTT,0'WI1NA N7 120 '00)
A1790W'7 1IN 197717 N17{73 1N"1 X7 QWN ,1270i1 021 7w

71N 021N NIW{7N 11ynNa 802.x 71710119 WIN™ :01W™7 NNATT
.EAP-TLS 71j719119 DD11n NN 1'70N1,NAC NDynl win'w

12 11Ww'y7 W7 N'UIN7X NWI1 WIN'W 1wy N7 712N D Y701
LMUINT NIN7XN 1700

11IAANT 71NN YXINN 71070 7Wwnn'7 awta 1D XTI J1ANT D Y70
.00B NWI N1YXNX1 NNTI

72 ,91TYN7 7211 ANUANT NIN7XN NI12YN XTI 712K D Y7121
7Wwnn'7 NWa7 ' 10" ,A"N 0N1Y 1IN 120 Y1N'N 7W mMyniw
L7100
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.QoS 1122101 WIN'Ww :D1w™7 NTJA'I'[

ANN1 1NTAT N17'Wa 12°XW NWA N1T172 D XT11° 712N D Y7mn
.(Shutdown) "{7 21X1”1 NIIW{7Ni1

711" DW'7 N"™M7170 NWI1 Win'w Nya > XTI J1AINT D Y7nn
WA N'7y1 N1'NW ,APN N'NWNJ1 WiN'W 1wyl NM'7xXni 11yn
AVAR[VAD o/

(1IN 12017

TMIN7i1 120 YN .01W™7 N1X7ni - APN N'NWN NMNUaNx
https://www.gov.il/he/departments/general/apn (2020 11N1W90D)

10X NIN7XN0 77YNn 01N N1A0N1 D XTI J1ANGT D Y'7nn
11,N1'9197 21XW'71,NUIINA 21XWT7 D'712170 NINMF7Y wnm
.770Nn N1 07911 17X N1IIN7Y Winm'7 anuaNid 2123

B
.0'W™9 0"71j719119 OY 1T12Y'7 N1WAax 0100 11AINI D Y'7nmn
:0'Wa 0717191197 X2A1T 17717
HTTP .X
Telnet .1
TFTP .A
FTP .7
SSL .11
TLS v1.0 .1
TLS v1.1 .1
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SNMP v2 .M

UPnP .U

M1310 191N Y ANW N'Y7U°AT0 ATIVNN DN 97707 71IA0N0 D Y7110
T mwn'7 N1y amvna (77nn n0Na)

D1'NW 019 O'7WNN 7W 11700 1IN 17°W XTI 7IAINT D Y7010
7WnNnN1 RS-232 i7wnn ,USB 7WwWnn NNATT NIUIW f1T1aY7 0w
.RS-485

:01W™'7 NQATT

USB 7wnn'7 w11 X7 1120 NY'In7 19 0ona win'w

71NNNX 7"70N2 71793 12N 7W 17 XT117 71I20K0 D Y7010
17wn ‘707 NNTT L2106 277 N1 N1M771 DX DINTINGN
.(Secure Boot) 17Y39i171 N2yn N1'WB¥ NN7Wn7 Ty1 n7yann

NN NYXINN N1'97210397)7 N17199 D XT117 J1AINT D Y'7nIn
L1X7Y79NA/N'7Y900 NDYN NN X71,17N00 (Chip) Tavn

TPM-1 WIN'W :01W™7 NNOATT

fWwyl 09721097 NINNGN 110N D XTI J1AIND D Y7nmn
.NNINN N1X"7 NWANX Y111 WN ,AW{7101 *T1Y™ 77010 [i7nhina

TPM-1 WIN'W :D1W™7 NNATT

N1TAND NIAMIN JINX7 79X DTN 7773 YXAT 11AN0 D Y'7nm
.07X3471 1N1XN

FIM winm :01w™'7 X011
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711 NIN7XNI YN 11700 1YW 7W 111210 XTI J1ANGT D Y'7nIn
JI1A0N 0719 12N AT YW

179 NN 1MNW'Y7 7127 127N WNNWNAT D XTI J1AINT D Y'7nIn
NNT1,(]197972 1001 WNNWN DW NNATT) Mj77-TX2 NIATT0
JUNIVIN Login Y1X'17 NNWAN Y117 muni

770N N1 NINAD'O1 WIN'W Wyl X7 D XTI J1AINT D Y'7n1In
IX DM1W 0'N1'W/D" NN N1AT NINND'0 ,(Default Password)

NM'7xn Wid1'7 yXin Nyam mjyad .wint'7 Nni17i7 NINND'0
77N N1"1 NNO'0 "W 7W 12211 112221 N17710Ww

J1707X7 ONNIA NINAD'™O N1 A 7N 71IA0N0 D Y7NIn

1172 191X N1I0MAINA J2°X NINAD™O D XT117 J1IAIN1 D Y7Nn1n
.Ji7Nin2 (Cleartext)

771211 NINND0 J10MN'7 112220 WN™M 11X 1D X171 :01W™7 NnA1T
wmm
.Hash + Dynamic Salt-1

.0'W* 1271 "D 1N1'13 ,MFA-1 WIN'W 1wy’ 71IA7IN1 D Y7n1n

(Account WNNWN NAWN N'7'Y1 D707 XTI J1AND D Y7Nnmn
N1j7T 60 JWN'7 NXT1,0'N7X11 X7 N7 N111°0" 5 NX'Y7 Lockout)
N1na7

1'NW WnNwn Nawn 7w NIw TXN 7107 XTI 712980 D Y'7nIn
177 5 '7yn 7'va

23



0

= 7N N1"M0

B 70 1300 wn

NAWnN WX N1"17'Wai1 1901 7W 17320 NT11* 11ANT D Y'721m
.(Session Throttling ) 71N AT WIN'W 111 NIWY7 721010 wnnwn

(Least Privilege) N12111 NIXWAN 1NN 117V D700 XTN117 Y701
17 '7'701 .(Need to Know) NYT7 711Xi1 1Nj7VY7 DNN W) 1NNA1
MNT'W L7702 11" ,(Live) NNNX 12711 19X NNWAIA7 D100 N

,AIN7XNN N1712'2 WI'w ,J1"2IN 11810 NNXIA ,(Playback) 1110

.N1TD1

WiN'w "T-7y 0MIW 179N "7y1 1" a7190 yxa7 y7nam ar 7751
NN 7710 1IN RBAC-1

.(At Rest) nN1IN1 "OM/W™AN YT 7W 129X NT11* 11ANT D Y72
[7'70D NINT AW™T D'WNNN N1IINGD 21X 7'70 ' 177X7 "IN
.U7y701 7W (Encoding) T1T'7i1 7'7nNnN

VT YI2'WT 7100 7wnn'7 awtan D XTI J1ANT D Y'7Rm
N"1DTY 119X N7NA7 91921 D"WaxNN (In Transit) 711021
U TIVO1

AES 256 Bit DN™MI1A7X1 TLS v1.3 717101191 WIN'W :01W™7 NNATT
.N"MUN'0 N19Xi NA1VY7

7Y As is NN7W1 11’ WNNWNA{T NNO'0 D NT11* 11AINT D Y7101
1N

Digest Authentication-1 W1N'W :01W™7 NNATT

IN/1 N'7U"2"T NNNNA AVU'7{700 NNAN 1AT1 D XTN 712N D Y7n1n
,(Frame) N"170 727 "T1Y" (Watermark) D2 NN'NN 17 901NN
107700 7w nMM7WwW1 NN L,N1MI17Nn X171 XTN7 770Nn1 NN
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1TT12'W1 NN7XN1 U'7{72W YT NIMW D XTI 112N D Y7n1n
N1"UIaN NAAT 710 AT '7'7031,N1'VAN770 7100 NIKT TN
AM1ON NI7nim

1'7{72W YTMi 710NN 19INT 0172 NN XT11" 71N D Y'7nIn
41777V T21VN1 In'7xna

Y17 N1W™A1 17 W' ONX 1NXY{790i1 DY NT11* 712N D Y721
WNNWI'7 7773 'N ON1,]12 OX .an7Xna 71 7V 7319n1 771w
Y11 YyXa7 710" NIfW D'WIN'Wil fn XNT117 YXI ,J1IND n7xnal
.WIN'Wi NN YXa7 713" M1

Nna77i7 N11'0" 1IN™N7 1j7°71 'NY 191X1 YXI7 J1AINT D Y7nmn
.N7XN1 0711 0101011 NTYXNNI "10N/W'A1 YT

NT12Y7 WATI 12°NW YT 7W NNY 1700 XT11 712N D Y'7nmn
7Y1 110NN 17YN7 yT™Min 7W 111yl IX (Data Minimization) N9U1W
N1 AmMax anuax nnan

Y11 NIU7{70 NNIWT7 IN 71017 N7 X7 D NT11' 71AN0 D Y'7n21m
7TV 7W 11713 .(Data Retention) N1TATA N91j7N WnN1 W70
-7V NNT 1NX7n0 wnn'7 10" N7xXnin 0yn "1-7Y N3 10™Mn
.0"7217n 100N *DYN1 NINM7a AnYaN N171o ' 1

NIN"TNY7 ONNA3 (OVXNA) AUIN 1107V Y™UT 11AK0 D Y'7nmn
NI7Ni1 112221 D XTN7 Y701 ,a1 7703 .0XW "T-7Y DX7nnn
N1N'TINT (Authentic) NN 7W 17771 YXIN ANYIAND 12107V
919 7377 Y70 A1 7721 .7V191 nynuinn 1297 1151Ni 110

JIMUAN 21D7TY1 017 an'7xXnn 7w 11X°/j7900 A'X 7W Wiz
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QX100 NW™DIN Y7 Y701 IX anuaN 2107V

N1117 ,N1N7XNi1 77yn 2101 7W M 1372 XNT11° 112N D Y721
JIANT VN7 YINN J11XN DTAT NV'770

-1 NDYN7 NIN7XNi 17Yn7 0'A170 NN 1'2YT 712N D Y'7nn
.N1"U11171 NINOIND NOTAD 71N ,N"1ANq SIEM

:01W™7 NINNAATT
Syslog ‘7177191191 WIN'W .X

YN NWA7 w1 X7 170 1120 7w Mj7nd axdnn nn'w .a
Nn7xnn

1921177 1270 V1IN 1°A1 KON DNY7w .2

NUON ‘7Y YN A7 'V"7INT 710 NTYXNANT 17TAT 112N D Y'7nn
NI1D'™NI 1Y™1A9 ,N'7XN 7w 17199 Nj70911 ,1M'7XN N0 ,in'7xn
.0 NN 0BY21177 020 0WIN'NT D177X0

71N D'WNNWN'Y7 NMYUIW NIYTIN NIDTA YXIT 112N D Y'7nIn
N1TTIANA 2171,971N 7W N1MWAax 171va 2171 7w 170

7W N1MyNwn7 0w 0'wnnwnil > X117 w* a1 7721 .n1721177n
V177N IN7XN0 NWTY D NMWAaNT NNATT AT1ayn 0nnn 017°x
100/Ww a0 yIm

70T NNATT ,VT™M JIONX "WXN 7W ™A XTI JIAINT D Y7n1n
.4 N7 ,ISO/IEC 21964 17N NIW™T7 ONNNA ,N'W{7
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.MIN'771 12701 11YNn DY i1j790X

:IN1 NW113 7120177
790X NIWIW {711'N7 0790 N7NXW "N

https://www.gov.il/he/departments/guides/supply_chain_guide

110NN "WXN D NIW{7Ni D201 N1ADA1 1AV 11AIN1 D Y7nIn
J1X"7/j7907 1NTA1* X7 ,N'W{7 70T NNATT VTN

na7na 7w 1M1 170 "70N aT13Y 70123 17TA 712N D Y'7nIn
.121X'M D112 N17'Ya DIN1 NINAD'O

72> N97nn7 *1m 1"70 yXan' 17y7Nn1 7190 01°01 :D1W™7 NNATT
qWna "1X'A 715"N D1 IWN N112WNN 772 7w NINND™Oi
7N

NN N1ONDIT 7Y3 NINT7XAT YN D XTI 71N D Y7nmn

FIPS-140-2 .X

i17yn1 ISO 15408 EAL 2 (Common Criteria) .1

N19'7N 1971 02700 {1j7'U"7INiT 1213221 D XT117 71IA0NT D Y7010
JTN1DN'7N1 1171 2100 D'ANM1A7N TA1D N17117n

(D29 "71'T NNATT) O'W'AN 0'D'7iNa D XTI 112N D Y721
IINN7 N1'2'U7NT N1°2'09 NU'WI WIN'W w1y NIN7Xni 11yn

.(Liveness Detection) "Nn1'n”

:01W™M'7 NINNAATT
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-1T DTN N21ANY7 ,07X 7w NN D70 021N 1°2 020300 mu'7
(NDATIN IN N1j7MN) N*TAN

nN1 "2 1Wia NI'N3 DW'7 NNTT,In'7Xna IR 11010 117'w .1
ININNA AM9X TAAT DN 1727 ,0TN YN 119X A
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71N ,N'2'W7N IR NN7XN1 N'WIIN IN7XN01 'T1-11 Win'w A
011" N1T1j713 N1U9AU3 "11Wil NN NMPNT fdAXDT N7 T3
O7TNIT 123 NT'X7X

N11UY7 D'WNWNI f{7'U77INi 2122210 D XNT117 712N D Y'7nIn
191 N11'0N N2'Na7 0'7117n 017031 0 TN1Y OTN 10T 270N
S1T/NITNNA N121"0M

:INQ namnay
nUN1" NIDIYN 7W 11'Na7 772 17N - ISO/IEC 19795

N1>IYN1 0917 17727 112210 7w 11'N17 17N - ISO/IEC 30107
nmun1l

7Vn'7 0TIV POE DTN NIW7N "ANN 1X77 712N D Y7n1mn
NIn7xnn

NYyXann N1X7ni 77yn 7w API-7 1w 2 XT1 71AIN1 D Y7n1In
.Positive Security J2INi1 711NN fINVYIN 27 T

API GW-1 WIN'W :01W™7 NNA1T

W1y NN7XNI 1Iyn 7W 111aynin D XTI J1ANT D Y'7nIn
1T 1X700 D 17X7 "IN .N1"M7N "N'71 129X N120W "N win'w
T2 1IN 07219 0OTITND DAY 17300 QWX 17102 N'Ninn
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:01W™M'7 NINNAATT
.TLS v1.3-1 IPsec '71j71U01191 WIn'w .X

.TLS v1.3-1 MACsec (IEEE 802.1AE) 71j7101191 wn'w .1

(Continuous NDWNNNAT 19X 73 YXI* 71IAINT D Y701
N 11X M7N1 .NIN7X1i 1yn 7w n"Mun7u7 Monitoring)
g

NW11 NA1U7 "21X'N N1N'W 7901 11Y7

,Y1DTY SBOM 1072 727 790N 10X D XTI11" 712Nl D Y7N1IN
|
J1D7TVT 731710 UNN197 OXNilad

:01WM'7 NQATT

.11012 727 SPDX UN1191 WIN'W W1y SBOM 0019 11X

VNN N11D-T0 T712YN 7W 017 XT11° 71280 D Y7nmn
.0'W"A 1712y "MNNnY7 ,N1n7xni

:01W™'7 NQATT

D'{7N N1W™T1 TN1Yi (Data Diode) 11"2-TM 77111 wWin'w
D'7117n

7120 "INNNT NIN'7XN0 0Yn 7w N12°00 XT11° 71A7K0 D Y7n1n
.(EMP) "U2An1U{7'7N {7917 N9'{7N TA1D O'WAN

IN 12y

Electromagnetic Pulse (EMP) Protection and Resilience Guidelines for
Critical Infrastructure and Equipment v2.2, National Cybersecurity and

Communications Integration Center. (February 2019).

https://www.cisa.gov/sites/default/files/publications/19 0307 CISA EMP-

Protection-Resilience-Guidelines.pdf

29



30

e

g% = 7NWT 110

Bl .70 13700 N

J1MUIN NINA7XNAN 1270 11100 DI1XNAX - NIX'7N1IN 171v8 D17 :6 11710

WIWNI YY1 TXN TINX 1177 121" NIN7XNi0 78N NYNUnt w7 7700 D Y'7nim
2000 112X D'WNNWNN N1'UIa 7Y NIMWEaNT N1D7Wii 12117 NNTJIANGD 7w

NI{71 NDWN7 7'Wwn fINUIANDT NIM7XN YW 01AINI NINAYT7 ODW D 1731 10117
J1IMNUANT NIPyYNn N33 a1 XW12'7 N1on™Nil ‘7172 NIAAND D Y7011 ,(BMS) 11an

(N 12Min7
.(2020 131Vj71N) .0"1aN N7 N1D1YNI 130 2100 DI1XNX

https://www.gov.il/he/departments/general/buildingmng

NIXYN{17 1297 N1N7XNAN YNnad 1Mun1'a N1710 217'W 0771w 013N D Y721
JNINTT 12700 YN 07U 0MIWT71 NIAT7 AT0T 0Y antTim
:1 0"2"T 0TUNATTI 0TITW™71 N7 AT 7W Wiz 'u0a

https://www.gov.il/he/departments/news/bio contact




31

e

% = FNWT3"0

B . ny0 13700 wn

fIMYIN NIN7XNN 110 "11D'0 O1XNX - 1 N90)

ngo02i1 Nvn

77NN 0'311VN0 DIAT DN 1X71 90000 N 191X DN X177 9j7w7
117721 1"70N10 N19Y7W NNV1AN )11X7 17W 00N0 7Y 31wn N1ayanal,ina™mno
JAY1X1] 0'371YNT 01T 7W NIN]

0'71y1 fINTIWi1/0117'0/{71W 170 - JNONil WIIA TXD .X

N1AXIN N7 NINNAATT) I1SO-1 NIST 1122 D'71vin N2'7N/T1Y™N 7w 11'Na (1
.("DM'W" 0'DNoN” 7191 JNon1

IN0NI N1IAXIA N1M7'W NINAATT) 01NN 073177 01019 7w 11'Na (2
.("0M"'Ww* 0DNoN” 7191

;110719 WX NON NIVI'Y'Y7 N2XAN 11wn N7ay (3
779D 111U N X
securiTech 1'TAn 7”210 ,]IN 11 'Ta W .1
Nyl N1DIyYN 01w™ N1l .2
n"y1 1717 - 11NU*21 NNV NN 1777 .1

Nia'n "WNI1 NInWw "Xy .7

41T 700N WIN'W WYl 0O N1a'Ni "WXAT D1NWwi MI1XY7 DX A'XN 71901

TIN'1 nimin ow
Advanced Encryption Standard AES
Automatic License plate Recognition ALPR
Application Programming Interface API
Access Point Name APN
Adversarial Tactics, Techniques, and Common Knowledge ATT&CK
Building Management System BMS
Closed-Circuit Television CCTV
Chemical, Biological, Radiological and Nuclear CERN
Cyber Intelligence CI
Crime Prevention Through Environmental Design CPTED
Cloud Security Alliance CSA

Chief Security Office CSso



32

e

g% = 7NIW*11"0

B . ny0 13700 wn

TIN"1
Cross-Site Request Forgery
Chief Technology Officer
Data Protection Officer
Digital Video Recorder
Evaluation Assurance Level
Extensible Authentication Protocol
Electromagnetic Interference
Electromagnetic Pulse
End of Life
File Integrity Monitoring
Federal Information Processing Standards
Firmware Over-The-Air
File Transfer Protocol
Firewall
Global Positioning System
Gateway
Hypertext Transfer Protocol
Inclusive Engineering Consortium
Institute of Electrical and Electronics Engineers
Internet of Things
Intrusion Prevention System
Infra-Red
License Plate Recognition
Media Access Control security
Military Standard
Man-in-the-Middle Attack
Network Access Control
(US) National Institute of Standards and Technology
Network Video Recorder
Out-of-Band (Management)
Physical Access Control System

Power over Ethernet

nimi ow
CSRF
CTO
DPO
DVR
EAL
EAP
EMI
EMP
EOL
FIM
FIPS
FOTA
FTP
FW
GPS
GW
HTTP
IEC
IEEE
IoT
IPS
IR
LPR
MACsec
MIL
MiTM
NAC
NIST
NVR
00B
PACS
POE



33

e

Pan-Tilt-Zoom

Quality of Services

Research and Development
Redundant Array of Independent Disks
Role-Based Access Control

Radio Frequency

Recommended Standard

Software Bill of Materials
Software-Defined Perimeter

Security Information and Event Management
Simple Network Management Protocol
Segregation of Duties

Software Over-The-Air

Software Package Data Exchange
Secure Shell \ Secure Point-to-Point
Secure Sockets Layer

Server-Side Request Forgery

Trivial File Transfer Protocol
Transport Layer Security

Trusted Platform Module

Universal Plug and Play

Universal Serial Bus

Video Motion Detection

Video Management Software

Virtual Private Network

Video Surveillance as a Service
Cross-Site Request Forgery

Zoom Laser IR Diode

g% = FNWT3"0

B . ny0 13700 wn

TIN"d

7120 7Ayna a7
7N07N1 1112 1720

Nnnu*a namn

Mnimi ow
PTZ
QoS

R&D
RAID
RBAC
RF

RS
SBOM
SDP
SIEM
SNMP
SOD
SOTA
SPDX
SSH
SSL
SSRF
TFTP
TLS
TPM
UPnP
USB
VMD
VMS
VPN
VSaaS
XSS
ZLID
0’nu
n”">mn
PU”1In

1T 7N0N1 WiN'W 1wyl 0na N12'Ni WX NNwn "Xy 7 1710



34

L pervs”

g% = 7NWT 110

Bl .70 13700 N

0'N'Ww* 0'>Non .8

110N N1'ND NY1 0'AN1Di1 1DN1N0i 07V YT1™Mil N1N1j7N1 DX 7'On 11 719

:N"M1y1 YyT1T' N1Njn
"7'75

72722 .7712°X11 20713 11971 10T N1PAT711001 WIin'wa” YL uTnwT71a
(2020 NanXT) XMW’ N0O12 VT A
https://fs.knesset.gov.il/globaldocs/MMM/2503c32b-2f94-ea11-8104-
00155d0aee38/2_2503c32b-2f94-ea11-8104-00155d0aee38_11_17635.pdf

JN1U749 1'21 113X NIN'Va 1" ]TN'7 n1a"n 11N N7xn” .any , 111D
(2021 AN1129) DO'707D
https://www.calcalist.co.il/internet/articles/0,7340,L.-3894350,00.html

"IVl "A1W 7Y 1270 N9j7NNYT7 WWN :NWIin Nin7xn 1j7n2” .Jnn "X
(2021 'NN)
https://m.ynet.co.il/Articles/59309910

"AN17'Ya NX AN'aWwi T213-T712 NX13{7 7V 13270 Naj7nn” 7897 ,INAN{7
https://m.calcalist.co.il/Article.aspx? guid=by1m18s0t(2022 1X11?)

"NIN'7XN'7 1X19 D 0"Y19 0"IN'N 0" 7Nl T 21117 TY TAi1 NTONNR”
https://www.jdn.co.il/flashes/2444/(2022 IN11?)

Jj7yn NAN - 14 {719 - 5 171V | AN AT
https://www.kan.org.il/Item/ampify.aspx?u=https://www.kan.org.il/item/defau

It.aspx?itemid%3D108065

"NT7NX11'X 11" NDYN :GPS N17j7N'71 0'W11'W7 1nan”
/https://www.geektime.co.il/israel-navigation-independence

MIN7i1 120 YN

71" X777 7277077 7702 ANTONT7 AINM7 - M1AXA 2NN 079
https://www.gov.il/he/departments/general/face_recognition (2021

(2021 "'7'I") MIX7iT 127°0/7 1A 2.0 12701 M DN
https://www.gov.il/he/departments/general/cyber security methodology 2

111U§71X) 727X 777 7277077 77V22 .”0712N N1j71 N1DYN1 1170 1100 DIXNX”
(2020

https:/fwww.gov.il/he/departments/general/buildingmng



35

% = FNWT3"0

B . ny0 13700 wn

12NWa0) X7 127077 772 .’DIW™7 N1X7nil - APN N"NWN NNYIN”

(2020
https://www.gov.il/he/departments/general/apn

NN WN'W *T-7Y D21AX 7W NTITNWNT N1DIYN1 0'Wnnwn "1atT 71imrn”
(2020 'Nn) X777 1277077 7722 ’(MFA) "01a-10
https://www.gov.il/he/departments/general/mfa

(2018 '7'7aN) 2ix 777 727707 77V22 "1IAONT7 127021 AN DN”
https://www.gov.il/he/departments/policies/cyber_security_methodology_for_
organizations

PIX7i1 1277077 77V22 ."1AWnN 'aXN 71017171 N1D1y7 1201 NN 10'an”
(2018 1anamn)
https://www.gov.il/he/Departments/news/cybercrisispreparedness

(2020 "Nn) "IX7i1 7277077 772 790X DWW 71717 0790 N7NW”
https://www.gov.il/he/departments/news/querysupply

(2018 'Nn) 21X 77 727047 7722 .’V NIATTNT7 N'INT N1 TN
https://www.gov.il/he/departments/news/bio_safeidpolicy

D15 NAAn N

(2021 N12Y) .27'774947 112277 NIW 47 "AND200 17 N1'Ua0 DA M’
https://www.gov.il/he/Departments/General/smart_city_guide

N11YN1 N1U1a 7Y n1an 0DW'7 N1M'7xn Nizna 710 0w N1'v1g ‘uvanqn”
(2020 V21V7IX) .7°WU12977 N2AA7 NIW 7 .’ 01
https://www.gov.il/he/departments/news/cameras_daycare_guide

i1'Mai ,]i3a ]TIL’J'7|7]|'I NN "ANN31 3i7VN1 f1NYaANX nm7xni wmn'w”
(2012 7"1aN) .71777977 N7 NIWiT ."4/2012
https://www.gov.il/he/Departments/policies/surveillance_cameras_guidelines

(2017 Y71) .n1°w197 N7 NIW 7 ."Ni7709 ,NUAN NIN7XN11 17yn DIn'7xn”
https://www.gov.il/he/Departments/General/verdict8

11" TNl 71N TIWwn

- N1"M7N0i N1 NINTi7NnN N1"A171100 DIW™7 N'N7Wnnil N1V i
(2020 "Nn) 12* i 172N TIWwn ,170 "NIW M7 ,N11I00 0Dy 01N
https://www.mevaker.gov.il/(X(1)S(rh2cyeb2q5q4phqun2vj2spi))/sites/Digita
ILibrary/Pages/Reports/3285-5.aspx? AspxAutoDetectCookieSupport=1

, TN 0”17 ,7113YN {710 NI'™DXT N1M1U77N0 NIAT7XNT YN NNz
(2016 IN1119) M2 TN 17AnN TIWnN



36

ggg = 7NIW*1I"0

Bl .70 13700 N

https://www.mevaker.gov.il/he/Reports/Pages/495.aspx

N
-U¥”ywWwn ,N1I1ya7 01" N11YN1 NU1va 7y i 0w'7 Nn'7xn Njgzni i7in
2018

2017-T"ywn (V1" NMNUINX) N1'UI9a N2 D1j7N

2001-X"0WnN ]T'J'I'1U|7'7N i1nN'nn j71n

,(M11 NN N171227 Y1NAW Y71 "MANN 7N V1™ N1ayi) N1'UIg9n Naan nny7n
2001-X"0WnN

2001-N"DWN ,0™"10N N1T0INA 1'A "1"aY 7W 70y Ny anY i7in
1981-N"nwn ,N1"U1ai1 Naana 710

1955-1"JWn ,0"11"DNI 711

General Data Protection Regulation (GDPR)

PCI Standard

:N"72IN2 YT'™N NINK{7N

General

Atch, David, Gil Regev, and Ross Bevington. “How to proactively defend against
Mozi IoT botnet”. (August 2021).
https://www.microsoft.com/security/blog/2021/08/19/how-to-proactively-
defend-against-mozi-iot-botnet/

D-Link. “Best Practices in IP surveillance”

https://s3-us-west-

2.amazonaws.com/itworldcanada/archive/WhitePaperLibrary/PdfDownloads/
ITW226 Best%20practices%20in%201P%20surveillance%20-
%20white%20paper%20-%20D-Link.pdf

Guri, Mordechai, Boris Zadov, and Yuval Elovici. “LED-it-GO: Leaking (A Lot of)

Data from Air-Gapped Computers via the (Small) Hard Drive LED”.
https://arxiv.org/abs/1702.06715

Guri, Mordechai, Dima Bykhovsky, and Yuval Elovici. “alR-Jumper: Covert Air-Gap
Exfiltration/Infiltration via Security Cameras & Infrared (IR)”

https://cris.bgu.ac.il/en/publications/air-jumper-covert-air-gap-

exfiltrationinfiltration-via-security-c-3




37

% = 7NIW*1I"0

Bl .70 13700 N

Guri, Mordechai, Boris Zadov, Andrey Daidakulov, and Yuval Elovici. “xLED:
Covert Data Exfiltration from Air-Gapped Networks via Router LEDs”
https://arxiv.org/abs/1706.01140

IEC. “60839-11-31 - Video surveillance systems for use in security applications -
Part 2-32: Recording control and replay based on web services”

[lascu, lonut. “Researchers Hack Surveillance Systems to Show Fake Video Feed”.
(July 2019).

https://www.bleepingcomputer.com/news/security/researchers-hack-

surveillance-systems-to-show-fake-video-feed/

Krebs, B. “Hacked Cameras, DVRs Powered Todays Massive Internet Outage”.
(October 2016).

https://krebsonsecurity.com/2016/10/hacked-cameras-dvrs-powered-todays-

massive-internet-outage/

Ronen, Eyal, Colin O’Flynny, Adi Shamir, and Achi-Or Weingarten. IoT Goes
Nuclear: Creating a ZigBee Chain Reaction, Weizmann Institute of Science,
Rehovot, Israel

https://ieeexplore.ieee.org/document/7958578

Moses Staff. “Hacker group released thousands of CCTV & Rafael Defense cameras
Israel”
https://m.youtube.com/watch?v=0AHoMvN54ik

MITRE | ATLAS
https://atlas.mitre.org/

U.S. MIL-STD-810

"Electromagnetic Pulse (EMP) Protection and Resilience Guidelines for Critical
Infrastructure and Equipment” v2.2, National Cybersecurity and
Communications Integration Center. (February 2019)

https://www.cisa.gov/sites/default/files/publications/19 0307 CISA EMP-

Protection-Resilience-Guidelines.pdf

“Military-Grade Long-Range MWIR/LWIR Thermal & Visible PTZ Surveillance

Camera”
https://www.infinitioptics.com/cameras/vega

“Recommended standards for the surveillance camera industry”. Biometrics and



74 = 7NIW'110

B 70 1300 wn

Surveillance Camera Commissioner. (October 2018).

https://www.gov.uk/guidance/recommended-standards-for-the-cctv-industry

Bosch
“Bosch IP video and data security guidebook v2.0”. (April 2021).

https://resources-boschsecurity-

cdn.azureedge.net/public/documents/Data Security Guideb Special enUS 9
007221590612491.pdf

“Network Authentication - 802.1x Secure the Edge of the Network”. (February
2022).
https://resources-boschsecurity-
cdn.azureedge.net/public/documents/WP 802.1x WhitePaper enUS 900722
1590608267.pdf

“Secure by design requires a systematic approach”. (August 2021).

https://www.boschsecurity.com/xc/en/news/trends-and-technologies/secure-

by-design/

Cisco Systems
“SASE breakdown: Using DNS-layer security to block unwanted or malicious
content”

https://umbrella.cisco.com/blog/sase-breakdown-dns-layer-security

ENISA
“Beware of Digital ID attacks: your face can be spoofed!, ENISA”. (January 2022).

https://www.enisa.europa.eu/news/enisa-news/beware-of-digital-id-attacks-

your-face-can-be-spoofed

“Remote Identity Proofing - Attacks & Countermeasures, ENISA”. (January 2022).

https://www.enisa.europa.eu/publications/remote-identity-proofing-attacks-

countermeasures

“Securing Machine Learning Algorithms, ENISA”. (December 2021).

https://www.enisa.europa.eu/publications/securing-machine-learning-

algorithms

38



39

74 = 7NIW'110

B 70 1300 wn

FLIR

Teledyne. “How Does FLIR Ensure My Security System is Cybersecure?”. (March
2021).

https://www.flir.eu/discover/security/thermal/how-flir-cameras-enhance-

cyber-protection-and-ndaa-compliance/
FLIR. "FLIR Adds New Advanced Features to United VMS with 9.0.1 Update”.
(December 2020).

https://www.flir.eu/news-center/security/flir-adds-new-advanced-features-

to-united-vims-with-9.0.1-update/

FLIR. "FLIR Announces Thermal Security Camera with Built-In Human and Vehicle
Recognition Analytics”. (December 2017).

https://www.flir.eu/news-center/security/flir-announces-thermal-security-

camera-with-built-in-human-and-vehicle-recognition-analytics/

Hikvision
Hikvision. “Cybersecurity”

https://www.hikvision.com/en/support/cybersecurity/

Hikvision. “Securing a New Digital World with Zero Trust”. (June 2021).

https://www.hikvision.com/en/support/cybersecurity/cybersecurity-white-

paper/
Hikvision. “Product Security White Paper”. (July 2019).

https://www.hikvision.com/en/support/cybersecurity/cybersecurity-white-

paper/
Hikvision. “Cybersecurity White Paper 2019” December. (July 2019).

https://www.hikvision.com/en/support/cybersecurity/cybersecurity-white-

paper/
Hikvision. “Product Security Long-term Support Policy”. (December 2018).

https://www.hikvision.com/en/support/cybersecurity/cybersecurity-white-

paper/
Hikvision. “Hikvision’s White Paper on GDPR”. (June 2018).

https://www.hikvision.com/en/support/cybersecurity/cybersecurity-white-

paper/



40

% = 7NIW*1I"0

Bl .70 13700 N

Hikvision. “Hikvision Focuses on GDPR Compliance”. (May 2018).

https://www.hikvision.com/en/support/cybersecurity/cybersecurity-white-

paper/
Hikvision. “Hikvision’s White Paper on Cybersecurity”. (January 2018).

https://www.hikvision.com/en/support/cybersecurity/cybersecurity-white-

paper/

Hikvision. “Establishing Cybersecurity Assurance System for Video Surveillance
Products”. (January 2017).

https://www.hikvision.com/en/support/cybersecurity/cybersecurity-white-

paper/

IEC

IEC 60529 - DEGREES OF PROTECTION PROVIDED BY ENCLOSURES (IP CODE)

IEC 62262:2002 - Degrees of protection provided by enclosures for electrical
equipment against external mechanical impacts (IK code)

[EC 60068-2-75:1997 - Environmental testing - Part 2-75: Tests - Test Eh:

Hammer tests

Industry IoT Consortium
“Placing a High Priority on Trustworthy and Secure IloT Platforms”

https://www.iiconsortium.org/wc-security.htm

Carielli, Sandy, Matt Eble, Frederick Hirsch, Ekaterina Rudina, and Ron Zahavi.
“Security Maturity Model v1.2”. (May 2020).

https://www.iiconsortium.org/pdf/SMM _Description _and Intended Use V1.

2.pdf

ISO
ISO/IEC 24745:2022 - “Information security, cybersecurity and privacy protection
- Biometric information protection”

https://www.iso.org/standard/75302.html

ISO/IEC 19795-1:2021 - “Biometric performance testing and reporting — Part 1:
Principles and framework”

https://www.iso.org/standard/73515.html




41

g% = 7NIW*1I"0

B . ny0 13700 wn

ISO/IEC 30107-1:2016 - “Biometric presentation attack detection — Part 1:
Framework”
https://www.iso.org/standard/53227.html

ISO 22311:2012 - “Societal security — Video-surveillance — Export

interoperability”

https://www.iso.org/standard/53467.html

NIST
NIST SP 800-27 - "Zero Trust Architecture”. (August 2020).
https://csrc.nist.gov/publications/detail/sp/800-207/final

NIST Interagency/Internal Report (NISTIR) - 8172 - ”"Assessment of Closed Circuit
Television Digital Video Recording and Export Technologies”. (March 2017).
https://www.nist.gov/publications/assessment-closed-circuit-television-digital-

video-recording-and-export-technologies

*%k% 1n°n I.'I'lD *%k*%



