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This document was written by the National Cyber Directorate as a public service. It offers 
recommendations to all organizations in the Israeli economy and may be freely used to increase 
the robustness of the cyber defense capabilities in the economy. It was written for company 
management, for cyber defense managers and practitioners and for IT personnel. It addresses the 
entire economy and is worded in the masculine gender solely for convenience. Comments on this 
document may be forwarded by e-mail to tora@cyber.gov.il
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The attack surface in cyber space represents all 
interfaces through which a potential adversary 
may interact with an organization’s computer 
system. An example of an unauthorized 
interaction is when an adversary enters 
malicious input into a software-based interface 
with the objective of disrupting the normal 
operation of a computer system or obtaining 
access to sensitive/privileged information stored 
in the computer system.

Limiting the attack surface is an effective 
measure that makes it difficult for adversaries 
in cyber space to achieve their goals and 
improves an organization’s protection against 
cyber attacks.

One of the acceptable methods for reducing 
the attack surface is hardening, which 
involves changing the operating parameters/
configurations of the computer system. A 
common example of hardening is by disabling 
the operation of system services that are not 
essential to routine activities or by changing 
the threshold of a security mechanism.

Preface
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The purpose of this document is to help organizations reduce their attack surfaces by performing 
operations and controls to harden their computer systems.

The main target audience of this document includes Chief Information Security Officers (CISOs), 
cyber defense architects/cyber security technologists, cyber security practitioners, and systems teams.

Purpose

Target Audience



6

The modern work environment relies on the 
existence of computer infrastructure based 
on interfaces which enable the exchange of 
information and/or operating orders between: 
(a) modules built into the computer system; (b)
one computer system and another; (c) a human 
user and the computer system. These interfaces 
form the attack surface that an adversary might 
exploit to achieve his purposes.

Control over these interfaces entails changes 
in the operating parameters/configurations. A 
significant number of these changes may be 
made at the level of software.

Several hardening methodologies are commonly 
used worldwide, with the leading methodologies 
issued by the Defense Information Systems 
Agency of the United States Department of 
Defense and by the international nonprofit 
organization CIS – the Center for Internet 
Security. Additionally, some manufacturers 
periodically publish hardening guidelines but, 
in most cases not on a regular basis, and 
sometimes users/organizations need to retrieve 
a large number of documents in order to 
compile the complete set of guidelines needed 
to implement hardening. 

Each methodology offers a set of definitions for 
implementation according to the severity level 
and the type/version of the relevant cyber asset.

Implementing a hardening methodology includes 
several key stages:

Work Stages

Locate 
hardening 
guidelines

2 Check 
comptibility 
in the test 
enviroment

4Select 
severity 
level for 

hardening

3 Check 
rollback 
capability

5Identify the 
cyber asset 

and its 
characteristics

1

Check 
compliance 
continuity

Check 
hardening 
update

8 9Check 
compatibility in 
the production 

enviroment

Implement 
hardening in 

the production 
enviroment

7

 Note: this document focuses on  
software-based hardening and 
not on hardware-based hardening  
(such as changing an electrical circuit 
using\disabling a physical shutoff 
switch)

6



7

No. Stage Supplementary explanation Example

1
Identifying the 
cyber asset and its 
characteristics

Such as: the function of the cyber 
asset, the manufacturer’s name, 
edition, version.

Database server manufactured by 
Israel Israeli Ltd., enterprise edition, 
version 2019.

2
Locating hardening 
guidelines

Accessing the website of the 
methodology’s provider and 
downloading documentation for 
implementing hardening (including 
scripts or other aids) that is 
compatible with the cyber asset that 
was identified earlier.

Accessing the website of DISA STIG  
and downloading the documentation 
and tools.

3
Selecting the 
severity level 
needing hardening

Perusing documentation relating 
to severity levels and selecting the 
severity level according to the threat 
profile.

The National Cyber Directorate’s 
recommendation is to use a severity 
level of at least DISA categories I + II. 

4
Checking 
compatibility in the 
test environment

Hardening of the cyber asset 
is implemented in a designated 
test environment that simulates 
a production operation in order 
to ensure that the probability of 
operating availability becoming 
disrupted is low. If a constraint 
is discovered, analyze whether 
you need to update the hardening 
guidelines and/or the application 
where the constraint was discovered.

The operating system of the terminal 
stations was hardened:

a. Hardening was successful and no
operating constraint was discovered;

b. Due to application constraints, the
decision was made to assume the 
risk and refrain from applying a 
particular security requirement.

5
Check rollback 
capability

Check capability of rolling back to 
the state prior to the hardening, in 
order to ensure that, in the event 
of a problem in the production 
environment, it will be possible to 
revert to a normal work situation.

Building a rollback plan and verifying 
its effectiveness relative to the work 
environment in the organization.

6
Check compatibility 
in the production 
environment

Performing tests on a representative 
sampling of cyber assets in the 
production environment in order 
to ensure that the probability of 
operating availability becoming 
disrupted after hardening is low. 
If a constraint is discovered, analyze 
whether you need to update the 
hardening guidelines and/or the 
computer system to which the 
constraint relates.

The operating system of the terminal 
stations was hardened:

a.  Hardening was successful and no
operating constraint was discovered;

b.  Due to application constraints, the
decision was made to assume the 
risk and refrain from applying a 
particular security requirement.
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No. Stage Supplementary explanation Example

7

Implement 
hardening in 
the production 
environment

Implement hardening 
gradually in the production 
environment, whether by 
implementing at the level of 
the golden image or by some 
other method.

The operating system of the terminal 
stations was hardened according to 
deployment ratios: 10, 25, 40, 50, 75, 
100%.

8
Check 
compliance 
continuity

In order to ensure that the 
hardening is effective and 
practicable. In the event of 
an anomaly, re-implement 
the hardening.

Perform tests to check hardening 
using automated software to detect 
vulnerabilities; perform assessments 
according to the hardening methodology 
(such as DISA’s) and the SCAP (Security 
Content Automation Protocol).

9
Check 
hardening 
update

Verify that the hardening is 
up-to-date according to the 
versions recommended by 
the provider of the hardening 
methodology, and according 
to the editions/versions of 
the organization’s computer 
systems.

Register to be added to a mailing list 
that includes updates to the hardening 
methodology.

Following are two examples:

a.  The hardening methodology that was
assimilated in the past for a particular 
operating system is Release 12, Version 
2. The methodology’s author published
Release 1, Version 3. Therefore, it 
is necessary to implement the new 
hardening accordingly.

b.  A software update was issued for a
particular operating system (which 
changes the product version build 
number). Therefore, you must verify 
compatibility with the recommended 
hardening methodology.

methodology hardening a implementing for stages work Key :1 Table
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Emphases for successful assimilation

1. Implementing hardening without
performing preliminary tests to ensure 
the compatibility of the hardening 
may cause an operational shutdown. 
It is therefore recommended to 
complete all operations according to 
the proposed stages.

2. Making changes in the work
environment, such as installing 
updates (patches) and performing 
maintenance operations, may 
affect the proper working order 

of the hardening. It is therefore 
recommended to ensure that the 
hardening is still effective after 
performing operations of this type.

3. Ensuring a fast and effective rollback
capability is essential to minimizing 
disruption of the production 
environment in the event that a 
problem is detected.

4. Automating the hardening and
test processes, including their 
incorporation into the organization’s 
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Below is an example of how categories of cyber assets are mapped according to the recommended 
severity level of the vulnerabilities that require hardening (including references to the sources of 
the hardening methodology):

No. Asset category
Recommended 
severity level for 
hardening

Source of the hardening 
methodology

1 Operating systems

DISA STIG Categories/
levels 1+2

https://iase.disa.mil/stigs/Pages/
a-z.aspx

2 Virtualization solutions

3 Web servers

4 E-mail servers

5 Database servers

6 Communications equipment

7 Office/Backoffice software

DISA STIG Categories/
levels 1+2

or manufacturer’s 
recommendations

https://iase.disa.mil/stigs/Pages/
a-z.aspx

or the asset manufacturer’s 
website and/or obtain specific 
recommendations from the 
manufacturer’s support team

8 Printers

DISA STIG Categories/
levels 1+2

or manufacturer’s 
recommendations

https://iase.disa.mil/stigs/Pages/
a-z.aspx

or the asset manufacturer’s 
website and/or obtain specific 
recommendations from the 
manufacturer’s support team

9 Storage systems

Manufacturer’s 
Recommendations

Asset manufacturer’s website 
and/or obtain specific 
recommendations from the 
manufacturer’s support team

10 Backup systems

11 Public cloud services

12 Data security system

Note: the default recommendation of the National Cyber Directorate is to use the DISA 
STIG methodology. If suitable documentation for this methodology is not available, then 
it is recommended to follow the manufacturer’s recommendations.

Table 2: Mapping of cyber assets according to the recommended severity level
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Appendix A

Main differences between the common hardening categories in DISA STIG

Below is the list of the common hardening categories in DISA STIG. Each category defines a set of 
hardening requirements for implementation according to the threat profile. As a rule, the minimum 
recommendation of the National Cyber Directorate is to apply the hardening requirements appearing 
under categories I and II.

Category I Category II Category III

Any vulnerability which, if 
exploited, will directly and 
immediately compromise 
confidentiality, availability, 
reliability and/or integrity.

Any vulnerability which, if 
exploited, could potentially 
compromise confidentiality, 
availability, reliability and/or 
integrity.

Any vulnerability that 
diminishes the defense 
capability against threats to 
confidentiality, availability, 
reliability and/or integrity.

Vulnerability scale

Table 3: Main differences between the common hardening categories in DISA STIG
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Acronyms

Acronyms used in this document.

No. Acronym Definition

1 API Application Programming Interface

2 CIS Center for Internet Security

3 (Dev)Ops Software Development (Dev) and Information Technology Operations (Ops)

4 DISA Defense Information Systems Agency

5 NIST National Institute of Standards and Technology

6 PCI Payment Card Industry

7 QA Quality Assurance

8 SCAP Security Content Automation Protocol

9 SP Special Publishing

10 STIG Security Technical Implementation Guide

Table 4: Acronyms
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