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D™U21171 D'T'X7 NYTN NN NNY7 W*,10 12D .J1ANT 7W UIUIN
TBps ,GB/s 250) NIN'XY :NNA1T ,0"71170 D' TN™M7 N10AN{T 1N NNTI
.71 nw1aw ,0™ ,Nyw ,N177) A1 (7'v7 oxnnl) 10,0101 4

(Cyber Threat 1101 O™1'N 1"V TIN1 WIN'W WY 11AINi1 D Y7N1IN
N'01N M1N'3a1,N1M2TYi 197N N1Y'W N1Dil DW'Y7 Intelligence)
.ONXNi13 131AN

D'12AOND 1WNINT IWN 120 "WI1NN NN 117Y7 Y7n1n ar 7702
NINT1 ,"M1772i11 "MIN'72'20 N17'Yai 1Tand 012N 7Y waT1,071v1
1WaWIiw 1a1™0 021 ,19%7Ni JWwn ,A10 ,N1N'XY N1'MN1 71N

,(MN710 NINTI NN ON1AT7 JNMW 72) 971N N1AT YN ,aa7nnn
,M1977N N1ADN1 Y17 17X11 1WN N1'1Y*A9 N1'70 ,N19%7Na NN
TX ™Y WIN'W 0ON3 WY 1WN AAUIND "WXNAN N1'1'W{79X DN
DONi1,N'70Y N17'Wa WIT'W/ANIW AT NNATT) N11TA1 N1D7Wi ,1an0
NW'WI 7W NN1'7 1IN 17N 1Y 7Y Qyawi DNatT "wn 711 002l
N7an ,(‘w"7w-TX "MI1A1 NIN17'7 N1y*an ,0nnn'7 1ayni Ningzy
D'W11'N7 N1WOA N1DMA M19'W DW'Y7 DI1W™7 NiX7nn1 o'ng7
.0miT

(Internal Layer) N™M"9i1 11dWi NAVANY NIX7nin

DNN2 122010 N1V 11Wi7N0 NTNWN D XTI J1AINT D Y7nmn
.(Secure by Design) MUIN'7 11XV 1Nj7V7

:NINNATT 190N 1717
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N1N'N'1 WIN'W Y NNTI (fail-safe) 7WI-7X 1Xn 7W M1y .X
nX{7n 07NN 17T 2XNW NT117 W' .0'9170 17T 1IN (Redundancy)
.(End to End) nXj77

.(Self- Healing) 7W> '7W 17Nl "MMIVIN NIWWINNI 1XN 7W M1y .21
NIY7U'DIND WIN'W NY1 N'A'U{79N 111X NNT Wwnn'7 1n1

.Micro-Services
Stateless 1T12Y NI1XN7 1ayn .2
.(Chaos Security) DIND NDTIi1 N7V YIA'™N .7
.(Auto Scaling) ™17T 19IN1 N712'7 7W MW7A/A7Ta0 D710 .0

7W 17 7Y D'1'WNN (Bars) 0911 (Thresholds) 090 N TA .1
.API Throttling N7 N12117 ,0TIWA/TA"N0 N17'wa1,72'7N0 N17'va

79017 1111 X117 W' "1 T/'UU0 121N 110MAX7 CDN-1 win'w .1
.071vn 20131 07N "N'71 0NN

7W N"117 79011 NIX'707 NN 110137 W ,"13°X 12y 0Y 17132y Ny .0
.112121 MV7YDIN

1V N7 0T1aY'7 A1777 Y1X'17 NaWi79N D710 7w Ny .o
NT13Y'7 21777 IN QAN "M113°X 12V 79021 AT1aY'7 21777 IN "12°X
JMN 7901 (Shadow Site) '7X TNNA

0"73117N1 07N NONING 7NN WIAW WY 7IAINT D Y7nn
.0721N1 NTW{7Na 0'0N1Y DY NITTINANTY

:01W™7 NNATT
IEEE 802.1Qbb Priority Flow Control (PFC) .X

IEEE 802.3x Flow control with Pause frames .1
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N1'X7"79N2 0'0N1Y 710" NIDIYN1 WIN'W WY AN D Y7nm | ¢
7712 71N21 111Nain > NT117 W1 .(ADC - Application Delivery Controller)
:NININ N171071 NN

.0SI layers 3-7 mayn 1Nn .X
.(Offloading) N19X11 111ayN OY 1T12Y NyY1 0'0N1Y DTN .1
.TCP N112ynN1 (Content) D'1DON QY 1T1AY NY1 0'0N1Y N1 .2

n7X'7170 Y1X'1 Y NNTT,i1'X77'79Nn '7W (Liveness) N1'A N7 711 .71
L0190 Wnnwn 7w n17117n ni7iva 7w

M1j7'7 NW{721 7w 112yi - (Path-based routing) 1'N1 DO11N 11N .0
.'9'X90 URL N0 7y TY'7

NWi73 ‘7w 712y - (Host-based routing) 110 DJ1 DO1AN 11N .1
J9'X90 HTTP header )00 7V TY'7 mMij77

(Custom HTTP response) M1j77 NW{717 *TIN™ myn 1NN .1

standard and 00 7y TY'7 W71 N1ayi - N1TW 0D012N 1107 .0
custom HTTP headers and methods, query parameters, and source IP

.addresses
ICAP 71|7'IU'I'IEIZ[ 1D'"12N .U

(Persistence N17'wa1 TN 71177 N17117n N1U'w1 >N .0

.Session)

(WAF - Web N'1'Uj7"79N WX NNIMN1 WINW WY J1AINT D Y7010
NX '7'712 10327 717Nai > X117 W .RASP IN/1 Application Firewall)
:NIN2N N1710'71

-1 N1712" NN7Wwn7 waT NNY7 Ww* .N1311 Anti-Bot 112211 .X
JIPSs-1 2”71 0™M™j7 DI'NW HTTPS\HTTP
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.i11111 Anti-Fraud 112210 .

D'Y3 190N N1IDTYNN NT'UNBU0 N1N'NN 97 N1a%7N0 NN'on
030 DTN 1'WTIN N0 7Y NNTT L0712

.(Virtual Patches) D™7N1971"1 OVXN91 1D™AN .

.19X11 11N 01N 11NN 1772 .

,1T '7'701 .N210n N17'wa7 ,"W1INX wnnwn Nn17wa 1'a 7111 n'71o°
.WNNWni (Challenge) 1ANN7 071171 D0'2122211 12N NT117 W°
N'N1ATINN 1"UN11 ,CAPTCHA-1 WIN'W :0D1W™7 NNATT

(Puzzles) O"7TN9/N1'UNNNA N1T'N1 WIN'W X (Behavioral Biometrics)
J1Na7 my77a 1x 7yw

7W 019U N1ANINA 791191 1A"IN7 OXNT1 N19°'%70 Nn'on
Anomaly ) f1"701IN "171'T "17°A7 N1712" 117'W ,N1317 .WnNNWn
.(Outlier) N1YVD T1WN A"M1 (Detection

NNN AT 11037 N'712* 7721 NMY777983 117°'W 1WaNnii SDK .

771070 WA NY1 13"0i 021 7W N'A17120U1 127210 1XN NN

:NNATT7 .(Masking) NDIYNil "N11'W1 12041 011 NIAT J10™) .

HTTP Headers X-ASPNET-VERSION, X- '7TMn1 N1"™21 >y Na7nin
.0"9170 0DV, Powered-By

,OTN-T' N1311YN1 )1IX X77 N9'7N7 AwTN 12'Nn N'Ma N'71o°
Cyber Threat ) 1101 D™M1'NX 1"V'TIN N11'W 7Y NIDNNDiT X771
71'T1 1772 10 7Y n'™hn N1 :01Ww™'7 X1 L(Intelligence
NN 1T NIYXNAND IN QWINA Baseline-n 0'AN1M71 D'T10™ 00197

RAdAC - ) "'7AN0nN 112'0 NDO1AN 1W™” 77117 DNNAA W™ 1NN

n2M7a NYX1Nn 1T WA 9 7V ;(Risk Adaptive-Based Access Control
Wwnnwnin NINWAAW 72 ,(ABAC) 12101 NDD1IN W) 77117

N1
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NNI11 MAWNNi1 71N1 N11W N121DN7 OXN AXM0 A1 Nyai7a
:NNATT7 110700

WM'Ww N1a17 ,ANYaINT 11YN1 12701 0'ATX T TN 117'W (1
NNATT] ATIWN N17'Wa1 N19°70 NN'oNY7 (I10As\I0Cs) 01N
(71112 1"Y¥"211) 12111 JIAX NN N7V [P NAINON W' NN'on
D{71019 NIW 1IN N2 197N 1917 N'NWNY "W 17V
[N

7W (Whitelist) N1327 N1A"WA1 (Blacklist) N1NAW NINWAY NTA (2
,0"N1"W 019 ,(TY/A171) N1A1ND "N11Y1T N1TT12 1P N121ND
(Geofencing\GEO '91AIX™A D1j7'A 1NN {790 ,07NT 1170

2121 ,3Location)

(Continuous 9'X1 NIN'X7 072171 N7V YIN'X (3
.(Adaptive Authentication) 7AN0N N1N'NX1 Authentication)

.Device Profiling Y1X'1.1"

171171 NN'0NY7 71171 11NN91 WIN'W fWwy* 11AINT D Y711
7120 DW7 NNT1,12"0i1 '0223 (Malware) 1j7T12 7W 11X
N1N'W Ny'an N19%7N Y1X'1 N119'7 001"A7 NIWANI
TNy IN NN 1AT1 NITIan

DNIYN IWN 072171 O'XA7 121N "NY (91IXT 29 71IAN0 D Y7010
.(Index) Dj7T2'N D7 YX17 1'N/W* 03T 17°X W19'N0 "W1In'7 1'1an7

:0"711710 0'XA7'7 NNATT
robots.txt .N

Sitemap .1

DNAW 0'IXN 119N ,j7'1TR/119TY T'AN 11°N "91AIX"AT 01j7'7 0n*a IP-i1 N1A1ND 19 " 7721V 1KY 3
17X N121ND D T DIWMW N7 ,7X1W! N7 Y1Im 07113 "T'-7Y 1P NM121N031 Win'w wy?
S7XAWwt NN n1dTwn
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(Edge Layer) fX{7i NIOW NAVINYT7 NIX7nn

NNT1 ,0'N1'WiT X1Y '3 N'A17/N79 7177900 YXAT J1ANT D Y'7nIn
D'X17Yi 772 7Y D1N'W Ny"an Na7N 7w ayawin D1Xnx ow?7
(7191 Y1Ny21 0'aINWN '7107) 021w

:NINNATT 190N 17117

NN NWnNi Y1y ,(VPN) i71m70n NINAnNii Y1y 11 17114 WX
171 non

.B2B Y17V'7 ,101791'N2 W72 Y1V 1'2 17190 a
171 200N INNX NIWNR Y1y'7 ,7°X17 Y1y 1'2 a071ai .2

.VoIP N"NWN NIWnNi Y1NY'7 ,U1101°NA W72 Y1 12 aT11an .1

(IPS - Intrusion N1'TM NY'IN7 NDOIYN WIN'W WY 112N D Y7010
N1712'1 NX 7'712 71N227 11NN49i1 D XT117 W .Prevention System)
:NIN2N

.12211 Anti-Bot 112221 .N
.(Spoofing) MTAN N171va Nn'on .1

0'AY3 190N N1DTYNNAIT NT'UNUO NIN'NN 397 N19'j7n NN'on .2
03701 0™1'N 1'W'TIN 10 7Y NN D11

.(Virtual Patches) D™7NX1191"1 DVXN91 12N .1
19X 11N DTN NN 177 .0

,i1T '7'701 .11210Nn N17'W97 ,"WI1IN WnNNwn N17'ya 1" '717'1 n710>" .1
.WNNWwni (Challenge) 1ANN7 071171 D'122211 12N NT117 W°
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7W 019U NIATING 791791 1207 OXNN1 N19%7N0 Nn'on
TIWN AN 717012 10T 117747 N1710' 217'Ww ,N1317 .wnnwn
J1yd

TCP SYN scan, TCP  NNA1T) O'UI19 Nj7'107 N"AMIIN N17'ya NN0N .N
.(connect scan, UDP port scan, SCTP INIT scan

(Sinkhole) 1V'712'7 N"21T1/0T1WN 11132YN N1Ayi N'712'1 10N .U
.(Blackholing) "1M1wWw 110”71

.77 1IX1 ."72N0n 112'0 NOD1AN fWw™” 7T1M7 OXNNAA W™ [nn- .1
.(Tarpitting\Tarpits) fTTIWMN N17'Y3a 7W N1 TUNT X

N1TMY NN 021N 12°X 212080 FW-1 12310 1PS-1 win'w ,'7'700
STV IPS-1 WIN'W Ny 117 At

111ANIT FW-1 AWw'An 710 '3 "N 191X XT11" 112N D Y'77]'|7]
N12111 1WA NIXWA{T 1NN 1Nj7Y'7 021V (Ingress\Egress Filtering)

.(Least Privilege Access)

Anti-) NTANT DY 112221 ' "N 19IN3 XTI 112N D Y71
q1X"7 10" X7 D XTNY7 Y70 a1 77521 .IPS-mm FW-1 '7y911 (Spoofing
JN171NW I[P NIITIND NTYXNAND J1AINGT 0217 UINUINAN W7

:N1NNW IPv4 N1AIND7 XnA1T 17717

(0/8) loopback (127/8), private (RFC 1918 blocks 10/8, 172.16/12, and
192.168/16 ,(unassigned DHCP clients (169.254.0.0/16), multicast
(224.0.0.0/4) and otherwise listed in RFC 5735

:N1"YAN71 IP v6 N1A1ND-1

https://www.ripe.net/manage-ips-and-asns/ipv6/ipv6-address-

types/ipvbaddresstypes.pdf
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1221 "WXNND (Rate Limit) N112YN N'73A0 D700 XT11* 112N D Y7nIN
.(DNXY NIW{7Ni 'AN1 N1317) D21Wi 12"0i 001 7V

NNXX1/ND121 1113YN G1TYN7 N2yN1 Win'w fiwy? 71AINi1 D Y7110
J1AON 'D11X7 ONNA NNTTL(QoS)

-

NINTT,D"1N270 NYIW{7N 2N 7W Anwpzn yXaT 71AIN0 D Y7nm
N1'W Ny N1a%7n 0y N1TT1INA7 11X N1X7ni7 oxnna
J1Man

(External Layer) N"IX"Mil NAdWi NAVINYT7 NiX7nn

an17 7W N'T'1 DT 177T7A0 YXA7 N7 D XT117 71N D Y7nIn
0DN1N 021Wi 13M0i 021 D XT117 W ,iT1 7721 .111v1'X7 049il
ATM0/WAT0 09 annna

,0"1W UIIUI'N "NIN'W 790 19001 WIN'W fWY? T1AINT D Y7nIn
J7NW7 YIMN W' DWY7 NM7N "N71 N'NWN1 Win'W D'W1Y WX

N171v93 U172 AN D Y7011 ,0113°X 12V "NI'W DY 1713y Nyl
NN

1'NW NOIW{7N Y1V WIN'W NIYXANXD 12Vil 7907 114N W7 N
.MPLS-1 WIN'W :01W™7 XNAATT .U1IUIN7 N1'W? W)

DNNNNT X171 1N L7901 D"MT 712200 "NIN'W YXq1 Nana
221 NN 2”73 NY'XN 0'03i N17°2N "D 1"X7 "IN LJ1IANGT 'D11XY7
NN NIN'W Ny N N9Y7N7 1ayn N'7'710 11X WN ,i101)
19777980 202 NT7RnNnn

N171v80 NN YXI7 BIBINT "N1W 7900 W72 11N D Y'7nIn
:(Clean Pipe) NMINQi

.77 11 .”72N0n 112'0 NOD11N 1Ww'A” 7717 DNNND W™ 1NN .X
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(Ingress\Egress 7171 0™a'Xa0 O'N1N'W/0'UN97 nwa nn .1
.Filtering)

(Sinkhole) V7127 N'1171/0T1WN 1112YN N1V N'7102'2 7O™MN .2
.(Blackholing) "11NW 11N"'71

DXN13 NNTT,N'NNXY NINGX N17199 VX347 1129K7 N'710' 1nn .1
JIIAN DTN 791197

IN/1 {79011 '7W (*Scrubbing) 13¥3 "7 71INT 711 1'X1AUINI 19N i
JW7w-TX 001

:IN1 1120717 .BGP-1 N'NWN 7Y 12" 712N D Y7NIn
D1W™7 N1X'7n1 - BGP NI'UMN TA1D N1TTINNMAI 1y1INn

https://www.gov.il/he/departments/general/bgp

1732 (Scrubbing) 13¥a 17" 11NN91 WIN'W WY J1IAINT D Y71
.1Xan

NNT1 ,DNS Redirect N'71 ,BGP Redirect-1 WNNW17 97 TYi7 w1,7722
1IAN 7w N1AXA IP-i1 NAIND DX 1'NWN AN ™D 721940 1IK7

1N"W 1IN ,V13{7 12°1 1NN91 11X DN 11027 W .N19y7N'7 n91wn
370 YINN/TWN 7w m7na 70 17 vany

N'7'712 1127N1 7W N™MI12'X1 DNS-1 N'NWN D XT117 71IA7K0 D Y7010
:NININ N171071 NN

.071y11 20031 01W DINND "7NU9IN 111 WX
.GSLB\GeoDNS-1 i1>'1n .1

N1NT1aN NI'W YN N19%7N 193 N'31M i12an A

4 Cloud Scrubbing Center (CSC)
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(Continuous Monitoring) NDWNNN1 191X 1171

(User M1j7'7 N"110 N21'NA7 N2yYN1 WIiN'W fWwy? J1AINT D Y'7nIn
D'2NN0 111 1772 DWY7 NNT1,UI1UNAN W' NY1 Experience)
:D1W™7 NNATT .NIT12N NN'W YN Nayn 7y 1'Wi7 0wyl

.(Application Performance Management) APM NJ>1yn1 Wwin'w

7Y ny"awnil BGP-i1 N"A171910'7 97X 1197 YXI* 112N D Y7nIn
J1AXA D'hwn

W17Wwn (Artifacts) 0'U79"UINT NN NN 10N J1IAINT D Y7n1Nn
:N12DW;il

n"M"4 1idwil .X
i1Xj7i1 N1dOW .1
NIX 1132Wil A

WIT7 WY TIAND ,NM1XA 720Wan Y17 q10°N OW'7 D W1t
.0"JIN'771 D™IAT 7W API’s 7INWN NIYXNANI 910X N171y9 yXa7

JN M9011 DMIU7 TN NIN 2™ J1IA0K0 D Y7010

,0"1W{1 12011 001N (Telemetry) N™IWNAT7U TION J1AINT D Y'7N1IN
AWN 11Nai D NT117 W .TTP’s-11 7W 2™ "171°T1 "1772 DW'7 NN
71N ,1X{7'7 71X (Visibility) NN 1X™7 N'712' 71 WIN'W 11 wy)
.(Application State-Awareness) i1'X{7"79Ni1 1X1'7 NYTIN

NITIN 01N 10N YXI* TIAINT D Y7211 ,"113°X ]2y OY 1712y Nyl
-1 7INWN N1YXNNXa (Cost Center) N11111 1IN 7W NNNX AT1 D™ 11'W
.790i 7w API

IOE’s "{1'T1 1727 U2IUI'NN NN 1103 YXIT J1IANT D Y7nIn
Nna'j7n N1"1'Ui79X N77A0 DW'7 D7X27 "WYY "7N'X1919 71N WX

27
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IOE’s 11'T1 17'A DWY7 .N12j7NN N171¥91 V1717 OXNN21,N17'W Ny"an
N1WY'7 X (Security Rating Services) SRS N1N'W1 WIN'W NIWY'7 N7
NN 1NNY9d win'w

730 Y11'N7 N11dIN

(BCP) N'j70Vi1 N1"2WN{1i N"21N NIX 12TV J1IAINiT D Y7Nn1n
7W 1170 f1T13Y 7112 AN NIwNa ™D XT1171,0"0a1171 0'w'nna
.N121AN/0™7nN

M111YN NWU7i777 72170 "WXNN 1N1WI1 D XTI J1ANT D Y'7nn
.NPB IX TAP-1 WIN'W :01W™'7 NNATT .JIAINTT NINIANT 71Y'anil (PCAP)

N1N'WOi NN N2'Ma7 N1'N' N17127N0 YXaT 7120K0 D Y7010
.(UNVINXN 790 NNATT) D'7°'WNN D™MAIATTLJIAND 7W D11

:112'Na7 D'W'nIN7 Nna1T 1707
2T 19181 09 2N D770 WX

N1T7YI NN N1'M3 OW'7 NINTT (Stress Test) 00NV Nj7'T1 v1X'a .1
.131MD "0D) 7w

f121AN0 7712 DI1W™ 712707 (Tabletop Exercise) 1IN71W 727N Y1X'1 .2
D117 D™M1AT ™Y NIT1IAN N1N'W NY'IN D970 "WIN'NY7
J1Na

1790 NN ,]712N11 N1 17NX2U19 971N W 1T N0M YIX'a LT
12V "1;772i1 11114 {790 NnN1a1l ,(ACL "EI'7) UIUI'NXi1 "N1N'W
.(Scrubbing)

.(DR Site) "9171 O"NX7 0T12Y7 2177 .0

.11TA1 ,(Scrubbing) 12V ™71 117NA 712 T1AY7 011" 1ayn .1
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na7n Nya na11an7 (Playbook) DWIN 1907 D'WAT 721 2 N90)
1w nyan

I 1anny

11AIN7 120 727N 7W 71217111 - 121701 71A0N
https://www.gov.il/he/departments/general/cyberexercise

iljf790Ni1 MWW

1790 711 '7'W'7 NNVAND NIWT NN N'WAOWnN 1aY* 112N D Y'7nn
DDDN1 071170 DTN N'7NN X117 Ww? .0™van710 N1Nwil
:NNATT NNT,NNW{7NiAN

.(Time to Detect Attack) f19%7N "111'T1 "1'7°A7 WTAA AT N
.(Time to Apply Effective Mitigation) N1NAX Y1X'17 "I'W79Nil ATA .1
pply 8 :

Time to Apply ) NT'A'U{79IX NINGN N171Ya YIX'17 WITIA AT .2
.(Effective Mitigation

.07 D'NIAT7 (Time to Alert) YN NA'7W7 WATAN ATA .1

Time to Initiate ) 117j7*2i1 {7907 N12YNi NWON7 WITAA AT .0

.(Diversion

fNOMIW NM17TT 111AYNY7 ,7ayw N1 1113aYnin "3 onit .1
.(Consistency of Mitigation)

.(Service Availability) 1221 "N1N'W N12'At1 .1

N'XNi1'7 121N 71221170 N1317N4 790 D N'Uawn JAYT 112N D Y7010
N1N'W NINANI Y1371 0DIAT 107 ONNNA WA A9%7Nn7 an'nn 11AX7
T1AIN 1N120N1 WX 1T "70N 12Ww? D XT117 Ww* a1 7721 .(SLA)

NN 71X 7901 ,(PCAP) N9'j7Nil 7W fW'7{771 11NNAi 7907 X*Xnn
.ONN1

25
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NIW™ T 0" TAY 0"BYAN710 NI'W 790 ' XTI 7IANT ™D Y701 | el
YN 7w 790N DWW NTINN

(DDoS) NTIAN N1N'W NY"IN N1E%7N TA1D N DW'7 Dw™y mixynn 4 n7ap

(Always-on) 197X 11N ON'71¥9 D 1'TA17 N7 "W7W-TX ANYIAN "WXAN OY 0712y nya |\ ',
11AAN{T 7Y .(On-Demand) 121'0 V11N D177 TWN '7W 1j7N1 71 171997 1010" DilW 1IN ] 0 -
.10TA2N NID'7Wii 1IN'Z NINTTL17 A™NNAT DIW™ NTMAUIU0ON DX W37

790N NIWAW {711'NY7 0790 N7XW °
https://www.gov.il/he/departments/news/querysupply
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(Appendixes) 0'N901.7
.17 710N7 D171 0'N9021 NN'WAI NN 700 a1 714
11U717 0'X7N1N 0"MVF7*TINX - 1 N90)

ngaoii1 NNun
(Real "NNN 1AT”1 117 Y7010 QWX NNATT7 DIU7'TI'N DNWA XT77 A7

:Time)

M7 TI'Nil

01N Miwpn

71170 DD1 NNNd) BIIVA™NGT 7N/ 09 M1 NO™MXA AAM0 a7y
.(22"01 "D21 772 1IN 127D D21 11X ,'9°XTI0

.(ICMP NnNA1T) 0'A"M NIIW{7N "BU119 NIYXANI NIWI1 DTN W

11'N TCP Handshake-i1 7"711N 12W 0™Myai1 19011 1A"0 a7y
JIND O7WIn

TCP -1 1"711N NN7Win WNN7 X7 1AT 071N 19013 720 av'7y
.Handshake

.Packet Loss-i1 190N AN 17y

11310W31 D™M{71IN1{1 1201 031 ™Y BYINWI'™X7 N'NNXY WA 011
L1X[711 NADW3 IN/1 N'N"9i

MW 1ATIN 0O'U1189 Nji7'0

13 W1Vl |-|"X|7"'7EIN|-I 2107 NI1Wi7Nil1 Y119 1901 7'31 NIN'XN X
W™ :D1W™7 NNATT .(Mismatched Port-Application Traffic) WIN'W
]'1“X|7"'7EIN 1171 17132y Nil 191N TWND ,TCP 80 NIYXNN1 Web-il ANNY7



28

g% = 7NAWT*11"0

B 57013700 N

y
=3
-3

NNA 721710 12'NW HTTP Method DY 12W121 110 WIN'W

1170 N1A0N A0 7712 DY YyT1' N1U{79 NN'7W N1N'TNA 1'7Nn1IX
AT Nt

T2 AT 1170 N1ADN HTTP Query/Response 7T1A1 i1'7N01IN
T2 AT 1170 N1A0N1 DNS Query/Response '7T1A1 i1'701IN

1T 1170 N1A0N1 (DNS\HTTP etc.) N1j7'7 N1W{71 19011 1'7N1IX
TN

NNATT - (12 T'U™1A) 712123 TIAX NN N7V [P N1AINON W™
n9'7N 19077 11'W ,"A"1IX 07119 NIW'7 N2"wni [P Na1nd
i bial

.(Replay-Attack) 1W* 10N 7W WA MTW
17N IP NATNOA 0™MIW'7 7W AN 19on

.TTL=0 N17y1 N1Y{j79 7W A0 1900 | 1

(Session) N17'ya 715121 MXj7*7aN - 12170 '0D]

737D DD 11X ,'97'X90 130 DI 7w O'INWN NO™MIXA f1AMn M7y
137041 0D 77D 1IN

:DIW™M'7 NNATT
.0711N1 70N IN/1 70717 NA'NI/AN{7i N171Y9 19011 A0 a7y X

7W 1INN7 N1TA N'71¥99 NYX1Nn 02 0y 9 1901731 70 av7y .3
.0"21N1 TON N1Ww31 (Log Rollbacks) 0O'A17

.70"T MUW ND™MX1 Ax0 a7y .



29

= 7NAWT*11"0

B 57013700 N

|

.RAM-i1 N2™MX1 {10 A7y .
.D"MW711 190N AAM0 a7y L
.TCP Connection-il 1211 A0 1'7y .1
VT N1Y{79 19001 AA0 am7y T

JMNNX 'WAN77 71719118 IX HTTP\S N1W{73 19011 A0 a'7y .0

N'7 Y1 0'U™M9 7W 7107/19011 7w N171v90 190N a0 a7y
.(Cart\Inventory Hoarding) TNN1 O'WNNWN 7W N1M{711

(Gift 717"D>n '0'w1D 7w D'VIg NWi7nd N1"1yuUi 190131 1a"n nm7y
.Card Cracking)

N'7 Y1 0'U™M9 7W 71071/19017 7w N171v90 190N a0 a7y
.(Cart) TNNX2 O'WNNWN 7W N1z

.D'Wnnwn 7w yXimnil (Session) N17'yail 12T JWn1 1"7n1IX

7W 127011 0217 M'UA7 WnNwn 11awn 7w N1wal nInnn n1mg
.(Geo-Velocity) 1Xj7 1T 11702 N'97AIN™A DI1W NINT7NAN TIAING

11'NW (User-Agent) WNNLWN 12101 WIN'W {1W1Yi 120 0N W™
732170

V1IN 7w (User-Agent) WNNWN 12101 WIN'W {IWIVYi 120 DIIN WA
17X "110197 DXN1A N2MWN 712°N IP-i1 NA1ND X ,731570 wian
70T NIYXNNI IX Reverse Lookup ™Y NNT YX17 1N .W1a'N7 Y1In7

NN

117 AATA N1"7217X{7219 {7900 12'N 17W 197971 1WNX 12"'0 021N WA
-1 127N N1'M1 :01W™7 XNA1T .]0X 7W NMwA 107121 NNz
197971 7X32 DOM Tree

OM'a NIN7X1N X771 / NIN'7X1N DIN™NT N17199 19012 A0 a7y

27



30

= 7NAWT*11"0

B 57013700 N

1M At 11707

.Web NIW 7w 02172 Null Referrers-1 N1NDW31 1"'7y

|
i
N1W{71'7 02N HTTP status codes NA'7W N1NDW1 17y
17V WAT1 ,0'Wwnnwn
Redirects (399-300)
Client errors (499-400)
Server errors (599-500)
=
=
=

.J1D7YN "N1'W / 1270 021 7W 1201NN X7 710NN IX 10™Mj7
.0"M"7/0'WTN N1M77 NW717 yX1ni aa1ana 1At a7y

.07137X 12V "N WiN'W 1°A3 N1A™n N1'ao> NIXXTi1

(DDoS) NTITIAN NT'W NY™IN NIS'{7N TA1D NIV DWY Diw*™7 nix7nn :5 n71v



31

g&gg = 7NAWT*11"0

B 57013700 N

NNN'W Ny*"In N9*'7n Nya 111an7 (Playbook) DWIN 1907 O'WAT - 2 N90)
nanan

nao01i1 Nun
N1'W Ny"n Na7n Nyl 1a1an7 (Playbook) DWIN 1907 D'WAT N11j7'7 A'Xi7
;NN

yi1xXa'y7 an'7iya

N™"1AIN 0"9 N17'ya

711" N11X ,0"70Y 0™M13) N1V7000 72717 N7WT 71AINT D Y7NIn
N100™Ni1 1N NNT1,A9%7N NTTIN AYINa (721 N11a17 ,0Mawn
:NNA1T 0772170 D'NW17

IN/1 197NN 0O'Waw1Ai 070V O'™D'7iNi11 13041 0D .X
| |
D'Vawin Ni1'il7 DWWV

D™'W" 0711 N1{73/N11TA11 D170V NID7Wii 97N Nin'xy .31
Y '7W 90D 7091 IX f1j7T2 NIM77 X 7W WY1 NNATT) D971
(0777w

N1TA7 1NMW 722) 11A7NA 7Y Y'awn n9'7ni D 19X 13 1711 .2
(NnA1T7 ,071¥2 D'TI7 O'WIN'N7 ONXNN2

("T21 0790 ,0"™1X'M/D™N"T NNT7Y7) Yawin Ty 7y .1

NNT1,0™T 0D"2'U79X 11 N7 11AND 7W ANUANT WXNAN 13 910 .0
712102 AT NTj727 on'a

, 0971 D10 7W N11210i NN NN 127 112N D Y'7nm
WIT"W JONT WX 1970 1711 NNATT) DV9170 N1'W X1y NNATT
IN DIM77 7W N1'M'0"A7 N119n Y111 A0 DIN'W 97 oY TTnnny
NN'Wil YNV N1 Y1297 1N1UN WX 9710 1XN NI N1Mg
yTmi N127yvn ,(U2192°N1 011710 DN1'W X177 773701 '197un
.(030 71" NNX 7Y WAT1) 130 N2 NTXT



g% = NWT132"0

B 57013700 N

D'11X1 N7 0™11'W 71NN DW'7 N17°T3 YXA* 11ANT D Y'7nm
Ny'In N9'%7N D Y'aXi17 D™WY IWN ,12"0i1 "0 1"7N1IN1
JITNMING 19707 Wy 101 11101 DANana N1'wa

,1977N{ NTTIN J1IAIND D'WNANWNAY 12TV 001" J1AINiT D Y7nn
.O0TXN 7191XN N177IN51T

NNT1 N1"A17120U1 NT'NWNA N'7132%7 NN 7772 7120K0 D Y7010
X1 97NN WX N1'WE DN ayaan 7y nixa7 inuna

INNDAATTYT7
.0'9011 Web "NIW NI01i1 .X
.U17v1'X7 09 amN N7TAN .a

13X 12V T1aY7 1avn L

,IN1WAI D™NMM70 AAUANT WWXNAN 7W 0799 NT11' 712080 D Y7010
12V1 "7 11NN9 711 AT1ayY7 (01X7 OXNAd) 011 1ayn N1aay
nNn1 7w 791X7 NDWNNNAT 19X 711721 YXa'7 w*,12 1D .(Scrubbing)
JINUINT "WXNAN 7W N1'AWU79Ni

11UN1 NN L,(PCAP) MN1AVNi 7W NW'7{70 YXa* 71A7N0 D Y7010
JWTA 79707 DTV 0N 70X TWaxy

1717 .(Containment) 117211 N171¥39 Y1X'17 N1NWANX 11017 Y70
:N1N"DW 1727 N171y97 NINNATT

.(Shadow Site) 7X INNX / "1127X 12V 1T1AY'7 A17*7 X
.J17U2'Ni1 W 01110 X7 1370 002 71N7 .3

JTTNWNT NIDYN ANTW 2"70N NXY .2

YIN-"MI12 710 ni'7'ya

:NNDATT7 .0Wawin Ty 777 YNl 01019 1N2* 11ANT D Y'7n1m

NMWAaN NT'UN NITIN J1AINT 7W UIIWIND TNND YN0 01009 .X

32



g% = 7NAWT*11"0

B 57013700 N

.0"a17n0 N1'W X1y7 0N™Ma01,0°N1N'w7 qw'a nyal
.0"UA171 0MV71A0 11DTY .
.0"1X1 712N M1 71TV .

J41790NXi1 MWW 7°X3 0NN 0790 .7

N1TIN 1201 01X 1"V TIA 790 NN 12TV 11AINT D Y7nIn
197700

197N DITIN "MINTT 12700 1Y NN 1DTYT IANGT D Y7nIn
119 "M970 T7Nn

UIIVIA'NI *N1N'W 790 711 N1'7'va

NITIX 1NN 12TV BIIBIN "N1T'W 7907 129" 71AINT D Y7nIn
NNI1 N173177 1A D73 7W 9NIWA Win™m 1N DX ,A9700
779011

WIMN'W 13 AWy 971N WX IP N131ND A11U NN'0N :NNATTY

7907 129" D UIIVIN 'NIN'W 7901 Wi72* 11AINT D Y'7nIn
,2017011 790 NNa 197N DX 01007 711UNA3 NXTL17W 7w
WA 971N NT'AX D107 N171va3 autiyn

VY1T1'NX 1021 N17'ya

N1117) 0'9'7y1 0M'W* 0711 N171 1"70N YXaT 112N D Y'7nmn
7Y NTMWAN Iyawin N1'Na1 , 01X 17Nl NIWWINDG N171va vixa
(M1ann 1y

f1UN1 NNT1 ,(Threat Hunting) D™T'X T™X YX1' 112N D Y'7Nn1N
N1>IYN N L9710 Y AINWIT D 12N AWK AN NIAr71 D737
.1N17 NN N1AT71 11727 N17210N1 12X DINY70 ANU3ANG

WITN 910 NTIN Y1M71/0789 "A11A DX 12TV 71N 1D Y7n1n

33



34

g% = 7NAWT*11"0

B 57013700 N

N111'7) NNUINT YN N1'AW79NX NN DX N3 712N D Y'7nn
Y 71711 NWINX 1WNX O'TTN7 0N'a NNTTL(0™Y11710 N1'Wi 790
JNG N7nan

:0"71170 D' TTNYT7 NQATT 17017
.(Time to Detect Attack) f19%7N "11'T1 "17°A7 WIT0 AT .X
.(Time to Apply Effective Mitigation) NINAX Y1X'17 "2'V{7aNi 12T .a

(Time to Apply N1'2'W{7IN NINGX N171Y3 VIX'A7 WATIA AT .2
.Effective Mitigation)

.07 D"M1A7 (Time to Alert) YN NN*7WY7 WATIA (ATA T

Time to Initiate ) 117271 7907 11AVNi NBON7 WITIT AT .01

.(Diversion

NOMNIW N"17T 11132YN7 ,iN3yw N1 7113yNi 1°a ona .1

.(Consistency of Mitigation)

.(Service Availability) N1 "N1'W N12'™T1 .1

NNT1 (Lesson Learned) D'Mj771 N12;70N0 Nj79n YXI7 J1IAINI D Y7010
.0 T'NY O'WIN'N'7 131200 N'710" 119w Dw'7

NIN'W NY*IN N9*'7N Nya 131an7 (Playbook) DWIN 190 :6 1710

A7



35

eI

i% &= 7NIW*11"0

B 57013700 N
(DDOS) NnIMain NNM'W Ny 2N N19%7n 1a1d N1y H - 3 N901]

naoian naun
1N1'ND 7"7AN1 0'271yni 0'IIAT ,)N0Na 11N'a (91N DN X177 97w
01271 1"701N7 NINA 117721 N19'%7W 1NN N1107 DON0 7Y 11wn N1ayndl
.01"A10 7y D'amynin

0'71y21 fINTIWi1/012'7'0/{71W {70 - JN0Nil WaIA TXD .X
N7V NIXNNATT) T1v1,ISO ,NIST 112D D71y m1'7n/Tv™n 7w n11'na (1
.("DM'W 0'>NDN” 7191 110N N1AXIN
7N0N1 NIAXIN N1M7'Y NINAATT) DINN1 D"'7:l'l|77'J D'1019 7W m1'Na (2
.(’DM'Ww' 0'D>NoN” 7191
1101149 TWNX N0Ni NU1'YY7 11AXNN 11Wwn ]'1'7:l|7 (3
Allot D010 .
F5 Network N11n
Imperva N12aN

a8 4o

Radware NN
13701 YT NAid 01NN X711 YY1 - 772X N7 0

=



{% &= 7NIW*11"0

B 57013700 N

(Acronyms) NINW *11X*{7 .8
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Attribute-Based Access Control ABAC
Access Control List ACL
Application Delivery Controllers ADC
Application Programming Interface API
Application Performance Management APM
Autonomous system Number ASN
Business to Business B2B
Business Continuity Planning BCP
Border Gateway Protocol BGP
Bits Per Second bps
Completely Automated Public Turing test to tell Computers CAPTCHA
and Humans Apart
Content Delivery Network CDN
Cloud Scrubbing Center CSC
Cyber Threat Intelligence CTI
Distributed Denial of Service DDoS
Domain Name System DNS
DNS over HTTP DoH
Denial of Service DoS
Disaster Recovery DR
Economic Denial of Sustainability EDoS
Fully Qualified Domain Name FQDN
Gigabyte per Second GB/s
Global Server Load Balancing GSLB
Hypertext Transfer Protocol HTTP
Heating, Ventilation, and Air Conditioning HVAC
Internet Content Adaptation Protocol ICAP
Institute of Electrical and Electronics Engineers IEEE

Indicator of Attack I0A
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Indicator of Compromise
Indicator of Exposure

Internet of Things

Internet Protocol

Intrusion Prevention System
Internet Service Provider
Man-in-the-Middle Attack
Multiprotocol Label Switching
Mean Time Between Failures
Maximum Transmission Unit
Network Packet Broker

Open Systems Interconnection
Priority Flow Control

Packets Per Second

Quality of Services

Risk Adaptive-Based Access Control
Random-Access Memory
Runtime Application Self-Protection
Recovery Point Objective
Requests Per Second
Recovery Time Objective
Round-Trip Delay

Software as a Service
Software Development Kit
Service Level Agreement
Security Rating Services
Terabytes per Second

Time to Live

Time to Mitigation

Tactics, Techniques and Procedures
Uniform Resource Locator

Voice Over IP

7N 110

MIN'71 1270 YN

TIN"d

nimi ow
10C
I0E
IoT
IP

IPS
ISP
MiTM
MPLS
MTBF
MTU
NPB
0SI
PFC
Pps
QoS
RAdAC
RAM
RASP
RPO
rps
RTO
RTT
Saa$
SDK
SLA
SRS
TBps
TTL
TTM
TTP
URL
VolP
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(Applicable Documents) D*A*W* 0*>NON .9

.1N0NN NA™ND Nya 0'1N12i 1D1N0i 07y YyT1Mil N111j7n1 DX 7'Dn 11 {719

N1yl yT'n N1INiim

MIN7i1 120 YN
D1W™7 N1X'711 - BGP Na'UMN TX1D NI1TTINN 1yINn

v https://www.gov.il/he/departments/general/bgp

71AINI N1N'aa 9132 oY CISO 120 NN 771In NT1AY - NUAINN N1N'a

v’ https://www.gov.il/he/departments/general/securedevelopment

-17 NIN'™NT WIN'W ™Y 0D1AIN 7W NI'TNWNT NIDIYA1 D'WANWN 15T 7110
(MFA) mn1a

v’ https://www.gov.il/he/departments/general/mfa

T1AIN7 120 727N 7W f12MY1 111 - 12701 71A0N

v’ https://www.gov.il/he/departments/general/cyberexercise

11AIX'7 127021 M0 NOINYT7 020 - 13y "Wl win'w

v https://www.gov.il/he/departments/policies/cloud_services

71AIN7 12021 M NN

v’ https://www.gov.il/he/departments/policies/cyber_security_methodology_for

_organizations

1aWwn axn 7107171 N1DY7 12701 1IN 10'an

v https://www.gov.il/he/Departments/news/cybercrisispreparedness

790N NIWIW 71T'N'7 0790 717NW

V' https://www.gov.il/he/departments/news/querysupply

DIWYN 02171100 N11NNY - (DDoS) N11T12N N1N'W NY'In N19y7Nn

v https://www.gov.il/he/departments/publications/reports/ddos_solutions
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?NIWIA - 'NA1 1N UIUANT TXD1 ,NNM'W-NyY' 1N N9y7ni
http://www.softwarearchiblog.com/2016/10/ddos.html

Digital Whisper
1172 ,Digital Whisper ,"111 TNN1 1j72 '7X'T1 'N1N3AMM N11'W Ny N1gj7nn
2016 11nvao ,75
https://www.digitalwhisper.co.il/files/Zines/0x4B/DW75-4-AmplifiedDDoS.pdf

, 71IN'T12170 "1° ,"'7N7L|J"|-I UITVA'NA ANN3-DDoS M N19i7Nn 7NX2U19
2014 111971 ,54 11"'7ADigital Whisper ,
https://www.digitalwhisper.co.il/files/Zines/0x36/DW54-3-DDoS.pdf

:N"72IN2 YyT'N NINK7N

General

Exponential growth in DDoS attack volumes

v" https://cloud.google.com/blog/products/identity-security/identifying-and-

protecting-against-the-largest-ddos-attacks

Mitigating loT-Based DDoS

v’ https://www.nccoe.nist.gov/projects/building-blocks/mitigating-iot-based-
ddos

AWS said it mitigated a 2.3 Tbps DDoS attack, the largest ever

v https://www.zdnet.com/article/aws-said-it-mitigated-a-2-3-tbps-ddos-

attack-the-largest-ever/

OWASP Automated Threat Handbook, v1.2, 2018

v' https://github.com/OWASP/www-project-automated-threats-to-web-

applications/tree/master/assets/files/EN

Worldwide DDoS Regulations
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v" https://government.cioreview.com/cxoinsight/worldwide-ddos-regulations-

nid-146-cid-30.html

Re-Hash: The Largest DDoS Attacks in History

v' https://www.thesslstore.com/blog/largest-ddos-attack-in-history/

The Top 10 DDoS Attack Trends
v’ https://lwww.imperva.com/docs/DS_Incapsula_The_Top_10 DDoS_Attack
Trends_ebook.pdf
Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP
Source Address Spoofing

v' https://tools.ietf.org/html/bcp38

Top 15 Indicators Of Compromise

v' https://www.darkreading.com/attacks-breaches/top-15-indicators-of-

compromise/d/d-id/1140647

Understanding Denial-of-Service Attacks, Security Tip (ST04-015), CISA

v’ https://us-cert.cisa.gov/ncas/tips/ST04-015

HTTP response status codes

v' https://developer.mozilla.org/en-US/docs/Web/HTTP/Status

Network Denial of Service, MITRE

v" https://attack.mitre.org/techniques/T1498/

How to Fake Spoof your Location Google Chrome

v" https://dowpie.com/fake-spoof-geo-location-google-chrome/

Guide to DDoS Attacks November, MS-ISAC 2017

v https://www.cisecurity.org/white-papers/technical-white-paper-guide-to-

ddos-attacks/

IPv6 Address Types, RIPE

https://www.ripe.net/manage-ips-and-asns/ipvé6 /ipv6-address-
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types/ipvb6addresstypes.pdf
Allot
DDoS ATTACK HANDBOOK, Allot, 2018

v' https://www.allot.com/docs/ddos-attack-handbook.pdf

Service Provider Requirements for DDoS Mitigation
Protecting and Optimizing Networks for Modern Threats

and Future Scale

v" https://www.allot.com/resources/WP-Frost Sullivan-DDoS-Mitigation-

Requirements.pdf

Akamai

Making a DDoS Protection Plan 8 Best Practices
v https://www.akamai.com/uk/en/multimedia/documents/brochure/8-steps-to-
a-ddos-mitigation-plan.pdf
Mitigating DDoS Attacks in Zero Seconds with Proactive Mitigation Controls

v https://www.akamai.com/uk/en/multimedia/documents/white-
paper/proactive-ddos-mitigation-with-prolexic-mitigation-controls-
whitepaper.pdf

F5
Mitigating Application DDoS Attacks

v" https://www.brighttalk.com/webinar/mitigating-application-ddos-attacks/

Defeat BOT Attacks with NEW Silverline Shape Defense Managed Service

v' https://www.f5.com/company/events/webinars/defeat-bot-attacks-with-new-

silverline-shape-defense-managed-service

Blocking Bots: How Silverline Shape Defense Works

v' https://devcentral.f5.com/s/articles/Blocking-Bots-How-Silverline-Shape-

Defense-Works?srcHeader

Radware

A Snapshot of DDoS Regulations: 6 Protection Initiatives
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v’ https://blog.radware.com/security/2014/05/snapshot-ddos-regulations/

DDoS Response Plan HOW TO PROTECT YOURSELF FROM DDOS ATTACKS
BEFORE, DURING, AND AFTER AN ATTACK

DDoS Survival Handbook, Radware, 2013

v" https://security.radware.com/uploadedFiles/Resources and Content/DDoS H

andbook/DDoS Handbook.pdf

Gartner

DDoS: A Comparison of Defense Approaches, 24 April, 2020

v https://www.gartner.com/document/3907156

Solution Comparison for DDoS Cloud Scrubbing Centers, 16 April, 2020

v' https://www.gartner.com/document/3983636
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