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Access Control List ACL
Autonomous System AS
Autonomous System Number ASN
Border Gateway Protocol BGP
Central Processing Unit CPU
External\Exterior BGP eBGP
Denial of Service DoS
Hash-Based Message Authentication Code HMAC
Internal\Interior BGP iBGP
Intrusion Prevention System IPS
Message-Digest MD
Man-in-the-Middle Attack MiTM
Open Systems Interconnection 0OSI
Secure Hashing Algorithm 1 SHA 1
Regional Internet Registry RIR
Resource Public Key Infrastructure RPKI
Time to Live TTL

fIT JNON1 WIN'W Wyl DAl NINWil "Xy :3 n71p
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.1N0NN NA™ND Nya 0'1N12i 1D1N0i 07y YyT1Mil N111j7n1 DX 7'Dn 11 {719
N3yl y1T'n N1ym

MIN7i1 120 YN
11WNN N1>IYNn NNWiza - 0D1w™7 nix7nn

v https://www.gov.il/he/departments/general/systemhardening

1127X'7 127021 MmN NNINYT7 A2 - 12y "MWl win'w

v https://www.gov.il/he/departments/policies/cloud_services

'|'IA']N'7 23"01 1Al NN

v’ https://www.gov.il/he/departments/policies/cyber_security_methodology_for
_organizations

q1Wn 'aXn 7171M71 N1>y17 1201 N'INYT 10'an

v https://www.gov.il/he/Departments/news/cybercrisispreparedness

j790NiT NIWIW 71T'N'7 0790 717NW

V' https://www.gov.il/he/departments/news/querysupply

770
,Digital Whisper ,1°A79 17T ,?1921U1'NXi1 DX 7917 7i7 1D TY IX BGP Hijacking
2019 IN127,102 11"72

v’ https://www.digitalwhisper.co.il/files/Zines/0x66/DW102-1-
BGPHijacking.pdf

N1V U'012ING ,IUDW 191y ,"NANTi Security BGP™7 N1U'W "NW 7Y

v' https://www.cse.huji.ac.il/~omershe/notes/bgp.pdf

:N"721N3 YT'N N7
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Securing BGP

v’ https://rpki.readthedocs.io/en/latest/rpki/securing-bgp.html

BOGON ROUTE SERVER PROJECT

V' https://team-cymru.com/community-services/bogon-reference/bogon-

reference-bgp/

Chapter 21 - Network Attack & Defense, Galit Balmas, Haifa University, 2014

v’ http://www.cs.haifa.ac.il/~orrd/CompSecSeminar/2014/GalitBalmas-
Chapter21.pdf

Are We There Yet? On RPKI's Deployment and Security

v' https://eprint.iacr.org/2016/1010.pdf

DISCO: Sidestepping RPKI’s Deployment Barriers

v https://www.cse.huji.ac.il/~schapiram/hlavacek20ndss-disco.pdf

A Guide to Border Gateway Protocol (BGP) Best Practices, NSA, 27 August, 2018

v’ https://apps.nsa.gov/iaarchive/library/reports/a-guide-to-border-gateway-

protocol-bgp-best-practices.cfm

SP 1800-14 NIST Protecting the Integrity of Internet Routing: Border Gateway
Protocol (BGP) Route Origin Validation

v’ https://csrc.nist.gov/publications/detail/sp/1800-14/final

Improving BGP routing security by minding your MANRS

v https://www.csoonline.com/article/3433263/improving-bgp-routing-
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security-by-minding-your-manrs.html

FINAL Report - BGP Security Best Practices, CSRIC, March, 2013

V" https://transition.fcc.gov/bureaus/pshs/advisory/csric3/CSRIC_III_WG4_Repo
rt_March_%202013.pdf

BGP ROUTE HIJACKING

v" https://blogs.akamai.com/2018/11/bgp-route-hijacking.html

Cisco

Types of BGP Attacks

v' https://www.ciscopress.com/articles/article.asp?p=1237179&seqNum=2

Protecting Border Gateway Protocol for the Enterprise

v" https://tools.cisco.com/security/center/resources/protecting_border_gateway

_protocol

MANRS
MANRS for Network Operators

v https://www.manrs.org/isps/

MANRS Implementation Guide

v' https://www.manrs.org/isps/guide/antispoofing/

IETF
BGP Operations and Security, RFC 7454

v https://tools.ietf.org/html/rfc7454

Using RPSL in Practice, RFC 2650

v' https://tools.ietf.org/html/rfc2650
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