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Attribute-Based Access Control ABAC
Atomicity, Consistency, Isolation, Durability ACID
Access Control List ACL
Application Delivery Controllers ADC
Application Programming Interface API
Business Continuity Planning BCP
Backup Management Server BMS
Common Internet File System CIFS
Configuration Management Database CMDB
Create, Read, Update, and Delete CRUD
De-duplication DEDUP
Denial of Service DoS
Disaster Recovery DR
Evaluation Assurance Level EAL
Erasure Coding EC
Fully Qualified Domain Name FQDN
File Transfer Protocol FTP
FTP Secure / FTP-SSL FTPS
General Data Protection Regulation GDPR
High Availability HA
Hardware Security Module HSM
Hypertext Transfer Protocol HTTP
Infrastructure as a Service IaaS
Internet Content Adaptation Protocol ICAP
Indicator of Compromise 10C
Indicator of Exposure I0E
Internet Protocol IP
Intrusion Prevention System IPS
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Management Interoperability Protocol
Key Management Server
Man-in-the-Middle Attack

Media Server

Mean Time Between Failures

Mean Time to Recovery

Network Attached Storage

Network File System

New Technology File System

Out of Band

Open Systems Interconnection
Platform as a Service

Privileged Identity Management
Programmable Logic Controller
Physical Server

Quality of Services

Risk Adaptive-Based Access Control
Redundant Array of Independent Disks
Random-Access Memory

Relational Database Management System
Representational State Transfer
Recovery Point Objective

Recovery Time Objective

Software as a Service

Shared Access Signature

Secure Configuration Management
Software Development Kit

SSH FTP

Security Information and Event Management
Service Level Agreement

Segregation of Duties

Secure Shell

TIN"d

nimi ow
KMIP
KMS
MiTM
MS
MTBF
MTTR
NAS
NFS
NTFS
00B
0SI
PaaS
PIM
PLC

PS

QoS
RAdAC
RAID

RDBMS
REST
RPO
RTO
Saa$S
SAS
SCM
SDK
SFTP
SIEM
SLA
SOD
SSH
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Transport Layer Security SSL
Secure Sockets Layer TLS
Time to Live TTL
Uniform Resource Identifier URI
Uniform Resource Locator URL
Virtual Machine VM
eXtensible Access Control Markup Language XACML
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(MFA) "/a012

https://www.gov.il/he/departments/general/mfa

T1ATN'7 127021 MmN NN

https://www.gov.il/he/departments/policies/cyber_security_methodology_for

_organizations

M9 O1'Ni1 OY 13701 2NN NTIIAAX DITTINN0N

https://www.gov.il/he/departments/general/coping_thret

1aWwn axn 71i1M'71 17 1201 NTINT 10'an

https://www.gov.il/he/Departments/news/cybercrisispreparedness

790N NIWIW {71T'N7 0790 N7NXW

https://www.gov.il/he/departments/news/querysupply

1Yl NIATTA7 DTMINT N1

https://www.gov.il/he/departments/news/bio_safeidpolicy

aY7'70

133 N'7'An 7y

https://hebrew-

academy.org.il/keyword/%D7%92%D6%BC%D6%B4%D7%91%D6%BC%D7

%95%D6%BC%D7%99
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Data backup - 0'11N1 112

http://www.vairweissman.com/data-backup-information.html

11127 Snapshot 12 077710

https://linvirtstor.net/2019/08/25/%D7%94%D7%91%D7%93%D7%9C%D7
%99%D7%9D-%D7%91%D7%99%D7 %9F-snapshot-
%D7%9C%D7%92%D7%99%D7%91%D7%95%D7 %99/

7X W1 {711,355 N"1)

https://www.boi.org.il/he/BankingSupervision/SupervisorsDirectives/DocLib/

355.pdf

BCP N'j70Y N1OWN{T

https://www.methoda.cloud/content/pages/kit bcp/h guide-

map.asp/#section-2

1"IWON 77N 111 (X”2MN) "NUD1IMINIIA D'A1WA 12N
12v1 7M1 100X N1N'Ww1 11na'7 1XD

https://www.iucc.ac.il/he/blog/select-cloud-storage/

1V1 NT'NWN NTTW XW11d 0'01nm

https://www.iucc.ac.il/he/blog/cloud-high-availability-myths/

nyn
2017-1"ywn (V1" NNUINX) N1'UI3i N2l N1{7N
1981-N"nwn ,N1"U1ai1 Naana 71N
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General Data Protection Regulation (GDPR)

PCI Standard
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General

AAA Authorization Framework, RFC 2904

v' https://tools.ietf.org/html/rfc2904

OWASP API Security

v' https://owasp.org/www-project-api-security/

Password Storage Cheat Sheet

v' https://cheatsheetseries.owasp.org/cheatsheets/Password Storage Cheat Sh

eet.html

Demystifying Recovery Objectives

v' https://www.veeam.com/blog/rto-rpo-definitions-values-common-

ractice.html

Alternatives to NDMP [Part 1]

v" https://www.unitrends.com/blog/alternatives-to-ndmp-part-1

Alternatives to NDMP [Part 2]

v' https://www.unitrends.com/blog/alternatives-to-ndmp-part-2

RANSOMWARE GUIDE, CISA

v' https://www.cisa.gov/publication/ransomware-guide

NIST

Data Integrity: Detecting and Responding to Ransomware and Other Destructive

Events
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v' https://www.nccoe.nist.gov/projects/building-blocks/data-integrity/detect-

respond

Data Integrity: Identifying and Protecting Assets Against Ransomware and Other

Destructive Events

v" https://www.nccoe.nist.gov/projects/building-blocks/data-integrity/identify-

protect

SP 1800-11a: Executive Summary

v https://www.nccoe.nist.gov/projects/building-blocks/data-integrity/recover

NIST 800-34 Rev.1 - Contingency Planning Guide for Federal Information Systems

v" https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-

34r1.pdf

NIST 800-184 - Guide for Cybersecurity Event Recovery
v" https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-184.pdf
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