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Ms Sharon Saban-Safrai, FOIA Officer
Administration of Courts

Fax: 074-7481887

Email: hofesh-hamida@court.gov.il

RE: FOIA Request, in re — Supreme Court protocols
Dear FOIA Officer Saban-Safrai:
We herein file a request, pursuant to the Freedom of Information Act (1988), as
follows. Please send confirmation of receipt and a request number by return email or
fax.
I. Requester
Name: Joseph Zernik, Human Rights Alert - NGO (AR 80654598)
ID:
Address: PO Box 33407, Tel Aviv, Israel
Fax: 077-3179186
1I. Requested Information
a) Background
Hearing protocols [minutes] are critical records in conduct of a competent court of
record. A hearing, conducted with no lawfully made protocol is considered
“informal, off the record” hearing — i.e. is not a hearing of the seated court. And a
hearing, which is conducted with no lawfully made protocol, but without the
knowledge of the parties — is a simulated/sham court hearing,
(1) Chronology of the protocols issue in the Supreme Court
Regardless, until early 2007, the Isracli Supreme Court maintained no protocols of its
hearings. The matter was addressed in the courts, in Knesset (parliament) and by
media.
Supreme Court Justice Miriam Naor 2008 Judgment [Movement for Fairness in
Government v Minister of Justice, Supreme Court Presiding Justice and Director of the
Courts 5122/06] purportedly indicates resolution of the problem and says:
... it was agreed by the parties that the petition would be narrowed to the
question of the formal standing of protocols which are today maintained in the
Supreme Court... in its supplementary notice... Director of the Courts
informed that {today] protocols are maintained in the Supreme Court in
compliance with the Regulations of Civil Court Procedure (1984) and the
Criminal Court Procedure Act {1982), following allocation of the necessary
resources by the Administration of Courts, including additional
transcriptionists, in order to maintains protocols in the Supreme Court as in
any other judicial instance. In its response, to the aforementioned notice,
Petitioner agreed to withdraw its petition...
In parallel, the Knesset enacted in 2008 an amendment to the Courts Act (1984),
Article 68a, which was supposed to resolve the situation and says:
(a) In a court hearing, a protoco! shall be maintained, which reflects all that is
said and transpires in the hearing, pertaining to the court process. ..
(£) Provisions of instant Article are effective on any court hearing, including

the Supreme Court, unless an explicit provision was otherwise enacted in this
matter.
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The matter was reported by media as follows: [?]
Regulations of the Civil Court Procedure and Criminal Court Procedure Act
provide that the courts document their hearings in protocols. However, for
years the Supreme Court interpreted such duty narrowly and avoided
maintaining protocols in its hearings. Thus — either in its capacity as an
appeals court or in its capacity as high court of justice, hearing petitions.
Following a legislative initiative by MK Eitan, and following a petition to the
High Court of Justice against the custom not to maintain protocols, the
Supreme Court started maintaining protocols in early 2007, Now, the matter
is provided by law.

However, in response to enactment of the amendment, retired Supreme Court Justice

Jacob Turkel declared to media on the very same day, that the amendment was

“almost cantankerous”, “rather superfluous”, and originated in irrelevant motives: [7]
“It’s like telling the Supreme Court justices: ‘You have behaved this was all these
years, you haven’t maintained protocols, now we will show you’, kind of to spite
them”...
Usually, only partial transcription was maintained of arguments by the parties, but not
of what was said by the justices. Additionally, along the years Supreme Court justices
have repeatedly clarified in their rulings that the partial transcription, which had been
maintained, held no validity of a protocol.

Of particular concern is the mindset, pertaining to conduct of the Supreme Court, which is

revealed in Turkel’s reaction to the above referenced amendment to the Courts Act: []
“The question is — is it necessary. In the Supreme Court, decisions of which cannot be
appealed, and therefore the question can never be raised ‘this party argued thus, and
that party argued ctherwise’, or ‘this fact was raised, and another fact was never
raised’, it is rather superfluous... Anyway, the conyumon custom is that each Supreme
Court justice maintains his own quasi protocol. The justice takes his own notes
during the hearing, and that should be sufficient...”

As outlined below, eventually, regardless of the above-cited 2008 Supreme Court judgment

and regardless of the above-cited 2008 amendment to the Courts Act, the matter remains

vague and ambiguous: Do transcriptions, which are maintained today by the Supreme Court,

hold validity as protocols?

(2) Judge Varda Alshech and the “Fabricated Protocols” affair

The maintenance of valid protocols was also a key issue in the Judge Varda Alshech

“Fabricated Protocols” affair in the Tel-Aviv District Court. Ombudsman of the Judiciary,

Supreme Court Justice (ret) Eliezer Goldberg 2012 decision [88/12/Tel-Aviv District] in this

matter determines that the protocols were not lawfully signed, and therefore were deemed

merely invalid “drafts”.

Moreover, the Ombudsman’s decision determines that a protocol, which is an electronic

record, must be electronically signed in compliance with the Electronic Signature Act (2001).

However, the Ombudsman’s decision clarifies that there is no way for the public and parties

to distinguish in a printout or in an internet display between a signed, valid protocol or

decision and unsigned, “draft” protocol or decision.

6 July 15, 2008, The Supreme Court and rabbinical courts are required to maintain protocols |
Haaretz

https://www.haaretz.co.il/misc/1.1337249

7 July 15, 2008, 2008, Amendment to the Courts Act: The Supreme Court and rabbinical courts
are required to record their hearings in protocols | Globes
https://www.globes.co.il/news/article.aspx?did=1000361894
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The Ombudsman decision [88/12/Tel-Aviv District] says in paragraph 19:
The Hon Judge’s [Alshech — jz] explanation, regarding Net-HaMishpat system,
reveals that any protocol includes a scanned graphic judge’s signature of his decisions.
However, as long as the protocol is not signed by the judge using an electronic
signature, we are dealing with a draft protocol... only after the electronic signature
was applied, the protocols is finalized. [underlines in the original - jz]
Since the judge’s scanned graphic signature appears also in the draft, printout of the
draft and printout of the electronically signed protocol are identical, and there is no
way to distinguish between them.

The Ombudsman decision [88/12/Tel-Aviv District] says in paragraph 21:
[ inquired with Director of the Administration of Courts in order to obtain
commentary on the computer aspects of generating protocols... they responded...
and in Director of Net-HaMishpat project in the IT Division of the Administration of
Courts, Mr Yarden Yardeni’s February 29, 2012 letter... it is impossible to distinguish
between a graphically signed protocol and an electronically signed protocol once they
are printed...

The Ombudsman decision {88/12/Tel-Aviv District] says in paragraph 36:
Work Procedure 114/10 states:
“In the electronic file ear, judgments are signed using secure electronic
signature. Pursuant to the Electronic Signature Act (Article 6b and the 2
Addendum to the Act...

The Ombudsman decision [88/12/Tel-Aviv District] says in paragraph 39:
It should be embedded, and soon, among the judges the significance of signing
protocols and decisions using electronic signatures (see in this regard
provisions of Regulation 190(a) of the Regulations of Civil Court Procedure
(1984}, which says: “the decision shall be in writing and shall be signed by the
judges who were seated in court™)...

(3) The dubious nature of Supreme Court protocols today

Although until recently the Supreme Court has been administered only in paper court files,
inspection of the paper court files shows that to this day, no protocols have been maintained
in the Supreme Court paper court files, in contrast with pleadings, evidence, decisions and
judgments.

Moreover, existing protocols are maintained as electronic files, which appear as unsigned
records.
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Figure 1. Final bage of purported p'ro.t.dé.o.i in Sﬁi)reme Court’s Moti Ashkenazi & 76
others v Director of the Enforcement and Collection Authority and Minister of Justice
(2300/11).

Figure 1 shows shows the final page of purported protocol in Supreme Court’'s Moti
Ashkenazi & 76 others v Director of the Enforcement and Collection Authority and
Minister of Justice {2300/11). The record was received during inspection of the court
file in the Supreme Court — as a printout of an electronic file, but failed to appear in
the paper court file.

There is no signature box at the end of the document (or anywhere else in the
document), no date of signature, and no detectable mark of any signature.

It should also be noted that the protocols fail to appear in any registration of court
records in the electronic public access system — in contrast with decisions, judgments,
pleadings, events (including notices, summonses, notices to appear in court and
other records).

Such circumstances were reported in the the Human Rights Alert NGO submission to
the UN Human Rights Council for the Universal Periodic Review of Human Rights in
Israel in 2018. The voluminous submission focused on
fabrications/perversions/forgeries in Jegal and judicial records of State agencies in
Israel. The submission was incorporated into the final Human Rights Council report
and summarized as follows:

24. HRA-NGO highlighted the serious deterioration in integrity of law and
justice agencies as a consequence of the implementation of e-government
systems. It affirmed that the validity and integrity of any legal and judicial
records of Israel should be deemed dubious at best.
(4) Are Supreme Court protocols electronically signed, using undetectable
signatures?
Following the publication of the UN Human Rights Council 2018 report, the
requesters inquired in early 2018 with Supreme Court Presiding Justice Esther
Hayut, and pointed out to her various defects in court file maintenance in the
Supreme Court, including the failure to maintain signed hearing protocols in the
Supreme Court’s paper court files.
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Presiding Justice response ~ a letter by her Legal Assistant Attorney Jonathan Zion
Moses, dated June 06, 2018 ~ was received by us only recently (as an unsigned
copy), attached to a FOIA response [212/2019] by the Administration of Courts.

Attorney Zion Moses’ letter (attached) says:

As for hearing protocols of the Supreme Court, they are signed in the
computerized case management system of the Court soon after the end of the
hearing, and from then on, it is impossible to change then. unless by a judicial
decision. The protocols are maintained in the digital process file.

Although Attorney Zion Moses does not state so explicitly, the statements “they are signed
in the computerized case management system of the Court” and “the protocols are
maintained in the digital process file” imply that he means that the protocols are
electronic records, which are electronically signed.

At the same time, Attorney Zion Moses implies that the Supreme Court created a
system of protocols, which are judicial records, are purportedly “signed” (but without
explicitly stating by whom), but without any mark which indicates such signature,
and with no way that those who receive such records can distinguish whether they
are signed, valid records, who signed them and when.

Such setup obviously goes contrary to the fundamental concept of “signature”, e.g.:

* In the US Federal Code: “Signature” or “subscription” includes a mark when
the person making the same intended it as such: 1 U.S. Code §71. Words
denoting number, gender, and so forth;

* Another common definition: “Signature” - a mark that a person inscribes as a
proof of identity and intent.

(5) Shenanigans in implementation of purported electronic signatures in Net-

HaMishpat

It should be noted that a surprisingly similar setup - judicial records, the signatures
on which are undetectable, and are not electronic signatures at all, was also
implemented on judicial records (protocols, decisions, judgments) in Net-HaMishpat
— case management system of the district and magistrate courts.

This matter is explicitly stated in part in the 2012 Ombudsman of the Judiciary decision
[88/12/Tel-Aviv District] in the Judge Varda Alshech “Fabricated Protocols” affair. The
Ombudsman states that there is no way for the public are parties to distinguish in printouts
(or online displays) of protocols, decisions or judgments in Net-HaMishpat between a valid,
signed record and and invalid, unsigned record (“draft”).

At the same time, the 2012 Ombudsman of the Judiciary decision [88/12/Tel-Aviv District]
in the Judge Varda Alshech “Fabricated Protocols” affair indirectly states (through persons in
the Administration of Courts, cited above) that the judicial records in Net-HaMishpat can be
signed, using electronic signatures pursuant to the Electronic Signature Act (2001), when the
system is duly used (see above).

The purported electronic signatures of the judges on judicial records in Net-HaMishpat can
be detected and examined only through the use of dedicated software, and only by those who
received electronic service of the judicial record through the “electronic service application”
in Net-HaMishpat. Only in cases when the record was served using the “electronic service
application”, the purported electronic signature is provided, which is a detached electronic
signature, in an envelope together with the record itself. The purported electronic signature
cannot be detected at all if the records were received as printouts by paper mail, if the
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records were received as electronic files by email, or if received as hyperlinks to online
renditions of the records in Net-HaMishpat.

Examination of the purported electronic signatures of the judges on judicial records in Net-
HaMishpat, using the dedicated software, shows that they are not what would be considered
by a reasonable person “signatures” at all, surely not an electronic signatures pursuant to the
Electronic Signature Act (2001) of a judge or any other specific person.
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ﬁg}ﬁfé 2. “Certification Information” of the purported electronic signature of a judge
on a judgment record in Net-HaMishpat,

Figure 2 shows a printout of the “Certification Information” of the purported
electronic signature of a judge on a judgment record in Net-HaMishpat, as shown
using the dedicated software of the Israel Bar Association:

+ The fundamental certification of the certifying authority is invalid. ..
* Issued for: Israeli Courts Authority.

« Issued by: Israeli Courts Authority.

* Valid from 01/01/2000 unti} 01/01/20989.

The purported electronic signature device is not recognized as a valid electronic signature
device because of ts false certification. The purported electronic signature device was
issued by an entity name “Israeli Courts Authority”, which is not a legally recognized entity
in Israeli law as far as is known, and surely is not a “certifying authority” pursuant to the
Electronic Signature Act (2001). The purported electronic signature device was issued to the
very same entity - “Israeli Courts Authority”. Therefore, the very same entity - “Israeli
Courts Authority” - is the one who purportedly signed the judicial records in Net-HaMishpat.

Moreover, the purported electronic signature device is valid from 01/01/2000 - that is
before the Electronic Signature Act (2001) was enacted, and in contrast with electronic
signature devices that are issued to natural persons — only for several years — the purported
electronic signature device, which is used on judicial records, was issued for 99 years.
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The purported electronic signature data of judges in Net-HaMishpat include no mark of the
name and authority of the signer, neither of the date and time of signature...

It should be emphasized that such circumstance in Net-HaMishpat pertains only to the
purported judicial signatures. For attorneys whe use Net-HaMishpat for electronic filing -
valid electronic signatures are implemented.

Such setups and the combination of features, outlined above, should be deemed
instruments of fraud of the type that is known by experts as “shell game fraud” or
“confidence trick”.

(6) What is a “court file” in the Supreme Court todav? What is the nature of the the
electronic records?

Therefore, especially with progress in the “pilot” of implementing Net-HaMishpat
system in the Supreme Court, [*] there is a special interest in examining the
electronic records of the Supreme Court in general, and the purported electronic
signatures of the justices on the hearing protocols of the Supreme Court in particular.

Supreme Court Presiding Justice Legal Assistant Attorney Zion Moses’ letter also
notes the existence of “the digital file of the process” in the Supreme Court.
Therefore, such letter raises the question: what is today a “court file” in the Supreme
Court?

The Regulations of the Courts — Inspection of Court Files (2003}, Regulation1, defines:

“Court File” - court file, including all records and attachments in it, which are
held in the court, where the inspection is requested, or in its archive.

Until recently, all original records, pleadings, evidence, decisions and judgments
were held in the Supreme Court in paper court files. In contrast, inspection of the
Supreme Court files shows that the protocols have never been maintained in the
paper court files, even after 2007.

In this regard, it should be noted that Attorney Zion Moses’ letter interprets pertaining to the
decision records, which are published in the Supreme Court electronic public access system:
“it is possible that typos exist in the version that is published in the internet site, given that is
it a copy of the original decision.”

Such phrasing in Attorney Zion Moses’ letter appears inaccurate and misleading:

* The records that are published in the electronic public access system of the Supreme
Court are not “copies”, but some kind of “rendition”, whose validity is dubious.

* In contrast with what may be implied in Attorney Zion Moses’ letter, the disclaimer

“subject to editing and phrasing changes” appeared in the years 2002-2018 not only
on the electronic online renditions but also on all original records in the paper court
files.

b) Requested information

1. A signed copy of Attorney Zion Moses June 06, 2018 letter;

2. Any record which documents: What are the court records that are today
maintained as original records in the Supreme Court paper court files? And what
are today the records that are maintained as original records in “the digital file of
the process” in the Supreme Court?

8 Fling of records in the Supreme Court using Net-HaMishpat | Administration of Courts
https://supreme.court,gov.il/Pages/Bi_din.aspx
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. Any record which clarifies the validity and effect of the entries in the electronic
public access system, such as decisions docket, requests docket, events list,
hearing list. Are they part of “the digital file of the process”?

. Any record which documents the procedure for signing and the identity of those
who sign the protocols in the “computerized case management system of the
Court” in “the digital file of the process”, according to Attorney Zion Moses’ letter;
. Any record which documents the issuing of electronic signature devices, pursuant
to the Electronic Signature Act (2001) to those who sign the protocols in the
“computerized case management system of the Court” in “the digital file of the
process”, according to Attorney Zion Moses’ letter;

. Any record, which documents which is the Certifying Authority, pursuant to the
Electronic Signature Act (2001) of the electronic signature devices that are used
for signing the protocols in the “computerized case management system of the
Court” in “the digital file of the process”, according to Attorney Zion Moses’ letter;
. An example, which is a printout, similar to the one shown in Figure 2, above, of
“Certification Information” for the electronic signature on any protocol in the
“computerized case management system of the Court” in “the digital file of the
process”, according to Attorney Zion Moses’ letter.

III. Payment

Payment was made through the online payment portal, payment certificate:
82371616.
Truly,

> .2

Joseph Zernik, PhD
Human Rights Alert — NGO (AR 80654598)
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